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AHOTANIA

YJIK 004.056

Kozauok B. O. Meron mnigBumenHs 3axumieHocti Docker-koHTeiHepiB.
Marictepcbka kBamidikaiiiiina pobota 31 cnemiaabHocTi 125 — KibepOesneka, ocBITHA
nporpama — besneka indopmaniitHux 1 KoMyHikaiiauX cucrem. Binuauis: BHTY, 2023,
73 c.

Ha yxp. moBi. bibmiorp.: 17 Ha3B; puc.: 19; Tabn. 14.

Maricrepcbka kBanmiikaiiiiHa poOoTa TpHUCBSYEHA PO3POOLL METOAY, IO
MIJIBUIIUTH 3aXUIEHICTh Docker-koHTeHHEpIB, a TaKOX CTBOPEHHIO pealizallii JaHoro
METO/1a IPOTPAMHHIM UIIXOM. J[J1s yCHinTHOT pO3pOoOKH MPOTrpaMHOTO 3ac00y TPOBEICHO
JOCTIKEHHSI HAsSBHUX aHAJOTIB TMPOTPpAMHHUX peaji3aimiii cucreM 30UpaHHS Ta
anamizyBanHs. [1in yac poOoTH 0OIpyHTOBAHO BUOIP BIACHUX METOIB, PO3POOJICHO Psil
CXEM 1 aJITOPUTMIB, 3[[IHCHEHO MTPOTpaMHy peastizallito. 3aci0 nepeBipeHo Ha KOPEKTHICTh
poboTH.

[mrocTpaTriBHA YacTWHA CKIAMAE€ThCA 3 5 MiakaTiB 3 JEMOHCTPALIEI0 CXEMH
ITOPUTMY POOOTH CUCTEMH Ta MPUKIagaMU ii BAKOPUCTAHHS.

B exoHOMIYHOMY PO3/1Ti OLIIHEHO BUTPATH HA PO3POOKY.

KnrouoBi crioBa: awnami3z koH(]irypauii Docker koHTeitHepiB, NiABUIIECHHS

3axuieHocti Docker koHTeitHEPIB, aBTOMATH3AITIsI BUIPABIICHHS IIOMUIIOK
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ABSTRACT

Kozachok V. O. A method to increase the security of Docker containers. Master's
qualification work in specialty 125 - Cybersecurity, educational program - Security of
information and communication systems. Vinnytsia: VNTU, 2023. 73 p.

In Ukrainian. Bibliography: 17 titles; Figures: 19; Table 14.

The master's qualification work is devoted to the development of a method that will
increase the security of Docker containers, as well as the creation of a software
implementation of this method. For the successful development of the software tool, a
study of existing analogues of software implementations of collection and analysis
systems was conducted. In the course of the work, the choice of our own methods was
substantiated, a number of schemes and algorithms were developed, and the software
implementation was carried out. The tool has been tested for correct operation.

The illustrative part consists of 5 posters demonstrating the scheme of the system's
algorithm and examples of its use.

The economic section estimates the development costs.

Keywords: analysis of Docker container configuration, increasing the security of

Docker containers, automation of error correction.
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BCTYII

B emoxy mBHAKOTO TEXHOJIOTIYHOTO PO3BUTKY MTOBCIOIHE TIOMIMPEHHS TEXHOJIOT i
KOHTEWHepHu3aIii 3po0uIo PEBOIIOIII0 B PO3po0Ili, PO3TOPTaHHI Ta MacmTaOyBaHHI
nonatkiB. Docker, mpoBigHUIl dijep B YNpaBliHHI KOHTEHHEpaMH, HAJla€ TMOTYKHY
OCHOBY ISl 1HKAmCyJAIii JOJNATKIB Ta iX 3anexHocred. OnHaK, 3 TMOBCIOAHUM
BIIPOBA/DKCHHSIM KOHTEHHEPHUX pillleHb, MPoOieMH 3 OE3MEKOI0 CTaloTh BCE OLIBII
aKTyaJlbHUMU. 3a0€3eueHHs BIIMOBOCTIMKOI Ta Oe3nedyHoi KoH(Iryparili KOHTeiHepiB
Docker crae mnepmioyeproBUM 3aBJaHHSAM, IO BHMAarae HaIIiHHUX PpIMICHb IS
aBTOMAaTH3allii.

Maricrepcbka kBamidikaliiHa poboTa 3arauOiroeThesi B iHTerpamiro Docker 1
Ansible, opieHTOBaHy Ha Oe3neKy, 1 JOCHIKY€E, K 00'€THaHI CHUJIM IUX TEXHOJIOT1H
MOXYTh 3MIIHUTH KOHTEWHEpH1 cepenoBuina. OCKUIbKH Oprafizamii CTUKAIOTHCS 3
HEOOXITHICTIO 3aXUCTy CBOIX JOJATKIB Ta JaHUX, Pojb Ansible cTae KIO40OBUM
THCTPYMEHTOM JUJIsl OpraHizarlii 6e3rneuyHnx KoH(DIrypairiii Ta BIpOBa»)KEHHs CTaHIapTIiB
BIZIMOBITHOCTI B iH(GpacTpyKTypax, modynoBanux Ha Docker.

JloCmDKeHHST HaMmaraeThCs po3rajaTd TOHKOIIMI IIi€l i1HTerpari, peTeabHO
BuB4Yaroun rnepetuH Docker ta Ansible 3 Touku 30py Oe3mneku. I1lnsxom BceOGiuHOTO
aHai3y HalKpanux MpakTHK OC3IMEKH, CTpaTeriii 3MEHIIEHHS PU3HKIB Ta MPAKTHYHUX
MPUKJIAiB BUKOPUCTaHHS, LSl poOOTa Mae Ha MeETI HajgaTH (QaxiBisaM 3 Oe3neKku Ta
ocobaMm, fiki npuiMaroTh pimieHHd B [T, 3HaHHS Ta IHCTPYMEHTH, HEOOXIIHI IS
CTBOPCHHS HQTIMHOI CHCTEMHU OE3MEeKH B iXHIX KOHTEHHEPHUX EKOCUCTEMaX.

[Tounnatoun 3 BuUBYEHHS OCHOBHUX O¢yHKIN Oe3neku Docker 1 Ansible, 1e
JTOCTiKEHHST (OPMYJIIO€ iX 1HAMBIAYadbHUW BHECOK Y 3aXUCT KOHTCHHEPHHX
cepenoBul. 3rogoM (GOKyC 3MINIYEThCS HAa TOYKM 1HTErparii, ae Ansible posmmuproe
MOXJIMBOCTI Oe3meku Docker, aBTomMaTu3yrouu KOH(QIrypamiro 3aco0iB KOHTPOJIIO
Oe3IeKH, yIpaBIiHHS JTOCTYIIOM 1 IEPEBIPKY BIATIOBITHOCTI.

3aBAsSKA aHANI3y peajJbHUX IHIMJCHTIB OE€3MeKH, MOJEIIOBAHHIO 3arpo3 Ta
OPaKTUYHUM CLIEHApIIM BIPOBA/DKEHHS, L poOOTa Ma€e Ha METI HaJaTd uuTayam

BceOlYHE pPO3YMIHHS TOro, sik Ansible mMoxxe OyTM BUKOPUCTaHMM ISl MI1ABUIICHHS
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Oe3nekn koHTelHepiB Docker. Bona posrisinae nuHaMmiyHud JaHgmadr mpolriem

0e3IeKr B KOHTEMHEPHUX CEPEAOBHINAX 1 HAaJa€e MparMaTHU4HI MOPAaU IIOJO0 3aXUCTY
po0OOYHX MPOIIECIB OPKECTPYBAaHHS KOHTCHHEPIB.

Ockinbku Oe3meka 3ajHIIaeTbesi HAPLDKHUM KameHeM Yy 1udposiil chepi, 1
pobora cayrye mnociOHukoMm s (daxiBiiB 3 Oe3meku Ta IT-cmemiamicTiB, sKi
OpPIEHTYIOThCS y CKJIagHOMY cepenoBuil iHTerpamii Docker Ta Ansible. Hactymhi
pO3aUTH 3aryMOJIOIOTHCS B HIOAHCH 3axHMCTy KoHTeWHepiB Docker, mnpomnonyouun
NPaKTUYHI CTPATETii AJI1 3MEHIIIEHHS pU3HKIB, BIPOBAKEHHS O€31eYHNX KOHPIryparii
Ta 3a0€3MEeUEHHS BIJIMOBIIHOCTI BUMOTaM B paMKaxX KOHTEHHEPHUX 1HPPACTPYKTYP.

MeTo1o € nigBuIeHHs 3axuiieHocti Docker-koHTeitHepiB Ta ix cepegoBuIia.

O0’ekTOM NOCHIIXKEHHS € MPOLEC CKaHYyBaHHS Ta aBTOMAaTHU3allll BUIIPABIICHHS
MOMMJIOK KOHQITypallii KOHTeHHEePiB.

IIpeameTomM J1OCHiIPKEHHS € cHCTeMa BigmaieHoi koHdirypamii Docker
KOHTEHHEPIB Ta BIIJAICHUX MAIINH.

HaykoBa HOBH3HA MaricTepchbKoi pOOOTH MOJSATAE B MOJATBIIOMY PO3BUTKY
METO/ly CKaHyBaHHS Ta BUIIPABIIEHHs MOMUIIOK KoHPirypartii y Docker-konTtelinepax 3a
noromororo Ansible.

PesynpraT  3M1MCHEHUX JOCHIKEHb IMiJI Yac BUKOHAHHS MariCTepChbKOl
kBai(ikaniifHoi po6oTH OYIyTh JOMOBIAATUCH HA MiXKHApOIHIM HAYKOBO-TIPAKTHUYHIN
KOH(epeHLli CTyJIEHTIB, acHipaHTIB Ta MOJOAMX HayKoBLIB «Moyiogs B Hayli:

JOCIIKEHHS, TTPOOJIEMH, TTIEPCIIEKTUBI.
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1 AHAJII3 IHOOPMALIMHUX JTKEPEJ

1.1 HaykoBo-TexHiuHe OOIpYHTYBaHHs po3poOku aHaJizy Docker

cepeaoBuila Ha Bp a3JIMBOCTI.

Docker-xonTeitHepu — 1i€ JieTKi, MOPTATHBHI Ta CaMOJOCTAaTHI OJUHUIN, SKi
IHKAMCYJTIOITh TporpaMy Ta 11 3aJ€KHOCTI, BKJIIOYAIOYH Oi0TI0TEKH, CEpeOBUIIEC
BUKOHAHHS Ta CHUCTeMHI 1HCTpyMeHTH. Lli koHTelHepHn 3a0e3meuyroTh y3roJKeHE Ta
BIJITBOPIOBAHE CEPE/IOBUILE B PIZHUX OOYMCIIOBAJIBHUX CEPEIOBUILAX, IO JI03BOJISIE
PO3pOoOHUKaM OE3MEePEIIKOHO CTBOPIOBATH, TOCTAYATH Ta 3aITyCKATH JJOJIATKH Ha PI3HUX
miatdopmax. Jlo kiaouoBUX 0cobiMBOCTe KoHTeHepiB Docker HanexaTh 130741,
NEPEHOCUMICTb, epeKTUBHICTh,  KEpyBaHHS  BepCIAMH,  peecTp  0o0pasis,
opkectpyBaHHA [1].

B cydacHOMy CBITI JOBOJUTHCA BIPOBAIKYBAaTH MHOXKMHY 3aco01B, s
3abe3neueHHs 1H(pacTpyKTypu. BukopuctaHHss KOHTEMHEPIB X0U 1 3MEHIIIY€ KUIbKICTh
BPa3UBOCTEHN 3 OJJTHOTO OOKY, MPOTE Ja€ 3JJOBMUCHUKAM HOB1 BEKTOPH aTak, SKi MOKHA
excrutyatyBaT. [lounHaroum Bif pIBHS CEpBEPHOro OOJATHAHHS Ta oOlepariiHol
CHUCTEMH, 3aKIHUyIOYH JBUTYHOM KOHTEHHEpIB, 3aCOO0M YIpaBIiHHA KOHTEHHEpamH,
CEpelIoI0 BUKOHAHHS 1 BJJaCHE caMUM KOHTeitHepoM puc. 1.1.

KoHTeitHepn BUKOPUCTOBYIOTH BIpTYyasTi3allito Ha PiBHI ONepalliitHoi CHCTeMH, 100
130J110BaTH IIporpamu BiJ 6a30Boi iHGpacTpykTypu. Lls 13051511151 rapaHTye, 1110 TporpamMmu
IpaIoTh CTabUIBHO, HE3aJIEKHO BiJl XOCT-CEPEIOBHUIIIA.

Docker koHTeiliHepHM mMakylOTh JOAATKA Ta 1iXHI 3aJ€XKHOCTI B €IUHUUN
CTaHJapTU30BaHUil OJIOK, e 3a0e3neuye iX mepeHocuMicTb. TOOTO KOHTEWHEp MOXe
MpamoBaTi Ha Oyb-sKiil cucreMl, mo miaTpuMye Docker, o nojerurye nepemMieHHs
JOJTaTKIB MIXK CEPEIOBUIIIAMU PO3POOKH, TECTyBaHHS Ta BUPOOHHUIITBA.

KoHnTeliHepn BUKOPUCTOBYIOThH SIPO OMEPALIMHOI CHCTEMHU XOCTa, 3MEHIIYIOUH

HaKJIQJHI BUTpaTH, TOB'S3aHI 3 TPAIULINHOK BIpTyadi3aimi€ero, 10 3abe3nedye
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e(deKkTuBHICTb. Lle nmpu3BOAUTH 1O OUIBII HMIBHUJKOIO 3alycKy Ta OUIbII €(EeKTUBHOIO

BUKOPHUCTAHHS PECYpPCIB.

[BUryH KoHTelHepa
(Container engine)

Ynpasense BUCOKOPIBHEBMMW 3aa4amu,
Takmmu Ak login, build, attach, inspect, i ..

h 4

KOHTE/HEpa BMKOHaHHA, 41 KOXHOMO OKPEMOTo KOHTernHepa
(Container engine)

h 4

M3, Wo Hagae pecypcu Ta BUMOIM 40 KOHTEWHEPIB,

AKi NnepebyBatoTb Y cepefoBULL BUKOHaHHS

MeHemxep } 3anyckae KoOHTeMHepW B KOHKPETHIlt cepepi
Runtime) }

OauHUUA npouecy, Wo MIiCTUTb

KoHTeliHe! . _ )
P B cob6i Ko Ta MOro 3anexHoCTI

[Cepe,ﬂ,a BWMKOHaHHA

Pucynok 1.1 — PiBni cepenosuma Docker

Docker BukopucroBye 00pasu, ki € 3HIMKaMH (paiioBoi cuctemMu Ta KOHGIryparrii
KoHTeMHepa. 111 06pa3u MokHa BEpCIOHYBATH, Ha/IaBaTH CIUIBHUIN JOCTYyN Ta 30epiratu
y peecTpax, [0 MOJIETIIYe CIUTFHY pOOOTY Ta PO3MOBCIOKeHHS TIporpam. Llei mpuHImum
Docker mae Ha3By “kepyBaHHS BepCIIMH Ta PeeCTp 00pa3iB’.

OpxkecTpallisi JOCITAETHCS 32 JOMOMOTOI0 TaKUX IHCTPYMEHTIB, ik Kubernetes abo
Docker Swarm, mo a03BojisiE KepyBaTH BEIMKOMACIUTAaOHUMHU pPO3TOPTaHHSAMH,
OaJlaHCYBaHHSIM HAaBAHTAKCHHS Ta aBTOMAaTUYHUM MacCIITaOyBaHHIM, 9acTO 3TaIyEThCS
SIK OPKECTPYBaHHS.

3aranom, kouTedHepu Docker peBomomioHI3yBain  cmocid  po3poOKw,
PO3ropTaHHs Ta YIIPaBIIiHHS MPOrPaMHUM 3a0e31eUeHHSIM, 3a0€3ICUMBIIH Y3rOHKEHE Ta
130JIbOBaHE CEPEIOBUINE IS JOJATKIB, CIPOCTHBIIIH MTPOIIEC PO3POOKH Ta TIOKPAIHBIIH

MacIITa00BaHICTh 1 HAIHHICTh PO3TOPTAHHS TPOTrPaAMHOI0 3a0€3IeUCHHS.
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1.2 Cnoco0u /151 BHPOBA/IZKEeHHS 0e3MeKn

be3rieka B KOHTEMHEPHUX CEpPEIOBUILAX Ma€ MEPUIOPSATHE 3HAYEHHS 4Yepe3
YHIKalIbHI XapaKTEPUCTUKH KOHTEHHEPHOI TEXHOJIOTiT Ta JWHAMIYHUNA XapakTep
PO3rOpTaHHs Cy4aCHUX JOJATKIB.

[3omstisi Ta GaraTOKOPUCTYBallbK€ BHKOPUCTAHHS JO3BOJISIIOTH KOHTEWHEpaM
BUKOPHCTOBYBATU SIAPO OIEPAIIHOT CUCTEMHU XOCTa, 1 0e3 HaJeKHOI 130JIAIil OJuH
CKOMITPOMETOBAHUI KOHTEHHEp MOKE MOTEHLIMHO BIULIMHYTH HA 1HII1 HA TOMY K XOCTI.
3a0e3reueHHs] HaIIMHUX MEXaHI3MIB 130JIA1l1 Mae BUpIIIAIbHE 3HAYEHHS IS
3amo0iraHHs MOPYIISHHSIM O€3MEeKH Ta 3aXUCTy KOHMIISHIIINHUX TaHuX [2].

KonrelinepHi mporpamu OynyroTbesl 3 00pa3iB, KI CIYIYIOTh MIA0JIOHOM st
KOHTelHepiB. 3a0e3neyeHHs] 0e3NeKku MUX 300paKeHb € HaJA3BUYaHO BaxkauBuM. Lle
nepenbavae peryaspHe CKaHYBaHHS Ha HAasBHICTh BPa3UBOCTEH, BUKOPUCTAHHS
HaJIHHIX 0a30BUX 00pa3iB Ta BEJICHHS OC3IIEYHOr0 PEECTPY 00pasiB.

MOHITOPHUHT Ta 3aXHUCT KOHTEHHEPIB 1] YaC BUKOHAHHSA € BaXJIMBUMU ACTIEKTaMHU
Oe3reku koHTerHepiB. CroiM BXOIUTh BUSBIICHHS 3arpo3 Y peajJbHOMY Yaci, CKaHyBaHHS
Bpa3IMBOCTEH Ta 3a0e3leUeHHs 3alyCcKy KOHTEWHEpIB 3 HAaWMEHIIMMH TPHBIICIMHU,
HEOOXITHUMU JJIsI BAKOHAHHS IXHIX (PYHKI[IH.

KoHnTeitHepu B3aeMO/I110Th OJWH 3 OJTHUM 13 30BHIIIHIMU CEpBICaMU Y€pe3 MEPEKI.
BropoBamkeHHss 3axofiB  MepexeBOi O€3MEeKH, TaKuX SIK CEerMeHTalllsl MEepexi,
OpanmMayepu Ta m(PyBaHH, Ma€ Ay>Ke BEITUKE 3HAYCHHS JUTsl 3aXUCTY JAHUX ITiJT 4ac
nepenayi Ta 3armodiraHHs HECAaHKI[IOHOBAaHOMY JOCTYILY.

PerynspHe OHOBIIEHHSI Ta BHUIPABJICHHS SK XOCT-CHUCTEMH, TaK 1 KOHTECHHEPHHUX
JIOJIaTKIB € JKUTTEBO BaXJIWBHUM. lle gomomarae ycCyHyTH BiOMi Bpa3jiMBOCTI Ta
rapantye, M0 BCE KOHTCHMHEPHE CEPEOBHUIIE 3AIUIIAETHCA OE3MEYHUM MPOTIATOM
TPUBAJIOTO Yacy.

TakuMm 4YMHOM, BaXKJIMBICTh O0€3MEKU B KOHTEMHEPHUX CEpeOBUIIAX 00yMOBIICHA
HEOOX1THICTIO 3aXUCTY B1J] 0COOJUBUX Ta BUKIIFOUHUX BUKJIMKIB, III0 BUHUKAIOTh 3aBJISIKA

KOHTEHHEPHUM TexXHOoNorisAM. Jljisi moOyaoBU 1 MIATPUMKH O€3MEeYHOi KOHTEHHEpPHOI
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1H(PaACTPYKTYpH HEOOX1THUM LIUTICHUNA M1AX1[, IO OXOILTIOE O€3MeEKY 300paKeHb, 3aXUCT

M1 YaC BUKOHAHHS, MEPEXKEBY O€3MEKy 1 BIAMOBIAHICTh HOPMAaTUBHUM BUMOTaM.

Docker mae BOymoBaHi 3aco0u Oe3meKu, siKi JOMOMAaraloTh CTBOPHUTH Oe3MedHe
CEepeIOBUINE KOHTEHHEpHU3allii, SKi J0omoMararTh 3aXUCTHTH Docker Big OUIBIIOCTI
3arpo3. Po3risHemo ix OUTbII AeTalbHO.

Docker BukopucToBye€ nmpoctopu iMmeH Linux st 3a0e3nedeHHs 13015111i mpoIIeciB.
[TpocTopu iMeH pO3AUISIIOTH Pi3HI CUCTEMHI PECYPCH, TaKi SIK IPOIIECH, Mepexka 1 haiioBi
CUCTEMH, MDK KOHTEHHEepaMH, TapaHTYIOUH, 10 KOKEH KOHTEHHED MPAITIOE y BIACHOMY
MPOCTOP1 IMEH 1 HE Ma€ BUAMMOCTI a00 JIOCTYITY A0 PECYPCIB IHIINX KOHTEHHEPIB.

Docker BukopucTOBye cgroups Ui KEpyBaHHS Ta OOMEXKEHHS CHCTEMHUX
pecypciB, TakuUX SK MPOIECcOop, Mam'siTb Ta JUCKOBUN BBIJ/BUBIJ, JJIs KOXKHOTO
koHTeliHepa. lle 3amobirae HagMipHOMY CIIO)KMBAaHHIO KOHTEHHEpaMHU pecypciB 1
JoroMarae 3a0e3MneunTy CIPaBeJIUBUI PO3MOILT PECYPCIB Y XOCT-CUCTEMI.

Docker BukopuctoBye OaratopiBHeBY (aitsioBy cuctemy s o0OpasiB
KoHTelHepiB. KoxkeH piBeHb MpeACTaBIsie IeBHUM Ha0Ip 3MiH Yy (aitnoBiii cuctemi. Taka
apXxiTeKTypa 03BOJISIE TOBTOPHO BUKOPUCTOBYBATH 00pa3u 1 nimutucs Humu. O6pasu
Docker MoxkHa miANMKCYBaTH 1 MEPEBIPATH, L0 MiJIBUILYE IX HITICHICTD 1 OE3MEKY.

Docker miaTpumye BHKOpHUCTaHHS (DailJIOBUX CHUCTEM TUIBKW JJII YUTAHHS B
KoHTelHepax. Lle oOMexxye MOXKIMBOCTI MpPOLECIB BCEpeAUHI KOHTEWHEpa BHOCUTH
3MiHU 710 (aiJIOBOI CUCTEMHU, MIABUILYIOUN OE3MEKy, 3amo0iratoud HECAaHKI[IOHOBAHUM
Moudikarism.

[TpocTopu imen kopucryBauiB y Docker n03BONISAIOTH 31CTAaBIATH KOPUCTYBauiB
KOHTEIiHepa 3 HeNpUBUICHOBAHMMU KOPHUCTyBauaMHU Ha XOCTi, 3MEHIIYIOYH PHU3HK,
MOB'SI3aHUM 3 BUXOJIOM KOHTEWHEpa 3-111]1 KOHTPOoJto. L5 ¢hyHKIIis TormoMarae 3MEHITUTH
BILJIUB MTOTEHIIINHUX BPA3JIMBOCTEH O€3MEeKH il Yac BAKOHAHHS KOHTEHHepa.

Docker 103BoJ1s€ BUKOPUCTOBYBATH Seccomp (pexuM O0e3neYHrX 00UYUCIICHb ) s
OOMEKEHHsSI CHCTEeMHHMX BHKJIMKIB, JIOCTYMHMX JUIsi KOHTeilHepa. Lle momomarae
MIHIMI3yBaTH T[OBEPXHIO aTaKh KOHTEHHEpa, J03BOJSIOYM JIMIIE MEeBHUH HaOIp

CUCTEMHHUX BUKJIMKIB, 3MEHILIYIOUH PU3UK BUKOPUCTAHHS BPA3JIMBOCTEN HA PIBHI si/ipa.


http://code-industry.net/

10
Docker Content Trust 3a0e3nedye IUIICHICTh Ta aBTEHTUYHICTh 300pakeHb. BiH

BUKOPUCTOBYE U(POBI MIANKUCH JJIS MIAMKUCY 300pa)eHb, 110 103BOJISIE KOPUCTyBayaM
MEePEBIPSATH BUJIABIIS Ta IUTICHICTh 300pa)KEHHS Mepe]] TUM, SIK BUTSTHYTH Ta 3aIlyCTUTH
HOTO0.

Docker 3a0e3neuye MepexeBy 13011110, 1100 3amo0irTd 0e3mocepeIHbOMY
CHUIKYBaHHIO KOHTEHHEPIB MIXK CO0O0I0, SIKIIO 1€ IBHO HE HajamToBaHo. [{e momomarae

KOHTPOJIIOBATH 1 3aXMINATH 3B'I30K MK KOHTEMHEPAaMHU 1 30BHIIIHBOIO MEPEHKEIO.

1.3 BOyaoBaHi 3aco04 miIBUIIIEHHS 3aXUIIIEHOCTI cepeI0BHINA

[lepmmii BOygOoBaHUI MeXaHi3M, 110 Oyje PO3TJISHYTO, 1€ MPUHIIUI HAWHUKINX
npuBLieiB. Jlemon Docker 3a0e3neuye pexxum rootless kopuctyBaya, TaKOX BIJOMHUH K
"pexum 6e3 paB root" [3]. Pexxum 6€3 mpaB root He TOTpeOye MPUBLIECIB aAMIHICTpAaTOPa
aHl js 3amycky aemoHiB Docker, aHi qis 3anycky koHrteiHepiB. Lle ayke BaxinBa
OCOOJIMBICTD, SIKYy 3aBXIM CIiJ BpaxoByBaTH. BoHa 3MeHIIye Oyab-siKi BpaziMBOCTI B
nemoni Docker 1 B mporiecax BUKoHaHHsI KOHTeWHEpiB. OCHOBHUI MPUHITUT TIOJISATAE Y
TOMy, MO0 y pexumi 0e3 mpuBLICIB KopucTyBaua root Oyae-skuii mpoiec Docker
BUKOHYETBHCA y MPOCTOPI IMEH KOPUCTYBaYa.

CnpobyeMo BCTaHOBUTH rootless TOCTyn Ha BJIACHIM MalllMHi:

ubuntu@ip-172-31-93-29:~% /usr/bin/dockerd-rootless-setuptool.sh install
[INFO] Creating /home/ubuntu/.config/systemd/user/docker.service
[INFO] starting systemd service docker.service

[INFO] Installed docker.service successfully.

[INFO] To control docker.service, run: “systemctl --user (start|stop|restart)
docker.service’

[INFO] To run docker.service on system startup, run: “sudo loginctl enable-linger ubuntu’

[INFO] Creating CLI context "rootless"
Successfully created context "rootless”
[INFO] Using CLI context "rootless"
Current context is now "rootless"

[INFO] Make sure the following environment variable(s) are set (or add them to ~/.bashrc):
export PATH=/usr/bin:$PATH

[INFO] Some applications may require the following environment variable too:
export DOCKER_HOST=unix:///run/user/1000/docker.sock
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O060B’s13K0BO Tpeba BCTAHOBUTH 3MIHHI OTOUCHHS

ubuntu@ip-172-31-93-29:~% export PATH=/usr/bin:$PATH
ubuntu@ip-172-31-93-29:~% export DOCKER_HOST=unix:///run/user/1000/docker.sock

Ocp Tak BiANpalbOBYE KOMaHJa 3alyCcKy nginx 0e3 BCTAaHOBJIEHOro rootless

JOCTYIY:

ubuntu@ip-172-31-90-191:~$% docker run -d --name nginx nginx

docker: permission denied while trying to connect to the Docker daemon socket at
unix:///var/run/docker.sock:

Post "http://%2Fvar%2Frun%2Fdocker.sock/v1.24/containers/create?name=nginx": dial wunix
/var/run/docker.sock: connect: permission denied.

Hpyre, 1o Oyae po3risiHyTO 1€ yrpaBiiHHs pecypciB y Docker konTelinepax.

3rinno 3 auzaiiHoM Docker, koHTeilHEpH HE MalOTh OOMEXEHb Ha amaparHi
pecypcH, siki BOHU MOXKYTbh BHKOPHCTOBYBAaTH; OCh 4yOMy MiaTpuMka (yHKIiH Linux
Cgroups € BaxinBor0. besneka anapatHoro 3abe3nedeHHs Ta xoctoBoi OC. I[IpuuuHa
TaKoro BUOOPY OUEBH/IHA: KOHTEITHEDP HE 3HAE, SIKUM cepBic a00 J0/IaTOK Oy i€ 3aMmyIlEHO,
TOMY BIH HE 3MOe Mepe0aunTh KUIbKICTh PECYPCIB, K1 Oye BUILIECHO JJIsl BAKOHAHHS
KOHKPETHOIO 3aBAaHHsA. Takuil MeXaHi3M JOCSHKHUM JIMIIE Yy KOMIUIEKCHHX
CEpENIOBUINAX, /€ BUKOPUCTOBYETHCS INTYYHHHA IHTENEKT abo0 MeperoBl METOIOJIOTrii
YIpPaBIIiHHS.

SKI0 KOHTEMHEP CKOMIIPOMETOBAHUM, 3TOBMUCHUK MOXE BUKOPHCTOBYBAaTH BCi
amapaTHi pecypcH, siKi MOKe HaJlaTh MeXaHi3M KOHTEHHepa, SKIIO BTeua 3 KOHTeiHepa
yCHIIIHA, 37T0BMUCHUK MOXE OTPUMATH JIOCTYII 10 OCHOBHUX PECYpPCIB XOCTA, IO MOXKE
IIPU3BECTH [0 JIATepATIbHUX MEPEMIIIEHb 1 KOMIIpoMeTallii Mepexi. ['apHOI0 MPaKTUKOIO
€ BCTAHOBJICHHSI KBOTH PECYpCIB JJii KOHTEHWHEpIB, II00 BCTAHOBUTH OOMEXKEHHS Ha
pecypcu TaMm, JIe BOHHM BIJICYTHI 3a 3aMOBUYYBaHHSM. barato 3 IuX MOXXJIMBOCTEH
0e3rocepeIHbO MOB'A3aHO 3 MOXIMBOCTIMHU siApa Linux.

Pecypc mam'siTi € 0HUM 3 IBOX OOYMCIIOBAJIBLHUX PECYPCIB, SIKI € HAI3BUYAITHO
BOXJIMBUMH, BIJICYTHICTH OOMEXKEHHS MOXE TPU3BECTH JO0 BUHUKHEHHS TaKOTO
BukimoueHHs sk Out Of Memory Exception (OOME), 110 moTeHIIiiiHO MOXKe TTPU3BECTH
0 3YNMUHKKA MamuHU. Docker Mo)ke BCTAHOBIIOBATH OOMEXEHHS TaM'saTi, SKi

JI03BOJISIIOTh  KOHTEHWHEPY CIIOKMBATH JIMILE BUIUICHY HaM'saTh 1 He Ounbme. Taka
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METOJIOJIOTISI TaKOX BiJIoMa fAK >XOpcTke oOMexkeHHs. Kpim Toro, Docker moxke

J03BOJIUTH KOHTEHHEPY CIIOKUBATU CTUIBKH IIAM'SIT1, CKUIbKM HOMY TOTPI1OHO, aJie€ TUIbKU
SKIIO BUKOHYIOTHCS TIEBHI YMOBH, TaKOXX BIJIOMI K M'sike oOMexxeHHs (soft limit).

Pecypc neHTpansHOTO Ipoliecopa € ApyruM BaxIMBUM (HaKTOPOM TIPU PO3TIISII
00UYHCITIOBAJILHUX PECypcCiB. AHAJIOTTYHO, 3a Au3aitHOM Docker, 1ocTyn KOHTEeHHEPIB 10
pecypciB LIEHTPAIIBHOTO MPOoIllecopa XOCT-MAllIMHU € MOTEHIIIHHO HeoOMexxeHuM. IcHye
JIBa CrocoOM HallalTyBaTH OOMEXKEHHsSI PECypCiB LIEHTPaJIbHOrO IIpolecopa s
KOHTEWHEDIB:

— IlnanyBanbHuK CFS

— IInanyBanbHuk peanbHoro yacy (Realtime scheduler)

[InanyBaJIbHUK MOBHICTIO CIIpaBeJIMBOTO po3nouny pecypceiB (CFS) - e dyHkiis
snpa Linux, sika po3nofauisie Ta 00po0Iisie pecypcu mporiecopa JJisi BAKOHAHHS TPOIIECIB.
OcnoBHoto Metoro CFS e makcumizailis 3arajibHOl €(heKTHBHOCTI poOOTH TIpoiiecopa 3
TOYKH 30py o00poOku mpomeciB. Ilapamerpm CFS, Docker Moxke 3MiHIOBaTH
HanamrtyBanHs Cgroups /Il KOHTEHHEPIB 3a JOTIOMOTOI0 HACTYITHUX MPATIOPIIiB:

[IponoHy€eThCs 3aCTOCYBATH ClieHapii 0e3MeKr 10 BUKOPUCTAHHS IJIaHyBaJIbHUKA
CFS [4]. ¥ cuenapii, Koiu X0CT Mae€ Jimiie 1 mporecop, KOHTEHHep MOXe, 3aJI€kKHO BiJl
porpamu, sIKy BiH OOCIyTrOBY€, CIIO)KUBATH Ha0araTo O1IbIIe MPOLECOPHUX ITUKIIIB, HIXK
XOCT, Ha SIKOMY BIH 3HaX0ouThcsA. Lle Moxke nmpu3BecTy 10 HecTabLIbHOT poOOTH XOCTA 1,
BPELITI-PEIIT, JI0 aBapiiHOrO 3aBepUIEHHsS poOOTH abo 10 3JI0BXKMBaHb 3 OOKY
3IOBMHUCHHKA. 3 OTJISiAy HA 1€, KOHTEHHEPY MIOCEKYHIN BUIIISETHCS MakcuMyM S50%
MIPOLIECOPHUX PECYPCIB, 110 30epirae cTabiIbHICT POOOTH XOCTA!

[Tpukmax komauau 11t ooMmexxkeHHs kibkocTi CPU mst Docker koHTelHEpa.

docker run -it --cpu-period=100000 --cpu-quota=50000 debian /bin/bash

1.4 Bpa3znusocti Docker koHTeiinepiB

JlokepH1 KOHTEeHEpH, HaJJal0u1 YHCIIEHHI IEPEeBAru, TaKOK CTBOPIOIOThH YHIKAJIbHI
npobiemu 3 Oesnekoro. Po3ymiHHS 1MX 3arajJbHUX 3arpo3 Oe3meli Mae BaxIJIMBE
3HAYEHHS U1 €(EKTUBHOIO 3aXUCTYy KOHTEHHEpHUX cepenoBuil. [lepen tum sik mu

PO3TIITHEMO BPa3IUBOCTI KOHTEHHEPIB, OyJ1e TOopedHo 3rajaaty, mo y 2020 porri komanaa
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3 kibepOe3nexkn Aqua Security BHSBUJIIA HOBUM METOJl, 3a JOIMOMOIOIO SIKOTO

3JIOBMUCHHUKM CTBOPIOBAJIM IIKAJIMBI 00pa3u Oe3nmocepelHbO0 Ha HENpPaBUIBHO
HajamrToBaHux xocrax [5]. IlpencraBneHi AOCHITHUIBKI TPYNMH BHCTYIAIOTh 3a
"mUHaMIYHE CKaHyBaHHA'", sKe OyJI0 MPOBEAECHO B paMKax IIbOr0 JOCTIHKEHHS, 100
BUSBUTH TPUXOBAHI 3arpo3d, SKI TNPOMYCKAIOThCA TMPU CTATUYHOMY aHali3i
BpasznuBocTell. AHami3 Prevasio, sikuif mpoBoguBcsa Ha 800 MammHax MPOTATOM MICSIIS,
MOKa3aB, 1110 KOHTEHHEPH, 3aIyIeHl 3 0araTbox Mmijao3puinx 300pakeHb, 3aBaHTAXKyBaJIU
1 BUKOHYBaJIM IIKIJIMBE NporpamHe 3a0e3neueHHs Tabin. 1.1. TabmuuHi naHi MOXHa
MPEACTaBUTH Yy BUTJISAI llarpaMH, iK1 peAcTaBieHi Ha puc. 1.2. JIociiIHUKY 3y CTHIIN
antuBipyc Clam mpoTy WIKIITMBOrO MPOrpaMHOro 3a0e3MeyYeHHs, BUSBICHOTO 1] Yac

BUKOHAHHSI, Ta CKaHep BpaziuBocTeil Trivy Big Aqua Security.

Tabmuus 1.1 — Craructuka 3apaxkenb 00pasziB Docker-koHTeiiHepiB

Hasga I3 KinpkicTb 3apaxeHnx KinpkicTh 3aBaHTaKEHb
KOHTEWHEPiB 3apakeHUX KOHTEHHEPiB

Maiinepu 2842 (44%) 129.5M

YTunita ans 3namy 1269 (20%) 70M

T3 mist Windows 413 (6.4%) 575K

Bukpangau 6iTKOTH- 1482 (23%) 95M

raMaHIIiB

[ame III13 426 (6.6%) 9.7M

Tpeba migkpecauTH, 10 camMe 4Yepe3 HEmpaBUJILHO HAJAIITOBAaHI KOHTEHHEpH 1
BUHHKAE 3arpo3a 3J1amMmy, TOMy Tpeba Oiblie NPUIISATA Yacy MpaBUIbHINA KOHIrypartii
KOHTEHHEPHOTO CepeqoBHUINa. AJDKE caMe uepe3 HeMpaBWIbHY KOoHQIirypario y

KOHTEWHEpaxX, MOXKYTh 3 SIBUTHUCS KIIFOYOBI 3arpo3u Oe3meri, xapaktepHi a1 Docker.
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Points scored

IHwe LLUM3
6,6%

Bukpapgau 6iTkoiH-
23,0%

MavHepun
44.2%

N3 gna Windows
6,4%

YTunit gna anamy
19,7%

Pucynok 1.2 — Jliarpama posnoainenss tumis III13 y o6pazax Docker-konTeiinepis

Hanpuxian BTeda 3 KOHTeHepa, sKa 03Havae, 110 3JI0BMUCHUK BUXOJIUTh 33 MEXI
130J141111 KOHTEWHepa 1 OTpUMY€ HECAHKI[IOHOBAaHUM JOCTYII 0 OCHOBHOI XOCT-CUCTEMH.
BukopucranHas mpocTopiB IMEH KOPUCTYBayiB Ta PETYJISIPHE OHOBJICHHS OIepaiiiHol
cuctemu 1 gemMoHy Docker, a TakoX BIPOBPKCHHSI CYBOPUX MPUHIIUIIB HAWMEHIIINX
MPUBLIEIB B KOHTEHHEpax, mo0 MIHIMI3yBaTH BIUIMB YCIIIIHUX BUXO/IIB 3 KOHTEHHEpAa.

Eckanmariss npuBiieiB nepegdayae OTpUMaHHS 3JOBMUCHUKOM ITiJBUILEHUX
J03BOJIIB  BCEpEIMHI  KOHTEHHEpa, M0 TMOTSHIIIHHO MOXE TPHU3BECTH IO
HECaHKII0HOBAHOTO JOCTymy abo MaHimymsauid 3 pecypcamu. {00 3HM3UTH pu3HK
HEOOXIZTHO BUKOPHCTOBYBAaTH NPHUHLMUIK MIHIMAJIbHUX TPUBLICIB, 3allyCKalOuu
KOHTEIHepH B MIPOCTOPIB IMEH KOPUCTYBAUiB, III0 HE MAIOTh IIpaB root. Takok HEOOX1THO
YHUKATH HaJIaHHS 3aiiBUX MPUBLIEIB IpoIiecaM, 110 MpaIioTh Y KOHTelHepax [6].

Baromoto npo6iemMoro cTae BAKOPUCTAHHS HE3aXUILEHUX 200 CKOMIIPOMETOBAHUX
o0Opa3iB KOHTEMHEPIB MOXKE€ IMPU3BECTU A0 IOSBU BPa3IMBOCTEH Yy CEpEeAOBHUIL, IO
MOTEHIIIMHO MOKe TTPU3BECTH JI0 €KCILTyaTallii Ta kommpomeTailii. B skocTi 3aXo/1iB 1110
MO>KHA BXXMTH JIJIS1 3MECHIIICHHS PU3UKY MOJKHA PO3TJISIATH TaKi BapiaHTH, K PETYIISAPHY
mepeBipky 00pa3iB Ha HAABHICTh BPA3JIMBOCTEH 3a JOMOMOTOI IHCTPYMEHTIB

CKaHyBaHHS 0€3MeKH, BUKOPUCTAHHS HaIMHUX 0a30BUX 00pa3iB.


http://code-industry.net/

15
Oco0auB0 yacTo po3poOHuKH I3 HenmpaBUIBHO PO3MOPSAIKAIOTHCA 13 CEKPETaMH,

o0 BUKOpUCTOBYIOThCA Yy Docker konTeiiHepax. 30epiraHHs KOHQIAEHUIAHOT
iHdopmartii, Takoi gk mapoii ado kmoui API, y BUrisal mpocToro TeKCTy B oOpazax
Docker a6o 3MiHHUX cepenoBHUIla KOHTEHHEPA MOKE MTPU3BECTH /10 HECAHKIIIOHOBAHOTO
JOCTYIly J0 KPUTUYHO BAXIMUBUX JaHUX. (s 3MEHIIeHHS MNOMIOHUX 1HIUACHTIB,
HEOOX1THO BUKOPUCTOBYBATH IHCTPYMEHTH OPKECTpyBaHHs a00 Oe3MeyH1 pillleHHs, TaKi
sk Docker Secrets, 11 kepyBaHHS Ta 3aXUCTy KoHb1aeHIHOT iHpopMmartii. HeobximHo
YHUKATU BCTaBIEHHs CceKpeTiB Oe3nocepenibo B Docker-gaiinax ab6o 3MiHHHX
CEpellOBUILA, a TaKOX HI B SIKOMY pa3l He 30epiraTy KOH(IIEHLIWHI JaHl y git
PENO3UTOPISIX.

HenocratHs MepexkeBa Oe3meka TaKOX MOXKE CTaTd BEKTOPOM  aTaku
3MOBMHUCHHKIB. He3axumieni MepexxeBl KOH(Irypamii MOXYTbh TNPHU3BECTH [0
HECaHKI[IOHOBAHOTO JIOCTYMY JI0 KOHTEWHEpiB a00 MiJCITyXOBYBaHHS, OCOOJHBO B
apXiTEeKTypax 3 IeKIbKOMa KOHTeWHepaMu a00 MiKpOcepBiCaMH. 3aXUCTUTHUCS BiJ I[bOTO
JI0TIOMara€e BIIPOBAKEHHSI CETMEHTallli MepeKi, BUKOPUCTAaHHA OpaHaMayepiB s
KOHTPOJTIO TpadiKy MK KOHTEHHEpaMHU Ta 3aXHUIIEHI OBEPJICHHI MEPEX ISl 3B'SI3KY MIXK
KOHTEMHEpaMHU.

BincyTHICTh KOMIUJIEKCHOI peecTpallii Ta MOHITOPUHTY MOXE IEpPEeHIKOIKaATH
BUSIBJICHHIO 1HIIMJIEHTIB O€3MEKH, 10 YCKIaJHIOE 1MeHTU(]IKAIII0 Ta pearyBaHHS Ha
MOTEHI[1MH1 3arpo3u. Tomy Tpeda BHpPOBAJKYBATH HAWKpalll NPAKTUKH BEACHHS
KYpHaJIiB, BHUKOPHUCTOBYBATH LIEHTPAJi30BaHI pIMICHHS /A BEICHHS >KypHANiB 1
HaAJTAIITYBaTH HAJIIWHUI MOHITOPUHT Al KOHTCHHEPHUX CEpPEAOBHUII, 1100 BUSBIATU
nmoii 6e3neKku Ta pearyBaty Ha HUX.

3110BMUCHUKU MOXYTh CKOMIIPOMETYBATH PEECTPU 300pakeHb KOHTEHHEPIB, 110
npu3Bele /10 TOUIMPEHHS IIKIATUBUX 300pakeHb, AKI MOXYTh OyTH MHMOBOJII
3aBaHTaXeH1 KOpUCTyBayaMu. BukopucTaHHS 10BIpEHUX, aBTEHTU(PIKOBAHUX PEECTPIB,
MIANMCAaHHS Ta TiepeBipka oOpasiB, MepeBipka 00pa3iB, OTpUMaHI 3 PEECTPIB, Ha

IUTICHICTh, 3a0€3MeYUTh BaC HATHOBIIITUMH 1 O€3MIeYHUMH 00pa3amMu KOHTEHHEDIB.
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HesumnpasneHne nporpamHe 3a0e3NedeHHs Ta 3aJ€KHOCTI, SIKIIO PEryJsipHO HE

OHOBIIIOBaTH, MOXX€ OYTH BpPA3JIMBUMU 10 BIJOMHUX BPa3IUMBOCTEN y CUCTEMI O€3IMEKH.
PimenHsiMm € peryispHe OHOBJEHHS Ta BHUKOPUCTaHHS 0a30BHUX 00pasiB, a TaKOX
BIIPOBAPKCHHS MPOIIEC MOHITOPUHTY Ta CBOEYACHE 3aCTOCYBAHHS MATUiB OC3MEKH.

YcyHeHHS mHMX 3arpo3 nepeadadae TmoedHaHHsA OesnedHoi  KoHirypartii,
PEryJISIpHOTO MOHITOPUHTY Ta JOTPUMAaHHS HaWKpalmux HOpakTHK Oesneku. Jlyxe
BOXJIMBO OyTH B KypcCl HOBHX 3arpo3 1 BIIPOBA/KYBATH CTPATETIIO TJIMOOKOTO 3aXHCTY,
1100 3MEHIIUTH PU3UKH, TIOB'SI3aH1 3 BUKOPUCTAaHHAM KOHTEHHEpHUX cepeaoBunl Docker.
3axucTt koHTeiHepiB Docker mepenbadae 3acTocyBaHHsS KOMOIHAIT METOAIB, SKI
CTOCYIOThCSI PI3HUX aCIEeKTIB KOHTEHHepu3allli, BKJItouaoun 0e3neky odpasiB, Oe3neKy
]l 4ac BUKOHAHHS, MEPEKEBY Oe3mleKy Ta 3arajibHy iH(pacTpykTypy. [ami Oyxe
HaBEJICHO KOMIUIEKCHHM Hablp HallKpalux MpakTUK Oe3neku it KouteitHepis Docker.

BukopucTtoByiiTe IHCTpyMEHTH CKaHYBaHHs 00pa3iB AJis BUSBJICHHS Ta YCYHEHHS
Bpa3NUBOCTEN B 00pa3ax KOHTEHHEPIB Mepea iX po3ropTaHHSM. 3MEHIIYWTE KUTbKICTh
miapiB B 00paszax, 100 MIHIMI3yBaTH MOBEPXHIO aTaKd 1 MIJBUIIUTH €(PEKTUBHICTH.
CrtBoproiite o00pa3u Juiie 3 HEOOXIIHUMH 3aJIeKHOCTSIMH Ta KOMIIOHEHTaMH,
MIHIMI3YIOYM PHU3UK Bpa3jauBOCTeil Oe3neku. Bupansiite HemoTpiOHI IHCTPYMEHTH Ta
YTWIITH 3 KIHLIEBOrO 00pa3y, 1100 3MEHIIUTHA PU3UK EKCILTyaTallii.

3amyckaiTe KOHTEIHEPH BiJl IMEHI KOPUCTYBayiB, 5Kl HE € KOPUCTYBauaMH root,
00 3MEHIIWTH BIUIMB NOPYIIEHb O€3MEeKH Ta OOMEXKUTH MOTEHINHY ecKalallito
MPUBLIETB.

BukopuctoByiiTe mpocTOpu iMEH KOPUCTYBaUiB I 31CTaBICHHS 11eHTU(IKATOPIB
KOPHUCTYBaYiB KOHTEHHepa 3 iieHTU(]IKaTopaMu HETPUBUICHOBAHMX KOPUCTYBAYiB Ha
XOCTI, 1110 TIJIBUIIIY€E OE3IEKY.

BcTranoBmroiiTe JMIT pecypciB  3a  JOIMOMOIOK cgroups, Io0 3amo0irtu
HaJMIPHOMY CIO>KMBAHHIO KOHTEHHEpaMu Ipoliecopa, Mam'saTi Ta HIIUX PecypciB.

Takox BHUKOPUCTOBYHTE MEPEXKEBI MPOCTOPH IMEH IS 1301111l KOHTEHHEpIB,

3anmo0iraroyu NpsIMOMY 3B'SI3KYy MIXK KOHTEHHEpaMu, SIKIIO 11€ sIBHO HE HAJIAIlITOBAHO.
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BukopucToByiiTe MepeKeBl MOJITUKU JIsI KOHTPOJIKO BXIAHOTO Ta BHUXIIHOIO
TpadiKy MK KOHTEHEpaMy Ta BU3HAYEHHSI PABUJT B3aEMO/III.

[TocTae mWTaHHA, SK KEPyBaTH BEIMKOIO KITBKICTIO KOHTEHHEPIB 3 KYIIOIO
3aJIe)KHOCTEH, aJ)Ke YIPaBIIsATH JAEKUIbKOMa KOHTEHHepaMu He CKJIaIHO, TPOTE, SIKIIO iX
KUIBKICTh TIOCTIHHO 30UIBIIY€ETBCSI, SK 1 OyBae B peaJbHOMY CBITI, TO Tpeda
BIIPOBAKYBAaTH CUCTEMHU OpKecTpailii, Taki sk Kubernetes.

Heo06xigno BBecTu nmousarts Kubernetes. Kubernetes, yacto ckopoueno K8s, — 11e
miaTgpopMa OpKECTPYBaHHS KOHTEWHEPIB 3 BIIKPUTUM BHXIJTHUM KOAOM, IIPU3HAYEHA
JUIsl aBTOMAaTH3allli pO3ropTaHHsA, MacluTa0yBaHHS Ta YIPABIIHHS KOHTEHHEPHUMU
nonatkamu. Kubernetes 3a0e3neuye HailiHy 1 pO3MIMPIOBAHY OCHOBY JIJIsl pO3TOPTaHHS 1
yYIpaBIiHHSA KOHTEHHEPHUMH 10JaTKaMU B MacIlTa0l.

Y Kubernetes moxnuBo 3axuctutu goctyn 10 API 3a momomororo RBAC ta
BIIPOBAJUTH KOHTPOJIb JJOCTYITYy Ha OCHOBI pojiel Nyt oOMexeHHs a103BoiiB. [IpucyTHi
BOy/IOBaHI I1HCTPYMEHTHM Ta 3O0BHINIHI PIMICHHS JIs8 KEepyBaHHA Ta OE3MeYHOTO
po3ropTanHs KoH]iaeHIiitHo1 iHhopMalii, Hanpukiaa, kirodiB APl abo maposmis 1o 6a3
JaHUX.

Konrelinepu MaloTh OyTH MpPaBHIIBHO HAJAIITOBAHI JUIsl CTBOPEHHS KypHAIIB, 1
TAaKOXX Ma€ OyTH 3almpoBaJHKEHO LIEHTpali30BaHE PIMICHHS As 300py ISl BEACHHS
KYpHAJIB Ta PETYJISIPHOTO iX Meperyisiay Ha IpeaIMeT oAl Oe3neKu.

baratopiBHeBuUi miAXil A0 O€3NeKH MOENHYE KUIbKAa 3axXO0lIB O€3MeKu s
CTBOPEHHS OUTHIIT HAAIMHOTO Ta CTINKOTO 3aXHUCTY BiJ MOTEHIIIHHUX 3arpo3.

[HCTpyMeHTH OpKecTpyBaHHSI KOHTeWHepiB, Taki sk Kubernetes, BimirparoThb
KJIFOUOBY POJIb B YMPaBIIiHHI, pO3rOPTaHHI Ta MacIITa0yBaHHI KOHTEHHEPHUX JOJIaTKIB.
Xova 11 IHCTPYMEHTH HAJalOTh 3HAYHI TEpeBarn 3 TOYKH 30pYy aBTOMATH3aIlli Ta
MacmTabOBaHOCTI, BOHM TaKOX CTBOPIOIOTH YHIKadbHI MIPKYBaHHS Ta BHUKJIMKU JJIs
Oesrekn KoHTeiHepiB. Huxue Oyae po3risHyTO, SK 1HCTPYMEHTH OpPKECTPYBaHHS
KOHTEWHEPIB BIUIMBAIOTh HA OE3MEKy KOHTECHHEPIB.

OpxkecTpaTopyd aBTOMAaTH3YIOTh PO3TOPTAHHS 1 MaclITa0yBaHHS KOHTEHHEPIB,

3a0e3Meuyoun y3rojpkeHy 1 mepeadadyBaHy IOBEIIHKY JOAaTKiB. ABTOMAaTH30BaHi
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MPOIECH MOXXYTh 3MEHIIUTA WMOBIPHICTh MOMHIJIOK PYYHOTO HAaJAINTYBaHHS, SKi
MO>KYTb MPU3BECTH /10 BPA3JIUBOCTEHN Y CUCTEMI OE3IEKH.

ABTOMAaTH30BaHUN XapakTep OPKECTPYBAHHS MOXE TaKOXX TMOCUJIUTH BILIUB
HEMpaBUJILHUX KOHQITypalliii, sSIKI0 HUM HE KepyBaTH HaJeKHUM 4YnHOM. Haitkparri
pakTUKU O€3MeKH CJIij] IHTerpyBaTu B poOOUl MpoIlecH aBTOMaTu3allii, oo 3MEHIIUTH
PUBHKHU.

[HCTpyMEHTH OpKecTpyBaHHS HaJaloTh BOYJ0BaHI 3aCO0M BHUSBIICHHS CEPBICIB 1
OaJlaHCyBaHHSI HaBaHTAXEHHS, CHOPOLIYIOYM YTNpaBIiHHA MikpocepBicamu. Lle copusie
M1JIBUIIEHHIO IOCTYITHOCTI Ta BIIMOBOCTIHKOCTI.

JlunaMiyHa IpUpOIa KOHTEMHEPHUX CEPEIOBUI MOKE TPU3BECTH J10 301JIbILICHHS
MOBEPXHI aTaKy Ta MOTEHUIMHUX BPa3IUBOCTEH, KO KOH(DIrypallii BUSIBICHHS CEPBICIB
Ta OaJaHCYBaHHS HaBaHTAXCHHSI HE 3aXUIIEHI HATIECKHUM YHHOM.

OpxkecTpaTopu 4YacTO MPOMOHYIOTH BOYJOBaHI MEXaHI3MH JUIsl KepyBaHHS Ta
PO3IOBCIO/IKEHHS CEKPETiB, TakuX K Kirodi API ta mapoum g0 6a3 ganux. e qomomarae
YHUKHYTH KOPCTKOT0 KOyBaHHs KOH(DiIeHiiHOT iHpopMartii y dainax koH}iryparii.

EdexTuBHE KepyBaHHS CEKpeTaMH BHUMAarae peTelibHOi KoH(iryparlii, 1100
3a0e3neunT Oe3neyHy oOpoOKy Ta mepenayy KoH(pimeHuiHuxX aaHux. Burtik abo
HENpaBWIbHE KEPYBaHHS CEKpPeTaMH MOXKE MPHU3BECTH [0 CEPHO3HUX MOPYIICHb
O€3IeKH.

OpxecTpaTopy 103BOJISIIOTh BU3HAYATH MEPEKEBI MONITHKU Ta CETMEHTALII0, 10
7A€ 3MOTYy TOHKO KOHTPOJIIOBAaTH B3a€EMOJII0 MDK KOHTeiHepamu. Ile momomarae
3armo0irTi HECAHKI[IOHOBAaHOMY JOCTYITy MK KOHTEHHEepaMu.

CxuamiHi MepexeBi KoHGITypalli MOXYyTh CTBOPIOBATH MpoOJeMHU 3 0e3MEKOIo,
HAIPUKJIa, HEPaBIIbHA KOH(DIrypailisi MOKe TPU3BECTH IO HCHABMHUCHOTO BPA3JIMBOTO
JOCTYyMy J10 cepBiciB. HanmexxHa cerMeHTarliss Mepexi Ta 3aCTOCyBaHHS IOJITHK MarOTh
BUpIIIAJIbHE 3HAYCHHS.

OpxkecTparopu TOJIETHIYIOTh 3aCTOCYBaHHS KOHQIrypariii Oe3reku Ha piBHI
BUKOHAHHSI, TaKUX SIK TMOJITUKU OE3MEeKU KOHTEHHEPIB 1 KOHTPOJEPHU AOMYCKY, IO

M1JBUIIY€E 3arajibHUN piBEHb O€3MeKN KOHTEHHEPIB.
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HanamtyBanHs Ta kepyBaHHs 3aco0aMu O€3MEKU HA PIBHI BUKOHAHHS MOXe OyTH

CKJIQJTHUM 3aBJIaHHSIM. 3a0€3eUeHHS HAIC)KHOTO 3aCTOCYBAHHS Ta PETYJISIPHOTO ayIUTy
MOITHK OE3MEeKN Ma€ BAXKIIMBE 3HAYCHHS JIJIs1 OE3MIEYHOT0 CePeIOBUIIIA.

OpxkectpanTh, 30kpemMa Kubernetes, BUKOpUCTOBYIOTh CZroups Jjisi KEpyBaHHS Ta
130J1A1111 pecypciB, 3a0€3MeUy0Un CIpaBeUTUBUMA PO3IOLI PECYPCIB MK KOHTEHHEpaMHU.
Le 3amo0irae 3J710BKMBAHHIO PeCypcamMu Ta MiIBUIILYE 3arajibHy CTa0lIbHICTh CUCTEMHU.

HenpapunbHi koH(iryparii po3mnojauty ado OOMEXKEHHS pecypciB MOXYTh
BIUIMHYTA Ha MPOJYKTUBHICTH JOJATKIB a00 MPHU3BECTH 1O CIIEHApIiB BIJIMOBH B
oOcnyroByBaHHi. HeoOX1JHUIN peryasspHUN MOHITOPUHT Ta KOPUT'YBAHHS HaJalITyBaHb
pecypcis.

[HCTpyMEHTH OpKeCTpyBaHHS CHPOIIYIOTh IPOIEC OHOBIICGHHS Ta BiJKaTy
mporpam, JO03BOJISIIOUM IIBUAKO pearyBaTH Ha Bpas3imBocTi Oesmeku. lle crpusie
MIPOAKTUBHIN MO3HUIIIT O€3MEKH.

ABTOMAaTH30BaHI OHOBJICHHSI MOXYTh CHPHYUHHUTH MPOOJIEMU CYMICHOCTI abo
HEOUIKyBaHy MOBEIiHKY. PerenbHe TecTyBaHHS Ta MepeBipka MarOTh BHUpINIAIbHE
3HAYEHHs 1151 3a0€3MeUeHHs TOr0, III00 OHOBJICHHS HE CTaBUJIM I1]] 3arPO3y CTA0LIBHICTh
ab0 Oe3meKy cepeIoBHUIIIA.

OpkecTpaHTH 4acTO HAJIal0Th LIEHTPAII30BaH1 MOMKJIMBOCTI BEJEHHS KYpHAJIIB Ta
MOHITOPHHTY, arperyyn KypHaJIH Ta METPUKHU 3 YChOTO KOHTEHHEPHOTO CePEIOBHIIA.
[{e mosnernrye BUSIBIICHHSI 1HIIU/ICHTIB O€3IEKHU.

HanamryBanHss eQeKTUBHOTO BEACHHS JKypHAJiB 1 MOHITOPUHTY BHMAarae
PETEeNBbHOTO IUIAaHYBaHHS TOrO, IO CaM€ PEECTPYBATH 1 K IHTEPHpPETyBaTH JaHI.
BaxxnmuBo BHU3HAYMTH TMOPOTH OIOBIIMIEHHS Ta PETYISPHO TMEPErjIsiaTH >KypHAIM Ha
IIpPEeIMET MOJii Oe3MeKH.

OpxkecTpaTopu IHTETPYIOTHCS 3 CHCTEMaMH KEPyBaHHS 1ICHTHYHOCTSIMU Ta
JOCTYTIOM, 110 JJa€ 3MOTY BH3HA4yaTH POJIi Ta JO3BOJIM JJIsi KOPUCTYBadiB 1 ciayx0. Lle
J0TIoMarae 3a0e3MeuynuTy JOTPUMaHHs PUHIMITY HAWMEHIINX TPUBLIEIB.

CknagHICTh KepyBaHHS KOH(QITypallisiMd KOHTPOJIIO JOCTYMYy Ha OCHOBI poJjiei

(RBAC) Moxe mpuszBecTH OO0 HENMpPaBWIBHUX KOHDIryparii, 1Mo HOTEHIINHO MOXe
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MIPU3BECTH 10 BPA3JIMBOCTI KOH(DIIEHUIMHUX pecypciB. PeryispHi ayauT Ta Oriiam €

BOKJIMBUMU JIJIS1 IATPUMAHHS O€3MEYHOI0 KOHTPOJIIO TOCTYY.

OpxecTpyBaHHSI KOHTEWHEpIB CHOpPUSE PO3BUTKY  KOHIEMII  HE3MIHHOI
1HOPaACTPYKTYpH, /1€ KOHTEHHEPU 3aMIHIOIOTHCSA, @ HE OHOBITIOIOThCS. Lle 3MeHIye pu3uk
BPa3JIMBOCTEH 11 YaC BUKOHAHHS, 110 30€pIiraloThCs y CepeIOBHIIII.

BrpoBamkeHHst He3MiHHOT IHPpacTpyKTypu Bumarae Haaiiaux kouseepis CI/CD
Ta KOHTPOJIFO Bepciii. 3a0e3nedyeHHs y3ro/KeHoi 301pKu Ta po3ropTaHHs o0pa3iB Mae
BUpIIIAJIbHE 3HAYSHHS JJIs1 NIATPUMKHU O€3IEKH.

[HCTpyMEHTH OpKecTpyBaHHsS KOHTEWHEPIB CYTTEBO BIUIMBAIOTh Ha Oe3MeKy
KOHTEHHEpPIB, aBTOMATU3YIOUM KJIFOYOB1 aCMEKTH YIPABIIHHS KOHTEHHEepamu. Xoda Il
IHCTPYMEHTH TPOMNOHYIOTh YMCJIEHHI MEpeBarv, OpraHizalisiM Ba)XJIMBO BHUPIIIYBaTH
MOB'sI3aHI 3 HUMHU TpoOJieMH 1 BOPOBAIKYBAaTH Kpalllli MPaKTHUKA O€3MeKd B CBOI
KOHTEWHEpHI poboui mpouecu. PerynspHuii ayauT, MOHITOPHUHT 1 TIPOAKTHUBHE
YOPABIIHHS PU3WKAMU MalOTh BUPIMIAJGHE 3HAYEHHS JUISI MIATPUMKH OE€3MEeYHOTO

CepelIOBUIlla OPKECTPYBAHHS KOHTEHHEPIB.

1.2 Orasia cTopoHHIX 3ac00iB U1l MiIBUIIIEHHsI 0e3MeKH KOHTeliHepa

Jnst mocunenHst Oe3neku KoHTelHepiB Docker mocTymHi 4yucieHHI CTOPOHHI
IHCTpyMeHTH Ta pimeHHs. [[i 1HCTpYMEHTH CTOCYIOThCA PI3HUX aCMEKTIB OE3IMeKu
KOHTEHHEPIB, 30KpeMa CKaHyBaHHSI 300paKeHb, 3aXUCTY I11]1 YaC BUKOHAHHS, YIIPaBIIHHS
Bpa3IMBOCTAMU ToIO. MaiiTe Ha yBa3i, H0 €(EeKTUBHICTh IIUX IHCTPYMEHTIB MOXE
BIAPI3HATHCS B 3aJIEKHOCTI BlJ KOHKPETHUX BHUIAJKIB BUKOPUCTaHHS 1 BHUMOL
opranizamii. Huxue HaBelneHO Ol AESKUX MOIMYJSIPHUX CTOPOHHIX 1HCTPYMEHTIB,
MPU3HAYEHUX JJIs MIJBUILEHHS Oe3neku kKoHTeitnepiB Docker.

Clair - e cxanep Oe3nekn 300pakeHb KOHTEHHEPIB 3 BIIKPUTHUM BUXIJTHAM
Ko7ioM [7]. BiH BUsiBIIsi€ Bpa3IMBOCTI B 00pa3ax KOHTEHHEPIB, IHTETPYETHCS 3 peECTpaMu
KOHTEHHEpIB A1 aBTOMAaTUYHOI'O CKaHyBaHHsS 300paxkeHb. OCHOBHOIO IEPEBArol0 €

3a0e3neYeHHs] BUIAMMOCTI  TMOTEHIIMHUX  Bpas3JIMBOCTEH TEepel  pO3rOopTaHHSIM
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KOHTEWHEpIB Ta MIATPUMKA i1HTerpauiro 3 kKoHBeepamu CI/CD nisi aBTOMAaTH4HOTO

CKaHyBaHHS.

Anchore Engine - 1ie iHCTpyMeHT J1si CKaHyBaHHS 00pa3iB i 3aCTOCYBaHHS MOJIITHK
3 BIIKPUTHM BHUXITHUM KOJO0M. OCHOBHUMHU (DYHKIISIMH € CKaHYBaHHS 300pa)KCHHS
KOHTEHHEPIB Ha HASIBHICTh BPA3JIMBOCTEH 1 3aCTOCOBYE MOJITUKH, 1[0 HAJAIITOBYIOTHCS,
OIATPUMKA aHami3 300pakeHb Ha TPEeIMET BMICTY, METaJaHuX 1 PiBHIB (HaioBoi
CUCTEMH.

[lepeBaramu craHyTh 1HTEerpyBaHHS 3 poOounmu mnpouecamu CI/CD ans
Oe3nepepBHOI MepeBipKU O€3MEKH, MOXKIIUBICTh MEPEBIPATH O€3MeKy Ta BiJMOBIAHICTh
BUMOTaM Ha OCHOBI MOJIITHK.

Aqua Security — 1i¢ KOMIUIEKCHA IIaTdopma Ui 3aXUCTy KOHTEHHEpIB, IO
3a0e3Mneuye 3aXKCT i1 Yac BUKOHAHHS BiJ aTak 1 aHOMaJIbHOI MOBEIIHKH Ta BIPOBAIKYE
MOMITHKU O€3MeKH Ta 3aco0M KOHTPOJIIO TiJ] Yac BUKOHAHH. 3abe3nedye CerMeHTaIlio
Mepexi, OpaHamMayep 1 BUSBICHHS aHOMAJH Ta MIATPUMYE KPUMIHATICTUKY IMiJI 4ac
BUKOHAHHS Ta pearyBaHHs Ha IHIUACHTH.

Sysdig Secure — e miaTdopMma I 3aXHUCTy Ta MOHITOPHUHIY KOHTEHHEpIB, sKa
3abe3neuye O€3IMEKy MiJ Yac BUKOHAHHS 3 BUSBJICHHSM aHOMAJIIi Ta CKaHyBaHHSIM
BpaznuBocTel. Takox 3abe3nedye MOHITOPUHI ULUTICHOCTI (DailyiiB 1 CerMeHTalio
Mepexi. [HTerpyerscss 3 miargopmMamMu OpPKECTPYBaHHS Il O€3MeperiKoHOTO
posropranHsi. Bkitouae nepeBipKy BiAMOBIIHOCTI Ta Ay JUTOPCHKI CJI1IU.

K-Rail — me iHCTpyMeHT 3 BIJKPHUTHM BHUXiJTHUM KOJOM ]IS BIIPOBA[KCHHSI
nonituk Oe3neku y Kubernetes. Jlo3Boisie Bu3HA4aTH Ta 3aCTOCOBYBATH MOJITHUKU
Oe3IeKu, Ta MiATPUMYBATH MEPEBIPKY MOTITHK y peaJbHOMY 4Yacl Ta 3BITYBaHHS.

Twistlock, sxuii 3apa3 € yactuHoro xmapnoi miargopmu Palo Alto Networks
Prisma Cloud, nagae xwmapHy tuiargopmy Oe3mneku. 3alesmedye 3aXHUCT T 4ac
BUKOHAHHS, YIIPABIIIHHS BPa3JIMBOCTIMH Ta MEPEBIPKY BIAMOBIIHOCTI BUMOTaM.

st kepyBaHHA cekperamu MoxkHa BukopucTtatu HashiCorp Vault - pitnenns pis
KepyBaHHs cekperamu. Kepye koHpineniinorw iHpopMmaitiero, Takoro sk kiaroui API ta

napoiii. IHTerpyeTrbcsi 3 KOHTEHHEPHUMH CEpPEAOBHUINAMHU Il OE3MEYHOr0 MOIIYKY
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cekpeTiB. 3a0e3neuye Oe3neune 30epiranHs Ta AMHAMIYHUI MOIIyK cekpeTiB. [liaTpumye

JEeTaTbHUN KOHTPOJIb JOCTYITY Ta BECHHS )KyPHAJIIB ayIUTYy.

Cilium — e mpoeKT 3 BiIKPUTHM BUX1THUM KOJIOM y Cepi MEPEKEBUX TEXHOJIOTIH
Ta 0e3nexu. 3abe3neuye MepekeBy 0e3neKy, OalaHCyBaHHS HAaBAaHTAKEHHS Ta BUIUMICTh
mepexi 3 marpuMkoro APL. 3a0e3nedye noTpuMaHHS AETATbHUX MEPEKEBUX MOJITHUK
uisi oOMiHYy KoHTeWHepamu. [linBuilye piBeHb MepekeBoi Oe3MeKd 3aBIASKA TaKUM
bynkmisim, sk eBPF Tta IPsec. 3abesneuye 3axuct MIKPOCEPBICIB Ha OCHOBI
1IEHTUYHOCTEM.

Snyk - e miiatdopma a1 ckaHyBaHHS O€3MEKH Ta BPa3JIMBOCTEH KOHTEHHEPIB 3
BIIKpUTUM BUXITHUM KoaoM. CkaHye 300pa)k€HHsS KOHTEHHEpIB Ha HasABHICTh
BpasziuBocTed. [IponoHye ckaHyBaHHS 3aJ€XKHOCTEH Jisi KOHTEHMHEPHUX JOJaTKiB.
Hanae nieBi BUCHOBKH Ta peKOMEHAIII] 00 YCYHEHHS BPa3luBOCTEH. [HTerpyerhes 3
kouBeepamu CI/CD 1 peectpamMu KOHTEHHEPIB.

[{i cTopoHHI IHCTPYMEHTH CHPUSIOTh KOMIUIEKCHOMY TMIIXOQy 10 Oe3neku
koHTerHepiB Docker, po3rismaioun pi3Hi aCMEeKTH KUTTEBOTO UKy KoHTeWHepa. [Ipu
BUOOpP1 1HCTPYMEHTIB OpraHi3ailii MOBHHHI BPaxOBYBaTH CBOi KOHKPETHI BUMOTH JIO
0e3IeKH, MOKJIMBOCTI IHTErpallii 3 ICHYIOUMMH pOOOYMMU MPOIECaMH, a TaKOXK PIBEHb
aBTOMAaTH3aIlli Ta HAOYHOCTI, SIKHH BOHH MPOMOHYIOTh. PeryispHe OHOBJICHHS Ta
TECTYBaHHS [IUX IHCTPYMEHTIB Ma€ Ba)KJIMBE 3HAUCHHS /11 TOT0, 0O BUMEPEI’KaTH HOBI
3arpo3d Ta BpA3JIMBOCTI B CEPEJOBUINI KOHTEHHEpPHOI O€3MeKH, W0 IIBUJKO
po3BuBacThcs. Po3poOkm y cdepi Oesmekn koHTeitHepiB Docker mpomoBxkyrOTh
po3BuBatucs. HaiOinpm mMOMyJasipHUMM TOMNIAJaMU  Ha Oe3MeKy CepeloBHIa
KOHTEHHEpiB onrcani HUxK4YE [8].

[Tigxix "3cyB BiiBO" mepeadaydae iHTErpallilo 3axo/1iB Oe3nmeKku Ha OUTBIIN paHHIX
eTarnax >KATTEBOTO IUKIY PO3pOOKH MPOrpaMHOro 3a0e3ledyeHHs, 110 J03BOJIIE
PO3pOOHMKAM BUSBIISITH 1 BUpPINIyBaTH NpoOJieMH Oe3leku Ha eTami KomayBaHHS. Lls
TEHJIEHIIS M1JIKPECIIOE€ BAXKIIMBICTh BKIIOUEHHS MPAKTUK Oe3neku B koHBeep DevOps,

BKJIIOYalO4YH KOHTGfIHCpHi A0OaTKH, 3 CaMOr'o Io4YaTKy.
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3 pOCTOM BUKOPHUCTaHHSI KOHTEHHEPIB y BUPOOHUYHUX CEpeIOBUIIAX 3pOcia yBara

10 Oe3MeKH Iij] yac BUKOHaHH:. Lle BKiItouae MOHITOPUHT Ta 3aXMCT KOHTEHHEPIB 1] 4ac
ix BuKoHaHHsA. [HCTpyMeHTH Ta TIaTGOpPMU, SIKI MPOMOHYIOTH (DYHKITIT OE3MEeKH i Jyac
BUKOHAHHS, TaKl K BUSBJICHHS aHOMAJTI¥, aHaAJI3 MOBEIIHKH Ta KPUMIHAJIICTHKA ITiJT 4yac
BUKOHAHHS, HaOyBalOTh BCE OUIBIIOrO 3HAYEHHS JUIsl BUSBJICHHS Ta pearyBaHHS Ha
3arpo3u B peXKHUMI PEasIbHOTO Yacy.

besneka BchOro JaHIIOKKA T[MOCTAYaHHS KOHTEMHEPIB, BiA PO3POOKH 0
pO3ropTaHHs, cTajla KPpUTUYHO BaXKIMBOIO. [le BKItouae 3a0e3nedyeHHs O0e3neku o0pasiB
KOHTEWHEpIB, 3anexxHoctel 1 koupeepa CI/CD. PimenHs, 1o 3a0e3ne4ytoTh CKaHyBaHHS
300pakeHb, OIIHKY BpazimuBocTedl Ta Oe3meuyHi npaktuku CI/CD, HeoOximH1 ais
3ano0IraHHs BOPOBA/PKEHHIO BPA3JIMBOCTEN HA Oyb-IKOMY €Tarll JJAHL}Ora MOCTa4YaHHS.

Mopnens Ge3nexr 3 HyJIbOBOIO JIOBIPOIO Tepeadadae, Mo KOTHOMY 00'€KTy - SIK
BCEpE/IMHI, TaK 1 11032 MEPEXKEIo - HEe CIIi JOBIPATH 3a 3aMOoBUyBaHHAM. Llew miaxin Bce
YacTillle 3aCTOCOBYETHCS JO KOHTEHHEPHUX CEpeNoBHIL. BrpoBamkeHHS HYJIbOBOI
JIOBIpH Tiependayae MepeBIpKy Ta MiATBEPHKEHHS BCIX KOMYHIKaIlld, aBTeHTH(IKAIIIIO
KOPHUCTYBadiB Ta CIyXO0, a TaKOXX MOCTIMHUN MOHITOPUHI Ha MpPEAMET aHOMaJbHOI
[IOBEIHKH.

KoHuerniiisi He3MIHHOI 1HPPACTPYKTYpU, KOJIU KOHTEHHEPH 3aMIHIOIOTHCS, a HE
OHOBIIIOIOThCA, HaOyBae Bce Outbmoi nonyisapHocTi. Ilpaktuku  GitOps, ki
nepeadayaoTb BUKOPUCTAHHS PEMO3UTOPIIB 3 KOHTPOJIEM BEPCIM MJIs yHpPABIIHHS
1HGPACTPYKTYPOIO, TAKOXK CHPHUIOTH MIABUIICHHIO Oe3neku. [HppacTpykTypa 3MeHIIye
MOBEPXHIO aTaKd, TapaHTYIOUH, 10 KOHTEHHEPU 3aBXKIU PO3TOPTAIOTHCA 3 BIJOMOTO 1
oesreynoro cra"y. GitOps migBumye Oe3meKy, YBIMKHYBIIU —JCKJIapaTUBHI
KOH(DIrypaiiii, 1o 30epiratoTbCsi y KOHTPOJII BEPCIH.

Ockinbku  Oe3cepBepHi  OOUMCIEHHS  HaOyBalOTh  MOMYJSPHOCTI, BOHHU
nepeTuHaThea 3 Oe3nekoro KoHTelHepiB. lle mnepenbadae 3axucT cepenoBuia
BUKOHAHHS JJig Oe3cepBepHUX (PYyHKIIH, SIKI MOXKYTh BUKOHYBATHUCS Y KOHTEHHeEpax.

MipkyBaHHsl Oe3neku njisi Oe3CepBEepHHUX apXITEKTyp, Taki sIK 3aXHCT CEpeAOBHILA
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BUKOHaHHS (DYHKIIi Ta KEpyBaHHS KOHTPOJIEM JOCTYITY, CTAlOTh HEB1J' € MHOIO YaCTUHOIO

3arajJpHUX CTpaTerii 0e3neKr KOHTEUHEPIB.

besneka konteiHepiB Docker mpomoBkye po3BuBaTHCs, MO0 BIAMOBIIATH HA
BUKJIMKH, TIOB'I3aHI 3 BUTOHYCHUMH KiOep3arpo3amMu 1 Bce€ OUIBII HIMPOKUM
BIIPOBA/DKEHHSIM  TEXHOJOTIH  KoHTeWHepu3amii.  Opranizaimii  3aCTOCOBYIOTh
KOMITJIEKCHUM MIIX1J], IHTETPYIOYH 3aX0/Id O€3MEeKH MPOTATOM yChOTO YKUTTEBOTO LIUKITY
KOHTEHEpa 1 BHUKOPHUCTOBYIOUM HOBI TEXHOJIOTI] JJISi MOJIMIICHHS MOKJIMBOCTEH
BUSIBJICHHSI 3arpo3 1 pearyBaHHs Ha HUX. ByibTe B Kypci ocTaHHIX o1l y cdepi 6e3nexu
KOHTEWHEpIB, 11100 3a0e3MeunTd HaAliHy Ta aJanTHUBHY CUCTEMY O€3MEKH JUIsl BallUX

KOHTEHUHEPHUX JT0JaTKIB.

1.3 ITocTaHOBKA 3aBIaHHA

JlocniguBIIM Bpa3IMBOCTI Ta CIIOCOOU 3aXUCTY BIJl HUX OyJI0 BU3HAUEHO IMEPENIK
3aBJlaHb, K1 MOTPIOHO BUKOHATH JJI1 PO3POOKU CUCTEMU aHalli3y CEpeOBUINA, € caMe
KOHTEIHep Oy/ie 3HaXOAUTHUCH:
— 3anpomnoHyBaTH METOJ IS IMABUINIEHHS 0e3neku Docker-koHTelHepiB.
— Po3poOutu miaxia 10 CKaHyBaHHS OnepaiiiHoi cucteMu Becepeauni Docker na
BPA3JIMBOCTI, SIKI CTOCYIOThCSI MOXJIMBOCTEH MOPYILIEHHS BIpTyai3allli.

— Po3pobutu mMonmynb Ui mepeBipkH HajamTyBaHb Docker kKoHTeiHepiB Ta
CHOBIIIICHHSI KOPUCTYBaya PO HEMPABUWIbHY KOHDIrypalliro.

— CKoMITOHYBaTH po3pO0JICH], Ta ICHYIOU1 PIIIIEHHSI B IIUTICHUN TTPOAYKT aHAIII3y

BPa3JIMBOCTI CUCTEMH 1 PEKOMEHAALIIT 1O iX YCYHEHHIO.

Otxe Oyno po3risHyTo, mo Take Docker Ta sik BigOyBaeThbCsl BIpTyasizaris
KOHTEWHEepIB, BOYIOBaHI MEXaHI3MH JUIsl BIPOBAKEHHSI O€3MEKHU Ta pEeKOMEHalli s
ix KoH(irypartii, Taki gk rootless 10CTym, Ta BUKOPUCTAHHS PI3HUX MPOCTOPIB IMEH T

qac 3amycKy KoHTeiHepiB. Posrisinyto crpykrypy Docker cuctemu, Ta sk BiiOyBa€eThCs


http://code-industry.net/

25
3alyCK 1 KOHTpPOJb KOHTeWHepa. [IpoanamizoBaHo icHyroui BpasznuBocTi Docker

KOHTEWHEpIB Ta 3ac001B BipTyani3alii B 3arajlbHOMY.

By1no po3rasiHyTO LIISAXU YCYHEHHS BPa3JIMBOCTEN, TAKUX SIK BT€Ya 3 KOHTEUHEDA.
PosrnsinyTo icHyro4l CHCTEMH CKaHyBaHHS KOHTEHMHEpIB Ha Bpa3JIMBOCTI Ta
IpoaHaII30BaHO iX CHJIBHI Ta ciaOki cTopoHH. SIKi OyBarOTh CTOPOHHI 1HCTPYMEHTH
oesneku st docker-konTeliHepiB, Ha K1 BUAM BOHU MOJUISIOTHCS Ta SKI Kpaie

3aCTOCOBYBATH B TUX YU THIITMX YMOBax.
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2 METOJ HNIJBUIIEHHS BE3INEKU DOCKER KOHTEHHEPIB

2.2Kpwurepii ouinroBanns 3axumenocti Docker koHTeiinepis

JlocuTh BaXKKO BHAUTUTH SIKICh cielM(iuHi KpUTEPil OIIHIOBAHHS 3aXUIICHOCTI B
SKIACh IEBHIA BEJIMYKHI, aJKE€ CKJIQJHO OL[IHUTH HACKUILKH BJAJIO 3aXHILEH] T1 UM 1HIII
KOMITOHEHTH cucTtemd. Ha 1e BImBae JONUIBHICTH OOpaHUX KPHUTEPIiB OIIHIOBAHHS
came Il [IbOoro KOHTeiHepy. HalOibIn BAaiuM KpUTEpieEM MOXKE CIyTyBaTH TMEpeITiK
OJIMHUIIh 3aXHCTY, Kl MOKHA IMIIJIEMEHTYBATH 1 JaJi 3a IUM paxyBaTH CKUIbKU 3 IHX
3aXKCTIB BIPOBAKEHO Ta CKUIbKHU Hi. ToOTO opMyia OIIHKK 3aXUIIIEHOCT] 3BOIUTHCS
710 HACTYMIHO1 (hOPMYJIH.

KBKE
= 3KKE " (2.1)

ne K — xoedirieHT 3aXUIIEHOCT1 CUCTEMU;
KBKD — KiIbKICTh BIPOBaKEHUX KPUTEPIiB O€3MEKH;
3KKB — 3arayibHa KUIbKICTb KPUTEPIiB O€3MeKH.

IcHye po3pobsieHUl CTaHIApT, SIKUM OMUCYE 3aXOAu OE3MEKH, M0 MalTh OyTH
IMIJIEMEHTOBAHI B cepeOBHUILI BipTyamnizauii. OquH 3 HaiiBioMimux cranaaptis € CIS
Benchmark [9]. IcHyt0Tb pi3H1 BapiaHTH LbOTO (aility miJ pi3Hi onepauniiiHi cucremu. B
naHii po6oti pokyc came Ha Bepcii CIS Benchmark for Ubuntu Linux 22.04 v1.0.0 Big
30.08.2022. Ha3Bu kputepiiB Oe3meku, M0 PO3MOIIICHI MO CEKIIIM MPEICTaBICH] y
Tabm. 2.1.

Tabmuusg 2.1 — Cekuii Ta kputepii 6e3nexu CIS Benchmark for Ubuntu 22.04

Ha3zga ceximii Kputepii 6e3nexu
: : Ensure mounting of filesystems is disabled
I(O}Hblr}q)alﬂﬂﬁ Ensure /tmp is a separate partition
(baﬁJHDBOT Ensure nodev, noexec, nosuid option set on /tmp partition
Configure /var
CUcCremMu Ensure separate partition exists for /var

Ensure nodev, nosuid option set on /var partition

Protection of log data

Ensure nodev, noexec, nosuid option set on /var/log partition
Protection of user data

Ensure nodev, nosuid option set on /home partition

Configure /dev/shm

Ensure nodev, noexec, nosuid option set on /dev/shm partition
Ensure authentication required for single user mode
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Konpiryparis
0€E3MEKOBUX
CEPBICIB

Configure AppArmor

Ensure
Ensure

Services

AppArmor is enabled in the bootloader configuration .
all AppArmor Profiles are in enforce or complain mode

Configure Time Synchronization
Special Purpose Services

Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure

X Window System is not installed

Avahi Server is not installed

CUPS is not installed

DHCP Server is not installed

LDAP server is not installed

NFS is not installed

DNS Server is not installed

FTP Server is not installed

HTTP server is not installed

IMAP and POP3 server are not installed

Samba is not installed

HTTP Proxy Server is not installed

SNMP Server is not installed

NIS Server is not installed

mail transfer agent is configured for local-only mode
rsync service is either not installed or masked

Service Clients

Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure

NIS Client is not installed

rsh client is not installed

talk client is not installed

telnet client is not installed

LDAP client is not installed

RPC is not installed

nonessential services are removed or masked (Manual)

Kondiryparis
MEPEKEBUX
HaJTAITyBaHb

Network

Configuration

Disable unused network protocols and devices

Ensure system is checked to determine if IPv6 is enabled (Manual)

Ensure

wireless interfaces are disabled

Network Parameters (Host Only)

Ensure
Ensure

packet redirect sending is disabled
IP forwarding is disabled

Network Parameters (Host and Router).

Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure
Ensure

source routed packets are not accepted

ICMP redirects are not accepted

secure ICMP redirects are not accepted
suspicious packets are logged

broadcast ICMP requests are ignored

bogus ICMP responses are ignored

Reverse Path Filtering is enabled

TCP SYN Cookies is enabled

IPv6 router advertisements are not accepted

Kounpiryparis
Opanamayepy

Firewall Configuration
Configure UncomplicatedFirewall
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[IponoBxenus tadmn. 2.1

Kondirypartis
JIOTYBaHHSI
ayJIuTy

Ta

Logging and Auditing

Configure System Accounting (auditd)
Normalization
Capacity planning

Ensure auditing is enabled

Configure Data Retention

Configure auditd rules

Ensure actions as another user are always logged

Ensure events that modify the sudo log file are collected
Ensure events that modify the system's network environment are
collected

Ensure use of privileged commands are collected

Ensure unsuccessful file access attempts are collected

Ensure events that modify user/group information are collected
Ensure discretionary access control permission modification
events are collected

Ensure successful file system mounts are collected

Ensure session initiation information is collected

Ensure login and logout events are collected

Ensure file deletion events by users are collected

Ensure events that modify the system's Mandatory Access Controls
are collected

Ensure successful and unsuccessful attempts to use the chcon
command are recorded

Ensure successful and unsuccessful attempts to use the setfacl
command are recorded

Ensure successful and unsuccessful attempts to use the chacl
command are recorded

Ensure successful and unsuccessful attempts to use the usermod
command are recorded

Ensure kernel module loading wunloading and modification 1is
collected

Ensure the audit configuration is immutable

Ensure the running and on disk configuration is the same (Manual)
Configure auditd file access

Configure Logging

Security principals for logging

Configure journald

Access, Authentication and Authorization

Configure time-based job schedulers

Ensure cron daemon is enabled and running

Ensure permissions on /etc/crontab are configured
Ensure permissions on /etc/cron.hourly are configured
Ensure permissions on /etc/cron.daily are configured
Ensure permissions on /etc/cron.weekly are configured
Ensure permissions on /etc/cron.monthly are configured
Ensure permissions on /etc/cron.d are configured
Ensure cron is restricted to authorized users

Ensure at is restricted to authorized users
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[TponoBxenHs Tabm. 2.1

Koupiryparis
T ABUIIEHHSA
IpUBLIEIB

Configure privilege escalation
Ensure sudo is installed
Ensure sudo commands use pty
Ensure sudo log file exists
Ensure users must provide password for privilege escalation
Ensure re-authentication for privilege escalation is not disabled
globally
Ensure sudo authentication timeout is configured correctly .
Ensure access to the su command is restricted

Kondirypamis PAM
MOJyJiB

Configure PAM
User Accounts and Environment
Ensure system accounts are secured
Ensure default group for the root account is GID ©
Ensure default user umask is ©27 or more restrictive
Ensure default user shell timeout is 900 seconds or less

Koupiryparis
HMIITPUMKH CUCTEMH

System Maintenance

Koupiryparis
703BOMIB  (haiIoBOi
CUCTEMU

System File Permissions

Ensure permissions on /etc/passwd are configured
Ensure permissions on /etc/group are configured
Ensure permissions on /etc/shadow are configured
Ensure permissions on /etc/gshadow are configured
Ensure no world writable files exist

Ensure no unowned files or directories exist

Ensure no ungrouped files or directories exist

Audit SUID executables (Manual)

Audit SGID executables (Manual)

Local User and Group Settings

Ensure accounts in /etc/passwd use shadowed passwords
Ensure /etc/shadow password fields are not empty
Ensure all groups in /etc/passwd exist in /etc/group
Ensure shadow group is empty

Ensure no duplicate UIDs exist

Ensure no duplicate GIDs exist

Ensure no duplicate user names exist

Ensure no duplicate group names exist

Ensure root PATH Integrity

Ensure root is the only UID © account

Ensure local interactive user home directories exist
Ensure local interactive users own their home directories
Ensure local interactive user home directories are mode 750 or
more restrictive

VYei i kputepii 6e3nekn HeoOX1AHO BIpoBaaKyBaTu y Docker-koHTelinepax, aie

3a3BMYail aIMIHICTPAaTOpU CHCTEM CIOJIBAIOThCS Ha 130JbOBAHICTh CEPEIOBHUIIA

KOHTEWHEepu3allii, 1 TOMy HEXTYIOTh HaJallITyBaHHSIMH BCEPEIMHI KOHTEWHepy. Alle 1e
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He Tak. lIkinmuBe mporpaMHe 3a0e3MeyYeHHsI MOXKE MOTPAMUTH B KOHTEWHEP 30BCIM

HEOUYIKYBaHO, 1 10 IbOTO Tpeba OyTH TOTOBUM.

2.3 IlpakTH4He A0CTiIZKEHHSI METOy CKAHYBAHHS i BUIIPABJIeHHA

KoHGIirypauniit

Trivy — 11e ckaHep Bpa3IMBOCTEH 3 BIIKPUTHUM BUX1THUM KOJIOM, PO3POOICHHIA 15t
KoHTeiiHepHuX cepenopui [10]. Mloro ocHOBHe NMpU3HAYEHHS — BHABISATH MPOOIeMH
Oesnexkn B 0Opazax KOHTeHHepiB 1 (aitnmoBux cuctemax. lleil 1HCTpyMEHT 3a3BUYaid
BUKOPHUCTOBYEThCS B KOHBeepax DevOps 1 miaropmax opKecTpyBaHHS KOHTEHHEPIB,
Takux sk Kubernetes.

Trivy IpornoHnye KiibKka KI0UYOBUX (PYHKIIIH, BKIFOYAI0YH MOXJIUBICTh CKAHYBAaTH
o0pa3u KOHTEMHEPIB HA HASIBHICTh BPA3JIMBOCTEN B MPOrpaMHUX MakeTax 1 010I10TeKax.
Bin Takox aHamnizye (ailyioBy cucteMy KOHTEHHEPIB JUIsl BUSIBIEHHS Mpo0JeM Oe3neKw,
JOCIIKYIOUH SIK BCTAHOBJIEHE IPOrpaMHe 3a0€3MeUeHHs, TaK 1 KOH(piryparii.

[HCTpYyMEHT 1HTETpyeThcs 3 0Oa3zamMu JaHWX O€3MEKH, BUKOPUCTOBYIOUH
iHdopmariito 3 Takux Kepen, sk National Vulnerability Database (NVD), s
BUSIBJICHHS BIIOMHUX Bpa3JMBOCTEH, MOB'SI3aHUX 3 BEPCISIMH BUKOPHCTOBYBAaHUX
IPOTrPpaMHHUX KOMITOHEHTIB.

Trivy BiioMHi1 CBOIMU MOXJTMBOCTSIMU aBTOMATHU3AIlil Ta IHTErparlii, o J03BOJISIE
nerko iHTerpyBatu ioro B KoHBeepu CI/CD Ta poboui mpoliecu OpKecTpyBaHHS
KoHTelHepiB. Lle rapanrtye, mo oOpa3u KOHTEWHEpIB aBTOMATHUYHO CKaHYIOTHCS Ha
HAsIBHICTH BPA3JIMBOCTEH B paMKaX MPOIECIB PO3POOKH Ta pO3TOpTaHHS.

Buakuii 1 nerkuid, Trivy goOpe MiaXoauTh s IIBUIKOIO pearyBaHHS Ha
npoOnemu Oe3nexku. BiH miaTpuMye AekiIbKa MEHEIKEpIB MakeTiB, BKiIodaroun APT,
Yum, Apk Tta iHmi, mo poOuUTh WOTO YyHIBEpCATHBHUM 1 CYMICHHM 3 pPI3HUMH
auctpuOyTuBaMu Linux 1 cucTeMaMu yrpaBIliHHS TAaKETaMH.

3aranom, Trivy crpusi€ MiJBUILEHHIO PiBHS 0€3MEKHU KOHTEHHEPHUX CEpEeIOBUILI,

MOJICTIIYIOUM pPAHHE BUSBICHHA Ta YCYHEHHS Bpa3jIMBOCTEH y KUTTEBOMY ITHKJI
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PO3po0OKHU MporpaMHOro 3ade3nedeHHs. oro BUKOpUCTaHHs cipusie O1IbI 0e3MeYHOMY

Ta HaJIHHOMY PO3TOPTAaHHIO KOHTEUHEPHUX MPOTPaM.

Opnak BuUKopucTaHHs Trivy He TrapaHTye TOTrO, IO Ball KOHTEWHep Oyne
JIOCTaTHhO 3aXHUINEHUM, aJHKe BIH BCHOTO JIMII TOBIJIOMJISIE TIPO HASBHICTH MEBHUX
Bpa3NuMBOCTEN Ta He Bumpamise iX. Llg 3amava [nicraeTbcs aaMiHICTpaTOpam
KOHTEHHEPU30BaHOI'O CEPEIOBHUILA.

JlaBaiiTe mepeBipuMoO, sKi BpasnuBocTi Trivy 3Moxe BiamrykaTd B oOpasi
koHTelHepy Ubuntu 20.04.

JI71s1 1iboro HaMm HeoOX1aHO BcTaHOBUTH Trivy. J{iig kopuctyBadiB Mac Bce JOCUTh
IPOCTO, BCHOT'O Ha BCHOTO Tpeda 3amyCTUTH KOMaH Ty

-> brew install trivy

Warning: trivy 0.48.0 is already installed and up-to-date.

BukopucranHs AaHOro ckaHepy Bpa3jauBOCTel gocuth mpocte. HeobxigHo
BKa3aTH AKUM 00pa3 CKaHyBaTH, a PEIITY BIH 3pOOHUTH CaM.

(base) = diploma trivy image ubuntu:20.04

2023-12-09T710:24:03.901+0200 INFO Vulnerability scanning is enabled
2023-12-09T710:24:03.901+0200 INFO Secret scanning is enabled
2023-12-09T10:24:03.901+0200 INFO If your scanning is slow, please try '--

scanners vuln' to disable secret scanning

2023-12-09T10:24:03.933+0200 INFO Detected 0OS: ubuntu
2023-12-09T10:24:03.933+0200 INFO Detecting Ubuntu vulnerabilities...
2023-12-09T10:24:03.942+0200 INFO Number of language-specific files: O

ubuntu:20.04 (ubuntu 20.04)
Total: 17 (UNKNOWN: O, LOW: 15, MEDIUM: 2, HIGH: 0, CRITICAL: 0)

3 JICTUHTY BHWINE BUTHO CKOPOYECHO BEPCII0 BUBOAY JAHOI YTHIIITH, KA MICTHTh
cuctemHy iHdopmarniro. Hmwkdue Ha puc. 2.1. meranbHO OmMcaHo, K1 Oyiau 3HaWACHI
BPa3NUBOCTI, iX Ba)JIMBICTh, AKWM ¢aiinm abo 010mioTeka € Bpa3IMBOIO, a TaKOXK
nocunanus Ha CVE cailt, g1 Ok JeTalbHOTO O3HAWOMJIGHHS 3 BHOPaHOIO
BPa3JIUBICTIO.

Hanpuxnag yrumita tar: (CVE-2023-39804): Ypa3nuBicTh MEPENOBHEHHS CTEKY

cepeanboi BaxkkocTi B GNU Tar no Bepcii 1.34 BxitodHoO.
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Library

coreutils

gpgv

libc-bin

libcé

liblzmas

libpcre3

libsystemde

libudevl

login

passwd

tar

Vulnerability

CVE-2016-2781

CVE-2022-3219

CVE-2016-20013

CVE-2023-4806

CVE-2023-4813

CVE-2016-20013

CVE-2023-4806

CVE-2023-4813

CVE-2020-22916

CVE-2017-11164

CVE-2023-26604

CVE-2013-4235

CVE-2023-29383

CVE-2013-4235

CVE-2023-29383

CVE-2023-39804

Severity

LOW

MEDIUM

LOW

MEDIUM

Status Installed Version

affected = 8.30-3ubuntu2

2.2.19-3ubuntu2.2

2.31-0ubuntu9.12

fixed

affected

fixed

affected = 5.2.4-lubuntul.l

2:8.39-12ubuntu@.1

245.4-4ubuntu3.22

1:4.8.1-1ubuntu5.20.84.4

1.30+dfsg-7ubuntu@.20.04.3

Fixed Version

2.31-@ubuntu9. 14

2.31-@ubuntu9. 14

32

Title

coreutils: Non-privileged session can escape to the parent
session in chroot
https://avd.aquasec.com/nvd/cve-2016-2781

denial of service issue (resource consumption) using
compressed packets
https://avd.aquasec.com/nvd/cve-2022-3219

sha256crypt and sha512crypt through 8.6 allow attackers to
cause a denial of...
https://avd.aquasec. com/nvd/cve-2016-20013

glibc: potential use-after-free in getaddrinfo()
https://avd.aquasec. com/nvd/cve-2023-4806

glibc: potential use-after-free in gaih_inet()
https://avd.aquasec.com/nvd/cve-2023-4813

sha256crypt and sha512crypt through 0.6 allow attackers to
cause a denial of...
https://avd.aquasec.com/nvd/cve-2016-20013

glibc: potential use-after-free in getaddrinfo()
https://avd.aquasec. com/nvd/cve-2023-4806

glibc: potential use-after-free in gaih_inet()
https://avd.aquasec. com/nvd/cve-2023-4813

Denial of service via decompression of crafted file
https://avd.aquasec.com/nvd/cve-2020-22916

OP_KETRMAX feature in the match function in pcre_exec.c
https://avd.aquasec.com/nvd/cve-2017-11164

systemd: privilege escalation via the less pager
https://avd.aquasec.com/nvd/cve-2023-26604

shadow-utils: TOCTOU race conditions by copying and removing
directory trees
https://avd.aquasec.com/nvd/cve-2013-4235

Improper input validation in shadow-utils package utility
chfn
https://avd.aquasec.com/nvd/cve-2023-29383

shadow-utils: TOCTOU race conditions by copying and removing
directory trees
https://avd.aquasec.com/nvd/cve-2013-4235

Improper input validation in shadow-utils package utility
chfn
https://avd.aquasec.com/nvd/cve-20823-29383

[A stack overflow vulnerability exists in GNU Tar up to
including v1.34....
https://avd.aquasec.com/nvd/cve-2023-39804

Pucynok 2.1 — Pe3synbTaT ckanyBanHsi oopaza Ubuntu yrumitoro Trivy

Bkpail BaXJIMBO YCYHYTH 110 Bpa3JlUBICTh LUISIXOM OHOBJEHHS [0 IXHIX

BUIIPABIIEHUX BePCiil a00 3acTOCYBaHHSAM BIJIMOBIIHUX MaTyiB. PerynspHuil MOHITOPUHT

Ta OHOBJICHHA IMPOIpaMHUX KOMITOHEHTIB € BaKJIMBUMHU IIpaKTUKaMHu I HiI[TpI/IMKI/I

Oesmeunoi cucrtemu. llg 3amaya mMoke OyTm BHKOHaHA 3a Jomomoror Ansible Ta

BUKOPHUCTAHHSIM METONY, 110 Oyie onucanuit mizuime [11].

2.4 Po3poOka MeToay niaBuineHHs 3axuieHocTi Docker-koHTeiiHepiB

I'pynoro  kopucryBadiB  OyIo

cTtBopeHo ansible-playbook, 1m0 mo3Boise

aHaI3yBaTH 1 BUIIPABJIATH MIEpEiueHi B TOMEPETHbOMY TIIPO3UTI KpUTepli Oe3meKu s

BIJTAJIEHUX MAIIIHH.
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Heo0xi1HO pO3rasiHyTH SIK JJaHE PILICHHS MpAaLIoE, Ta sIKI KpUTEpli MEPEBIPKU B

HbOMY MPHUCYTHI, JAJI1 UbOr0 HaM HEOOXIOHO ckayaTh 3 github.com peno3utopiii mifg
Ha3poro alivx/CIS-Ubuntu-20.04-Ansible Ta neperyissayTH #oro Bmict [12]. Beepenuni

MU MOKEMO Oa4UTH HACTYITHY CTPYKTYPY JUPEKTOPIi, IK Ha puc. 2.2.

v CIS-Ubuntu-20.04-Ansible
.github
defaults
examples

files

>
>
>
>
> handlers
> meta
> tasks
> tests
> vars
I' _config.yml
¢ .gitignore
I' travis.yml
¥ CODE_OF_CONDUCT.md
f. CONTRIBUTING.md
<> index.html
LICENSE

® README.md

Pucynok 2.2 — Ctpykrypa pernosutopiro alivx/CIS-Ubuntu-20.04-Ansible

['onoBHa yacTMHA omucaHa y naupekTopii tasks, 1m0 omucye yci npeacraBiieHi
nepeBipku 3 ¢aitny CIS Ubuntu 20.04 Benchmark. Ik moxHna Gauntu 3 puc 2.3 njs
KOYKHOT CeKIIii € CB1i HaO1p MpaBuJI, ONMCAHUI Bl TOYATKY 10 KiHIA. MOXKHA IEpEeBIPSATH
AK 1 KOXHY CEKLII0 OKpEeMO, TaKk 1 BCl pa3oM. SKIIO HEOOXITHO BKJIIOYUTH abo
BIJIKJIFOUHUTH JESKI MEPEBIPKH, iX MOKHA 3HANTH caMme B IUX (haiiax, Ta BUAAIUTU abo

3aKOMEHTYBATH, ITICJISI YOTO BUKOPUCTOBYBATH B)KE BUIIPABJICHHUI BapiaHT.
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v tasks
I' mainyml
!I' section_1_Initial_Setup.yaml
!I' section_2_Services.yam|
!I' section_3_Network_Configuration.yaml
! section_4_Logging_and_Auditing.yam|
!I' section_5_Access_Authentication_and_Authorization.yaml
!I' section_6_System_Maintenance.yam|

Pucynok 2.3 — Ctpykrypa aupexropii CIS-Ubuntu-20.04-Ansible/tasks

PosrnsiHemo, mo 3Haxoauthes y (daitri sectiond_Logging_and_Auditing.yaml.
Hwxue HaBepena wactuHa nboro (aitny. [loBHuit (aitn MoxXHA TEperiasHyTH y

nonatky [

# 4.1.2.1 Ensure audit log storage size is configured
- name: 4.1.2.1 Ensure audit log storage size is configured

lineinfile:

dest: /etc/audit/auditd.conf

regexp: ""max log file( [=)"

line: "max log file = {{ max log file }}"
tags:

- sectiond

- level 2 server

- level 2 workstation

- 4.1.2.1
# 4.1.2.2 Ensure audit logs are not automatically deleted
- name: 4.1.2.2 Ensure audit logs are not automatically deleted
lineinfile:

dest: /etc/audit/auditd.conf

regexp: ""max log file action"

line: "max log file action = {{ max log file action }}"
tags:

- sectioni4

- level 2 server
- level 2 workstation
- 4.1.2.2

3 vactunu 1iei YAML koH@irypauii MU MOK€MO NTOOAYUTH JB1 MEPEBIPKHU, 11O
3M1MCHIOIOTHCS Mij] 4Yac CKaHYBaHHS:
— TepeBipKa YM 3KOH(]IrypoBaHO po3Mip (aililiB AJisl JOTYBaHHS;
— YU BUJAJIAIOTHCS aBTOMATHYHO JIOT (haiiiIy.
[Ipuknagu poOOTH 1ILOTO pilieHHS OynyTh HaBeneHi naii. s mepeBipku OyIiio
CTBOpeHO BipTyanbHy MamuHy y xmapi AWS Ubuntu 20.04. Och sk 11¢ BUTIISIIAE Y

Amazon Web Console puc. 2.4.
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Instances (1/1) info (& Instance state ¥ Actions ¥ Launch instances ¥

Q, Find Instance by attribute or tag (case-sensitive)

Instance ID = i-03b87/85352bf0411 | X | Clear filters | - ®
Name # v | Instance ID Instancestate ¥ | Instancetype ¥ | Statuscheck Alarm status Availability Zone ¥ | Public IPv4 DNS v | PubliciPva.. ¥
ansible-node i-03b87f85352bf0411 O stopped @ & t2.micro - @ 1/1h.. +  eu-west-2b - -

Instance: i-03b87f85352bf0411 (ansible-node) ® X
Details Security Networking Storage Status checks Monitoring Tags

¥ Instance summary Info

Instance ID Public IPv4 address Private IPv4 addresses

i-03b87f85352bf0411 (ansible-node) - 172.31.40.160

IPv6 address Instance state Public IPv4 DNS

- © Stopped -

Hostname type Private IP DNS name (IPv4 only)

IP name: ip-172-31-40-160.eu-west-2.compute.internal ip-172-31-40-160.eu-west-2.compute.internal

Answer private resource DNS name Instance type Elastic IP addresses

IPv4 (A) t2.micro -

Auto-assigned IP address VPC ID AWS Compute Optimizer finding

- vpc-0f898eadbc36f9aff [4 @ Opt-in to AWS Compute Optimizer for recommendations. |

Learn more [4

IAM Role Subnet ID Auto Scaling Group name
- subnet-0f98113ab4d6258ca [4 -

Pucynok 2.4 — Amazon Web Console 3 TeCTOBOIO BipTyaJbHOIO MaITUHOIO

3koH(pirypoBano SSH kitoul NEBHUM YHUHOM, 1100 OyB 0€3MaposIbHUI 1OCTYH A0
BIpTyaJIbHOI MalIMHU. Bka3zaHl MpaBuiIbHI HAJAIITYBaHHS [JI1 BUKOPHCTAaHHS ansible-
playbook, a came iM’s BigaaneHoro kopucryBaua ta IP agpeca BIpTyaabHOI MAallMHU.
Koudiryparist cknagaerses 3 1Box (aitmis: host Ta run.yaml 306paxenux Ha puc. 2.5 Ta

puc. 2.6.

1 [host1]
2 54.224.177.250
Pucynox 2.5 — ®aiin host
®aiin host B co61 MICTUTH MepetiK BCIX XOCTIB, 10 OyAyTh MPOCKaHOBaHi. Takox
B IIbOMY (haiiiri MOKHA OKPEMO BKa3aTH KOPHUCTyBaua BiJl IMEHI SKOTO Oy/ie BITOyBaTHCS
aBTeHTH(IKAIlIS Ha BiaaeHId MaIlIUHI.
[Ticnsa Toro, sk Bci (ailyiv KJIaJIeH1 B OJJHE MICIIe, a PEMNO3UTOPIN 3 HEOOX1THUMU

KoHpirypanisiMu ckiioHoBanuit 3 GitHub, MokHa po3nmounHaTH TECTyBaHHS.
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- hosts: hostl
# connection: local
become: yes
remote_user: ubuntu
gather_facts: no
roles:
- { role: "CIS-Ubuntu-20.04-Ansible" }

Pucynok 2.6 — ®aiin run.yaml

Burnsg pobodoi qupekTopii mepel BUKOHAHHSM KOMaHIM JJisi CKaHyBaHHS Ta

BHIIPABJICHHS ITOMUJIOK (puc. 2.7).

v UNI

> CIS-Ubuntu-20.04-Ansible
host

I runyaml

Pucynox 2.7— CtpykTypa AUpEKTOpIi epe 3amyCcKoM KOMaH !

Komanma, ska 3amyckae ansible-playbook Ta posmounHae ckanyBaHHS 3
BUMPABJICHHSAM KOH(Iryparmii BIIJaJ€HOTO0 XOCTa, BIAMOBIZHO JO OIHMCAaHUX
KoHpirypariiiaux ¢ainie y mupekropii CIS-Ubuntu-20.04-Ansible mnpenacraBieHa

HUKYC.

ansible-playbook -i host run.yaml -v -t section3

B KOHKpETHO 1IbOMY MPHUKJIAAl MU CKAHYEMO TUIBKU T€, IO CTOCYETHCS TPETHOI

cekiii nokymenty CIS Benchmark. [ToBuuit BuBia npejacrasieHo B 1onatky B.

(base) = Uni ansible-playbook -i host run.yaml -v -t section3

No config file found; using defaults

TASK [CIS-Ubuntu-20.04-Ansible : 3.1.1 Disable IPv6] *¥¥¥¥¥¥¥kkskkskskaskssoksodokdokdofdodokdokdokxdx*
ok: [54.224.177.250] => {"ansible facts": {"discovered_interpreter_python":
"/usr/bin/python3"}, "changed": false, "msg": "", "rc": 0}

TASK [CIS-Ubuntu-20.04-Ansible : verify no wireless interfaces are active on the system]
*k 3k

changed: [54.224.177.250] => {"changed": true, "rc": @, "stderr": "Shared connection to
54.224.177.250 closed.\r\n", "stderr_lines": ["Shared connection to 54.224.177.250
closed."], "stdout": "Wireless is not enabled\r\n", "stdout_lines": ["Wireless is not
enabled"]}
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TASK [CIS-Ubuntu-20.04-Ansible : 3.1.2 Ensure wireless interfaces are disabled]

3k sk 5k 3k 3k >k >k ok sk ki k

skipping: [54.224.177.250] => {"changed": false, "false_condition":
"wifiStatus.stdout_lines == \"Wireless is not enabled\"", "skip_reason": "Conditional
result was False"}

%k 3k ok >k >k 5k >k %k ok >k %k >k >k %k ok k >k ok

SKIPPING OUTPUT
ok ok oK oK ok ok ok ok ok K oK Kok ok ok ok

PLAY RECAP k3 kK sk ok sk ok sk ok s ok sk ok ok sk ok sk sk ok sk skok sk ok sk sk ok skok ko sk sk ok skook sk sk skok sk kok ok skok skok kookokoskok ok ok

54.224.177.250: ok=49 changed=44 unreachable=0 failed=0 skipped=3 rescued=0
ignored=0

37

3 NpuKIagy BUAHO, SIK MOYAJIOCh CKAaHYBAaHHS CHUCTEMHU BIJ IMEHI KOpPHCTyBauda

ubuntu Ha BigmameHomy xocti 3 IP ampecoro 54.224.177.250. Byno BUKOHaHO Tpu

3aBAaHHs: BiakmodeHHs [Pv6, mepeBipka O€3ApOTOBUX MIAKIIOYEHh Ta HASBHICTh

6e3aporoBoro iHnTepdericy. Bennka yactuHy BUBOAY mporpamu Oylia MpomyIiieHa yepe3

BCIINKY KIJIBKICTh JaHUX, IIPOTC CUCTCMaA BiI[I'[paIII-OBaJIa rapHO.

Bcworo Oyno BukoHaHo 49+44+3 mepeBipku. Ajie mepesl TUM SK MPOIOBKUTU

HEO0OX1THO BU3HAUUTH, 10 3HAUYUTH KOKEH 31 CTaTyCIB MEPEBIPKHU.

— Ok — KinbkicTh 3aBHaHb, siKi OyJH yCIINIHO BUKOHAHI 0€3 mpooiieMm.

— Changed — KinbkicTh 3aBaaHb, SIKI CIPUYMHUIN 3MiHM B cuctemi. Lle moxke

O3HAYaTH, 10 IMOCh OYJI0 3MiHEHO 200 OHOBJICHO.

— Unreachable — KinskicTs x0cTiB, 3 sskumu Ansible He 3Mmir 3B's13atucs. Lle Moxke

OyTH TIOB'A3aHO 3 MEPEKEBUMH MPOOJIEMaMH, HENPABUIBHUMU OOJIIKOBUMH

JaHUMH a00 HECTIPABHICTIO XOCTA.

— Failed — KingpkicTh 3aBIaHb, SKi 3ITKHYJIHCS 3 IOMUJIKaMH a00 HE 3MOIJIH

BHUKOHATHC HAJIC)KKHUM YHNHOM.

— Skipped — KinbkicTh 3aB1aHb, SKi OyJ10 MPOIYIIEHO I Yac BUKOHaHHs. Lle

MOJKC CTATUCA, JAKIIO YMOBY 3aBIaHH HC 6y.]'[0 BUKOHAHO a00 SKIIO0 HOro 6y.IIO

SIBHO MPOMYILIEHO.

— Rescued — KinbkicTh 3aBJIaHb, 5K OyJIO BPATOBAHO OJIOKOM, IO TIEPEXOILIIOE

noMwiku. lle BaXiuBO, SKII0O BM BUKOPHCTOBYETE PATYBAIBHE PEUYECHHS Y

3aBganaax Ansible.
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— Ignored — KinbkicTh 3aB1iaHb, sKi OyJ10 mpoirHopoBaHo. Lle Moxe craTucs npu

BUKOPUCTAaHHI TapaMmerpa ignore errors abo MOMIOHMX MeXaHI3MiB, Kl
JI03BOJISIOTH TTPOJIOBKUTH BUKOHAHHS CIICHAPiI0, HE3BAYKAIOYH HA TTOMIJIKH.
[IpockaHoBaHy crcTeMy MOYKHA OI[IHUTH 32 3aIPOIIOHOBAHOIO paHiie (opMyIIor

(2.1) mipcTaBUBIIK B HET BIJIIOBIIHI 3HAYEHHSI.

49+44 93
— =—=10.96
49+44+3 96

OTxe Hallla cucTeMa BIIMOBIIHO /IO CEKIIil 3 BIAMOBIAa€ BUMOTaM ayauTy Ha 96%.
Ile € ny’xe BUCOKHM PIBHEM 3aXMIIEHOCTI, IPOTE 1€ TIILKU OJHA CEKIis, 00 JOBECTH,
10 CUCTEMA MA€ 3aXUCT BiJ] pI3HUX BEKTOPIB aTak Tpeda MepeBIpUTH TAKOXK 1 1HIII CEKIIii
noxkymenta CIS.

BI/IKOpI/ICTaHI/Iﬁ MCTOA MOXHA IIPCACTABUTH 3a JOIIOMOI'OIO pHUC. 2.8.

OcHoBHa MaluHa

CkaHyBaHHS Ta
BUMpPaBreHHdA NOMKUITOK

!

Bpasnuea mawinHa

Pucynoxk 2.8 — Jliarpama po3raiiryBaHHS XOCTIB MPY MTPOBEJACHH] CKaHyBaHHI1

Ha pucynky 300pakeHo, IO BijjajieHa MalldHa TMiJ €IHYEThCS 0 BPas3IMBOI
MalluHU, 11100 BUKOHATH CKAaHYBaHHS Ta BUIPABIICHHS MOMUIOK KoHpirypamii. Cruifg
3ayBa)XUTH, 10 116 HE OJHA 1 Ta camMa MAIlWHA, 1 CKaHYBaHHA B1I0YBA€TbCS 3 IHIIOTO
XOCTa.

Hapasi BincyTHe pinieHHs, sike orfiHoBaino 6 Docker-koHTeHEpH 3 CHCTeMH X0CTa

6e3 Bkazanns [P aapec, Binkputta SSH nopriB, miaknananas cepTudikaTiB 1 CTBOPECHHS
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MOBHOI[IHHOTO 3BITYy. TakoX BIACYTHI 1HCTPYMEHTH JJIsl OLIIHKA HAWHOBIIIOI CUCTEMU
Ubuntu 22.04 3 HOBUMH KPUTEPISIMH 3aXHUCTY.

[IponoHy€eThCS MOKpAIIMTH ICHYIOUE pINIEHHS JUIsi CKaHyBaHHS BIpTyalbHHUX
MAaIIH Ta CTBOPUTH MOTO0 MOAYJb JUIA aHai3y Ta oiiHku docker koHTeitHepiB Ha 0asi
onepauiifHoi cuctemu Ubuntu, mo BHUpIIKTh 3a7ady CKJIaAHOI KOH(Iryparii
KOHTEWHEPIB, 3MEHILINUThH KUIBKICTh py4HOI pOOOTH, CTBOPIOBATUME JIOKYMEHT 3 OLIIHKOIO
KOKHOTO OKPEMOI'0 KOHTEWHEepa, XOCTa, Ta HaBITh TPYIH XOCTIB.

Hosuit Meron ans miaBuieHHs Oe3neku y Docker koHteitHepax moxke OyTu
MPEICTaBICHUNA TAKUMH KPOKaAMHU:

1) Busnenns Docker koHTeitHepa.
2) 306ip iHdpopmarii mpo Docker koHTEiHED.
3) CrBopennst Docker SSH cepBep KoHTeHHEPY s M IKITIOYCHHS.
4) TigkmouyeHHs 10 HeoOxigHoro Docker koHTElHEDY.
5) Amnani3z Docker konretinepa 3a kpurepismu CIS Ubuntu Linux 20.04
Benchmark.
6) BumnpasneHHs KOHOITypallii, 0 HE BiIMOBIIAI0TH KPUTEPISIM
—  BUMKHYTH IIPOTpaMH, 10 HE BUKOPUCTOBYIOTHCS;
—  3MiHa KOH(Irypartii Mepexi;
—  BIOKIIIOYUTH MPHUCTPOI Ta MEPEKEB1 MPOTOKOIIH, 1110 HE BUKOPHUCTOBYIOTHCSI.
7) Haacuiaemo 3BIT aIMiHICTPaTOPy CHCTEMH.

Jlaauii METOJ MOXKHa peaji3yBaTH 3a JOMOMOTOI0 PI3HMX MOB MPOTPaMyBaHHS.
[Ipore mpu BUKOHAHHI JaHOI POOOTH OyJI0 BUPINIEHO BUKOPHCTOBYBATH HACTYIHI
THCTPYMEHTHU:

— Ansible — iHCTpyMeHT /i1l CKaHyBaHHS Ta BUIIPABJICHHS KOHDIrypartii.
— Bash ckpunr — Habip KoMaHJ KOMaHJHOI 00O0JIOHKH, 1110 30UpaTUMYTh METaaaH1

PO KOHTEHHepH, 3amyckatuMyTh Ansible Ta posroprarumyTs docker ssh server.

— Docker + Docker SSH Server.
SIKIO MpencTaBUTH JaHWi MOMEHT Yy BHIJISIL allTOPUTMY, TO OyJe OTpUMaHO

HACTYMHY CXeMYy, [0 300pakeHo Ha puc. 2.9.
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Pucynok 2.9 — Anroput™ poboTu METOTy

40
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Ilepen mouyaTkoM po3poOKK Tpeda BU3HAYMUTHUCA 3 IHCTPYMEHTaMH, K1 OyIyTb

BUKOPUCTOBYBAaTUCA JUIsi THX YM IHIIMX 3a4a4 B 3aJ€XKHOCTI Bl NOTpedu. 3

MIPEACTABICHOTO aNTOPUTMY KOKE€H KPOK BHKOPHUCTOBYE TEBHI TEXHOJOTI, sSIKi Tpeda

3a3z[aneriz[b BHU3HA4YNUTH, TOX CIIMCOK HABCIACHO HHKYC.

1)

2)

3)

4)

5)

6)

7)

30ip iHpopmaIrii mpo HasiBHI KOHTEHHEPHU — 301p BIIOYBATUMETHCS 32 JOTIOMOTOIO
docker inspect yTuiIiTH, Sika JO3BOJISE N13HATUCH JIaH1 PO MPO KOHTEHHEP, TaKl sK:
KOJIK OYyB 3aIyIIEHUH, SIKY afpecy Mae, siKe 1M s 1 TaKe IHIIIE.

Cropennst Docker SSH cepBepa — 3a nornomororo docker run Mu MaeMoO CTBOPUTH
KOHTEWHEp, KU J03BOJIUTH B MaWOYTHbOMY MIJKIIOYATUCA J10 BHOPAHOIrO
KOHTCHHEepa 3 THUM cHocoOoM aBTeHTH(iKarlil, skuii Ham motrpioHo [13].
Hamnpuknan meton 3 BIACYTHICTIO aBTEHTU(]IKaLli HAM LIJIKOM HiAXOIUTh, aJKe
nanuit docker ssh server Oyne BuaaneHo Micis 3aBEpIICHHS TECTYBAaHHS, TOX L€
MIJBUIILYE€ PU3UK HA KOPOTKHIA 4ac.

[TinkaroueHHs 10 KOHTeHHEpa — MIIKIIFOYCHHS 10 KOHTeHHepa Bi1OyBaeThCs i
yac BukopuctanHs Ansible Playbook. Ansible minkirodaerbcs A0 BKa3aHOTO
KOHTeWHepa, B gaHomy Bumanky ne Docker SSH Server, sikuii nmepemnpasisie
3’€HAHHS JI0 TOTPIOHOTO HaM KOHTEHHepa.

IlepeBipka kputepito Oe3neku — KputTepii Oesneku omnucani B aupekropii CIS-
Ubuntu-20.04-Ansible/tasks. Kpurepii Oe3nexku Bxe Oynum 3ramadi  y
MOMepeTHbOMY PO3/UTl. YBIMKHEHHSI UM BUMKHEHHS TUX YW IHIIHUX MEPEBIPOK
BinOyBaetbes y daiim CIS-Ubuntu-20.04-Ansible/defaults/main.ymi

[lepeBipka, 4 KpUTEPil 3aCTOCOBAHUI, SKIO TaK, TO EPEBIPUTHU UM 1€ IPUCYTHI
KpUTepii A1 IepeBipKu. Ko mpucyTHi, MPOJOBXKUTH MEPEBIPKY, SAKIIO XK Hi, TO
3aKIHYUTH POOOTY HAJ BKa3aHUM KOHTEWHEpoM. SIKmo KputTepiii He
3aCTOCOBAaHUN, TO BUIPABUTH HWOTO Ta TMEPEBIPUTH, YU M€ MPUCYTHI KpUTEpil
Oe3MeKu TS IepeBIpKH.

SKmo 3 KOHTEHHEpPOM 3aKIHYEHO, TO B3ATH HACTYNMHHUN, abo sKmo 1e OyB
ocrtanHii, To Bugamutu SSH Docker Server.

3reHepyBaTH 3BIT Ta BIANPABUTH aIMIHICTPATOPY.
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3 PO3POBKA TA EKCIIEPUMEHTAJIBHE JOCJI>)KEHHSA

IHNPOI'PAMHOI'O 3ACTOCYHKY

JI7ist modaTky po3poO0KH MPOrPaMHOTO JTOAATKY JJISI METOY TiABUIIEHHS 3aXUCTY
Docker-xonreiiHepiB BCTaHOBHUMO 1HTepIperaTtop python, amke BiH MOTPIOHHHA s
Ansible. [Ins uporo HeoOXinHO mepedTé Ha odimiHU cait python (puc. 3.1) Ta

3aBaHTAXKHUTH HOTO JJIsI ONEepalliiiHOT CHCTEeMH BCTAHOBJICHOI Ha KoMmIl 1otepi [ 14].

& python’ . I

About Downloads Documentation Community Success Stories News Events

All releases
Download for macOS

Download

Source code
Python 3.12.1

Download Pythot Windows

Not the OS you are looking for? Python can be used on
Looking for Python)|

Linux/UNIX, macO{

mac0S many operating systems and environments.

View the full list of downloads.
Want to help test d RSUEEHEREIIE

Docker images X
s License

Alternative Implementations

Pucynok 3.1 — Odiuiiinumii caiitr Python

Lle He equuuii ciociO A BcTaHOBJIEHHS python, KopucTyBad Moxke caM oOpaTu
3pyuyHuil oMy croci6. Hampukiaa yepes Taki makeTH1 MEHEHKEPH sIK apt, yum, pacman,
brew, ToI110.

[lepeBipuTH 4M YCIIINTHO MOTO BCTAHOBJIEHO MOJKHA 3a JOTIOMOTOIO TEPMiHATY
BCTAHOBJICHOTO Ha BallloMy KoMIl 10Tepi. JlocTaTHbo HaOpaTu KOMaHAy SIK ITOKa3aHO Ha

puc. 3.2.

(base) » Projects python --version

Python 3.11.5

Pucynox 3.2 — Komanpaa nist nepeBipku Bepcii Python
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HeoOxinna Bepcis python xoua 6 3.8 abo Buma. HactymHum KpokoMm e

BCTaHOBJIEHHA ansible 3a momnomorow python. HeoOximHO BigAMITUTH, IO HEOOXI1IHA
Bepcis ansible 5.1.0. Amke nesiki KOMIIOHEHTH BHKOpHCTOBYBaHoro ansible-playbook
BKE BCTHUTIJIM 3aCTapiTH, aJIc BOHH 3HAXOJATHCS B IIPOIECi OHOBIICHHS aBTOopoM. KoMaH1a

JUTsl BCTAaHOBJICHHS ansible nmpoaeMoHcTpoBaHa Ha pUCYHKY 3.3.

(base) Projects python -m pip install ansible==5.1.0

Requirement already satisfied: ansible==5.1.0 in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (5.1.0)
Requirement already satisfied: ansible-core~=2.12.1 in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (
from ansible==5.1.0) (2.12.10)

Requirement already satisfied: jinja2 in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (from ansible-c
ore~=2.12.1->ansible==5.1.0) (3.1.2)

Requirement already satisfied: PyYAML in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (from ansible-c
ore~=2.12.1->ansible==5.1.0) (6.0.1)

Requirement already satisfied: cryptography in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (from ans
ible-core~=2.12.1->ansible==5.1.0) (41.0.3)

Requirement already satisfied: packaging in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (from ansibl
e-core~=2.12.1->ansible==5.1.0) (23.1)

Requirement already satisfied: resolvelib<0.6.0,>=0.5.3 in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packag
es (from ansible-core~=2.12.1->ansible==5.1.0) (0.5.4)

Requirement already satisfied: cffi>=1.12 in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (from crypt
ography->ansible-core~=2.12.1->ansible==5.1.0) (1.15.1)

Requirement already satisfied: MarkupSafe>=2.0 in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (from
jinja2->ansible-core~=2.12.1->ansible==5.1.0) (2.1.3)

Requirement already satisfied: pycparser in /Users/viacheslav.kozachok/miniconda3/1ib/python3.11/site-packages (from cffi>=
1.12->cryptography->ansible-core~=2.12.1->ansible==5.1.0) (2.21)

(base) Projects

Pucynox 3.3 — BcranosienHs ansible koHKpeTHOT BBepCii

Takox Tpeba NIArOTYBaTH PEMO3UTOPIA 3 KpuTepisMu Oe3rneku, ski Oyze
BIIPOBAXKEHO Yy BpasnuBl Docker-koHTeliHepu. [[ns mporo HeoOXITHO CKIOHYBaTH
PEno3UTOopIii 3a TONOMOTO0 git a0 3aBaHTAXKUTH HOTo sIK apXiB, 3 github 1 po3nakyBatu

B poOoUiil TupeKTopii

3.1 Po3poOka nporpaMHoOro 104aTKy 3 BUKOpHMCTaHHAM bash

Jist  po3poOKHM  3alpONOHOBAHOIO METOAY BUKOPHUCTOBYBAaTUMYTHCS — TaKl
texHoJorii sk Docker, Ansible Ta mpotokon 3axurieHHoi komyHikarii SSH.

Takox HEOOXITHO CTBOPUTH KOHTEHHEpH, 3 SKMMH Halla mporpamma Oyje
npairoBati. Jis mporo mpomnoHyethes BukopuctaTH docker-compose-ubuntus.yaml
datiin, skuit ctBopuTh HaM Tpu Ubuntu Server 20.04, mo OyayTh MiaI0CTIAHUMH 111 Yac
BUKOHAHHS Hamoi poootu. CaMme Ha HUX OyJie TECTyBaTUCS BUKOHAHHS MPOTpaMHu, sKa

OyJzie CTBOpEHa.
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[Mpuknan docker-compose-ubuntus.yaml daitny:

version: '3’

ubuntu-web:
image: ubuntu:20.04
entrypoint: sleep infinity
networks:
- web

ubuntu-db:
image: ubuntu:20.04
entrypoint: sleep infinity
networks:
- web

ubuntu-proxy:
image: ubuntu-local-proxy
build: ./ubuntu-proxy/
entrypoint: sleep infinity
networks:

- web
networks:
web:

Pe3ynbrar BUKOHaHHS (pailily mpencraBiieHuid HIK4Ye. BapTo 3a3HaunTy, 10 AaHi
KOHTEHHEpH CTBOPEHI 3 iMeHamu 1o Triry ubuntu-db, ubuntu-web Ta ubuntu-proxy mis
TOTO, MO0 IMITyBaTh Ha0lp KOHTEHHEPIB, KU CHpaBAl MOXKE 3yCTPITUCA Y MEPEKi
MEeBHOI KOMMaHii, K 300pakeH0 Ha pHUCYHKY 3.4. Takox Ha HuX OyJe J0IaTKOBO
BCTAHOBJICHO BiJIMTOBITHI KOMIIOHEHTH. Y SIKOCTI BeO cepBepa Oy/ie BCTAHOBJICHO Nginx,

y sikocTi 6a3u ganux PostgreSQL, y Burmsia mpokci Traefik.

® (base) - dibloma docker combose -f docker—combose—ubuntus.}aml up —d
[+] Building 0.0s (@/0)
[+] Running 4/4

v Network diploma_web Created
v Container diploma-ubuntu-db-1 Started
v Container diploma-ubuntu-web-1 Started

v Container diploma-ubuntu-proxy-1 Started
(base) + diploma Jj

Pucynok 3.4 — Pe3ysbrat BukoHanHs komanau docker compose up -d

[Ticns Baasioro 3amycky KOHTEHHEpIB HEOOX1HO HEOOXiIHO 310paTu iH(pOpMalio
Ipo L1 KOHTeWHepH, Taky sk [P agpecu, 1100 BUKOHATH CKaHYBaHHSI KOHTEHHEPIB.

CtBOpeHO Taky KOMaHay, 1100 cTBopuTHU criucok [P aapec

(base) =» diploma docker ps -g | xargs -n 1 docker inspect \

--format '{{range .NetworkSettings.Networks}}{{.IPAddress}}{{end}}"' \
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| sed 's#"/##!

172.20.0.2
172.20.0.4
172.20.0.3

Sk mokazaHO Ha PUCYHKY 3.5, 3amyiieHo 3 KOHTEWHEpHU 3 MOMEPEAHBOr0 KPOKY.

Uepes rpadiunuii iHTEpdeiic MOKEMO BIIEBHUTUCH, 1110 BCE BIAMPAIIOBATIO KOPEKTHO.

Containers cive feedback =

Container CPU usage Container memory usage Show charts v
0.00% / 1200% (12 cores available) 1.18MB / 7.48GB
Q Search im @ Only show running containers
] Name Image Status CPU (%) Port(s) Last started Actions
[ v = diploma Running (3/3) 0% 14 hours ago = ]
J ~
) ubuntu-dI
O Q© 430014317 UDUN1:20.04 Running 0% 14 hours ago " ]
ubuntu-pi
1 0 T ubuntu-local-proxy Running 0% 2222:22 (4 14 hours ago [E] ]
= ubuntu-w
O Q© ubuntu:20.04 Running 0% 14 hours ago o 0

52e451e87

Pucynok 3.5 — Burmsin 3anymennx Docker-konrtelinepis uepe3 rpadidauii iHTepdeiic

Ha manomy erami MOXXHa NPUCTYNUTH 0 PO3POOKHM MPOrpaMHOTO KOAy. 3a
HABEJICHUM QJITOPUTMOM Y MOMEPEAHBOMY PO3/1T1 0yJI0 po3p0o0IeHO Mporpamy, Ko Kol
IPECTaBICHO y 10AaTKy b.

Lei ckpunt € cuenapieM Ansible, mpu3HadyeHUM JIsi BUKOHAHHS CKaHYBaHHS
oesnexu koHteitHepiB Docker 3a monomororo tectiB CIS (Center for Internet Security)
st Ubuntu 20.04.

[lepmrmM KpOKOM € BCTAHOBJIEHHSI 3MIHHUX OTO4YeHHsI, TakuX sk SCAN_DIR’, mo
BKa3zye Karaior container-ansible-scan’, B sskomy Oyzne BukoHaHO ckaHyBaHHs Ansible.

Hactynna 3mina, e "ANSIBLE CONFIGURATION®, mo MIiCTUTh KOH(Iiryparito
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mieiioyka Ansible y ¢opmari YAML. Bona Bu3Hawae meildyk 3 Haszpowo "CIS",

HaI[JICHWH Ha XOCTH 3 iMeHamu "myhosts" 3 meBHuME postsimu, 30kpema "CIS-Ubuntu-
20.04-Ansible".

Hactymaum kpokom HeoOximHo 3i0patu iH(opmariito mpo 3amymieHi Docker-
KOHTEHHEepH, a HaironoBHime 3i10patu ix [P-agpecu. Otpumani IP-anpecu 3amymennx
koHTerHepiB Docker 36epiratorbes y 3miny 'DOCKER _HOSTS IPS'.

Hactymaum kpokom tpeba miaroryBatu Ansible mis BukoHanHs. CTBOPIOETHCS
BkazaHuii  karajgor $SCAN DIR' 1 3amucyerbes — koHpirypamis — Ansible
'SANSIBLE CONFIGURATION" y d¢aiin mieiibyka 3 Ha3Borw playbook.yaml' y
poMy Kartanosi. Kionyerbcs meBHuit penosuropid GitHub “CIS-Ubuntu-20.04-
Ansible’, skmo #oro He ICHye y NOTOYHOMY KaTano3i. llepeBipserbcsi Bepcito
"CIS_v1.1.0" pomi Ansible.

Hactymaum xpokom € mnepebupanns koxHoi IP-agpecm xoctiB Docker y
‘DOCKER_HOSTS IPS'. [Ins KOXXHOTO XOCTa OTPUMYETbCS 1M'sl KOHTEHepa,
noB's3ane 3 [P-ampecoro 3a momomoror komana Docker. 3amyckaeTbcss KOHTEHHED
Docker 3 im'sim “docker-server-ssh™ miist podotu B sikocti SSH-cepsepa. Otpumyetnbes 1P-
anpeca koHteitHepa SSH-cepBepa 'SSH SERVER IP'. CtBoproerbest  (aiin
iHBeHTapu3aiii Ansible “hosts’ 3 IP-aapecoro SSH-cepBepa. 3amyckaeTbCcsi UK IS
BUKOHAHHS CKaHyBaHHs Oe3neKku pi3HMX po3AumB (Big 1 1o 6) mieildyka, CTBOPIOIOYH
3BITH JJIs1 KO>KHOTO po3auty. Ilicns ycmimHoro ckanyBanHsa konteiHep "docker-server-
ssh® 3ynmuHs€ETHCA.

Sk piHambHUI KPOK BUBOAMTHCS MOBIJOMIICHHS PO T€, IO 3BITH 3T€HEPOBAHO Y
Bka3zanomy katanoszi SCAN_ DIR".

BaxxnuBo 3a3HauuTH, 10 1EW CKPUMT CHEHIaIbHO PO3POOICHO MJisi CKaHyBaHHS
Docker-konteiinepiB Ha ocHoBi OcHumapkiB CIS mms Ubuntu 20.04. CkanyBaHHS
Oe3IMeKy MPOBOAUTHCS 3a JIOTIOMOT 00 TIIel0yKka Ansible, sikuii BKIIFO4ae BKa3aH1 poJii Ta

PO3ILIH.
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Ckpunt BukopuctoBye KoHTeHepu Docker nns namamryBanus SSH-cepsepa nis

3B'13Ky MK Ansible 1 niaboBUMU Xxoctamu. Pe3ynbratu cKaHyBaHHS 30€piratroTbCsi B
okpemux (paitrax 3BITIB ISl KOKHOTO Po3aiTy 1 KoxkxHOTro Xxocta Docker.

Ils mporpama MOBHICTIO BijoOpaskae po3poOJEHUN aNTOPUTM CKaHyBaHHS 1
BUIPABJICHHS MOMIUIOK y Hamii Docker-iHdpacTpykTypi. st o1liHKH Horo poOoTu 0yio
MPOBEJCHO TECTYBaHHS Ha MalIMHAX po3ropHyTux paxime. [Iporec TecTyBaHHS
HaBEJICHO B HACTYITHOMY MiAPO3A1Ii.

Po3pobnena nporpama Oyje BUKOPHUCTOBYBATHCh Ha TOMY CaMOMY XOCT1 e 1
PO3MILIEH] KOHTEUHEPH, 32 UM MPUHIIUIIOM MOKHA 300pa3uTH HACTYIHY Jiarpamy, 1110

300pakeHa Ha pUCYHKY 3.6.

/

\

OcHOBHa MawnHa

|
CKaHyBaHHSA Ta

B/NpPaBneHHA NMoOMWUITOK

Y

o /

Pucynok 3.6 — Cxema B3aeMO/11 BAKOPUCTOBYBAHUX KOMITOHEHTIB

3 OCHOBHOI MaIlIMHU BUIIPABJICHHSI IOMUJIOK BiJI0YBa€ThCS HA KOHTEHHEpaX, MPOTe
CJIIJT TAKOK 3ayBaXKUTH, 10 KOMYHIKaIlis BIIOYBa€ThCs yepes mocepeinuka, a came SSH
Docker-xonreiinep, 1o Haja€ JOCTYN 0 BCiX IHIIMX KOHTeWHepiB. [loBHa miarpama

300pakeHa Ha puc. 3.7.
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Pucynok 3.7 — IloBHa cxeMa B3a€MO/11i BAKOPUCTOBYBAHUX KOMITOHEHTIB

OTxe B IIbOMY MIJIPO3ALT OyJIO PO3pOOICHO MPOrpaMy Ta PO3TISTHYTO CXEMHU

B3a€MO/I1i KOMIIOHEHTIB, 110 MPOTpaMa BUKOPUCTOBYE.

3.2 IIpoBeieHHS eKCIIEPUMEHTAJBLHOIO T0CTiIKEeHHSA

OcHoBHa mMalmMHa

SSH CepBep KOHTENHEP

CkaHyBaHHA Ta

¥

BUNpaeseHHA NOMWUNOK

A

y

~

KonTtenHep il KoHTeinHep Il KoHTelHep

/
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Y monepenHboMy po3Aill OyJlo PO3rOPHYTO IaiyiapM (CepeioBHINE) s

TECTyBaHHA, IO CKJIAJaeTbcsi 3 TphoX KoHTeiHepiB Ubuntu 20.04, mio imiTyrOTh

cr[pancHi MaIlIWHU 3 BcTaHoBJIeHUM I13.

JIjist 3amycKy CKpuITa HeoOX1JHO 3alTH B mporpamMHy o6ononky Linux a6o Mac

Ta CKOPUCTATUCS CTaHIapTHOIO bash 060s10HKOTO.

Huxue HaBeeHO MPUKIIA]] 3aIMyCKYy MPOrpamu.

(ansible) = diploma ./scan containers.sh
HEAD is now at d537155 Merge pull request #64 from alivx/update v1.1.0

[!] Scanning host 172.

———————————— Scanning
———————————— Scanning
———————————— Scanning
———————————— Scanning
———————————— Scanning
———————————— Scanning

[!] Scanning host 172.

———————————— Scanning
———————————— Scanning
———————————— Scanning
———————————— Scanning
———————————— Scanning

20.0.4

Section
Section
Section
Section
Section
Section
20.0.4

Section
Section
Section
Section
Section
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———————————— Scanning Section
[!] Scanning host 172.20.0.5

———————————— Scanning Section
———————————— Scanning Section
———————————— Scanning Section
———————————— Scanning Section
———————————— Scanning Section
———————————— Scanning Section
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[Ticnst BUKOHAHHS MPOTrpaMa reHepye 3BITH M0 KOXKHOMY XOCTY Ta CEKIIii B OKpeMi

¢aitnu. Bei 3BiTH 30epiratoThCcsi Y HOBIM CTBOpEHIN qupekTopii container-ansible-scan.

Ha puc. 3.8 300pakeHa cTpykTypa AaHO1 AUPEKTOPIl MICIs YCHIIIHOIO CKaHyBaHHS.

v container-ansible-scan

Pucynok 3.8 — CtpykTypa aupekropii container-ansible-scan

> CIS-Ubuntu-20.04-Ansible

172.20.0.3.sectionl.report
172.20.0.3.section2.report
172.20.0.3.section3.report
172.20.0.3.section4.report
172.20.0.3.section5.report
172.20.0.3.section6.report
172.20.0.4.sectionl.report
172.20.0.4.section2.report
172.20.0.4.section3.report
172.20.0.4.section4.report
172.20.0.4.section5.report
172.20.0.4.section6.report
172.20.0.5.sectionl.report
172.20.0.5.section2.report
172.20.0.5.section3.report
172.20.0.5.section4.report
172.20.0.5.sectionb.report
172.20.0.5.section6.report
hosts

playbook.yaml

testd

KoskeH 3BIT MICTUTB B c001 AeTanbHy 1H(QOpMAIIiO MPo BCl KpUTEPii OE3MEKHU, 110

Oysu abo mpocTo nepeBipeHi abo BUIpaBiieHl. 3BITH Ha3BaH1 BiAMOBIAHO 10 [P aapecu
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KOHTEWHEepa 1 TaKOX CEeKIi, 0 Oyya MpockaHoBaHa. TakoX B HUX MICTUTHCS KOPOTKUI

3BIT 3 KIJIBKICTIO BUIIPABICHUX 200 MPOCKaHOBAaHUX KOHQITypalliil.

3.3 IlopiBHSIUIbHA XapaKTEePUCTUKA

Jlis owiHKM e(QEeKTUBHOCTI METoJa HEOOXITHO 310paTh CTaTUCTUKY IO BCIM
cekiisiM npeacrabieHnM y ¢aiim CIS Benchmark for Ubuntu 20.04. Binkpumm 3BiTH
BUKOHAHHS MPOTPaMy MO>KHA MOOAYUTH CTATUCTUKY YCIIITHO BUKOHAHUX CEKIIH, Ta K1
KpuTepii Oe3nexku OyJid BIPOBA/DKEHI, SKI MPOIMYyIIeHI abo CKacoBaHl uepe3 IeBHI
obctaBuHM. BianmoBiHO JaHWUX 3HAWJACHUX Y 3BITax OYyJIO CKOMIIOHOBAHO TaOJUIIO 3
pO3paxyHKaMH MPUPOCTY 3aXUIIEHOCTI.

J171s1 mOpiBHSHHS KOE(PIIIEHTY 3aXUIIEHOCTI 10 BIAMPAIIOBAHHS CTBOPEHOT

IPOrPaMM Ta IICIIs BBEAEMO YMOBHI O3HAYEHHS Ko ,q Ta K.

K icnq — YUCIIOBE 3HAYEHHS KOE(ILIEHTY 3aXUIIEHOCTI CUCTEMH MICISA
MPOBEJICHHS CKaHYBAaHHS Ta BUIIPABJICHHS TOMUJIOK.
K, — 4ucnose 3Ha4€HHs KO€(DILICHTY 3aXHIIEHOCTI CHCTEMU J10 IIPOBEIEHHS

CKaHYBAHH:A Ta BUIIPABJICHHA IIOMHJIOK.

Ta6muis 3.1 — Po3paxyHku mpupocTy Koe]ilieHTy 3aXUIEeHOCTI KOHTEHHEPIB

Howmep cexii | [To3nauenHs Pospaxynku Koedirtient [Tpupict
KoediiieHTa 3aXUIIEHOCTI 3aXHIIEHOCTI
C i1 1 65 65 +0.3
CrH Ko = 0.57
65+34+11+3| 113
Kl‘[iCJIH 65 + 34 %9 = 0.87

65+34+11+3| 113
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[IponoBxkenns Tabmuui 3.1

Cexkutis 2 Ko 28 E — 066 +0.1
28+ 4 + 10 42
Kl‘liCJlﬂ 28+ 4 2 =0.76
28+ 4 + 10 42
Cexkis 3 K,qo 38 ﬁ — 044 +0.39
38+33+14 | B85
Kl‘[iCJIH 38 + 33 E = (0.83
38+33+14 | B85
Cexmis 4 K. 42 g — 052 +0.45
42 +37 + 1 80
79
K]‘[iCjIH 4‘2 + 37 R — 098
42 +37+1 80
i 70 +0.
Cexkmis 5 Ko 70 Y o5 0.45
70+61+3 | 134
Kl‘liCJlﬂ 70 + 61 E = (0.97
70+61+3 | 134
Cekist 6 Ky 56 5_6 — 050 +0.44
56 + 49 + 6 111
K. 56 + 49 105 _ o,
56+ 49 + 6 111

MoskHa 06aunTH, MO MPHUPICT OE3MeKH y BCIiX CEKIiAx moaarHii. 1106 omiauTH
Ha CKUIBKA B CEPEIHHOMY 30UTHIIMIIACH 3aXHINCHICTh CHUCTEMH, MOPAXYEMO CEPETHE
apudmeTnyHe Koe(DilieHTy 3aXUIEHOCT] 10 Ta MICIs 3aCTOCYBAaHHS HAIIOI MPOTpamu.
BapTo Takox 3a3HauMTH, IO TaK sIK KOHTeHHepH OyJM 3aImmyIieHi 3 OJHOI i Toi caMoi
Bepcii 06pazy Ubuntu 20.04, To nmaHi s BCiX TPhOX aHAJOTIYHI, TOX Tabmuis 3.1

pENpe3eHTYy€E pe3yabTaTH IJisi KOKHOTO KOHTEHHEpa.
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0.57+ 0.66 4+ 0.44 + 0.52+ 0.52+ 0.5
Ko —
6
0.874+0.78+4+ 0.83 +0.98+ 0.97 4+ 0.94

Kiicna = c = 0.894

Sk MOkHA MOGAYMTH 3 MIJPAaXyHKIB, 0 BUKOHaHI o ¢opmymi (2.1), K, Mene

= 0.535

3a K Ha 0.359. ToOto 3aranbHa Oe3neka HAIIOrO CEPeNOBHINA BIAMNOBIAHO 10
KpUTEpiiB Oe3reku 30uIbImIack Ha Maiike 36%. Lle rapHuil mokazHUK, BpaXOBYIOUH, 110
JaHl 3MIHM BIPOBA/KYIOThCSI aBTOMAaTU30BAHUM LUISIXOM, Ta 32 JIOCTaTHBO KOPOTKHUI
MIPOMIXKOK 4Yacy MiIBULIYIOTh O€3MEKy Ha TPETHUHY.

Jnst mpuknany Oyae poO3TJIIHYTO TIEBHHMA KpUTEpit Oesmexku, skuii OyB
3aCTOCOBAaHUH y HAIMX KOHTeHHepax. Bukopuctaemo kputepiit mmig Homepom 6.1.11, mo
BIJIMOBI/Ia€ 3a Te, M00 y cucrtemi He Oynu mpucyTHi (aitniu 6e3 BrmacHuka. Och sK

BUTJISIJIA€ OTUC I[OTO KPUTEPIIO.

# 6.1.11 Ensure no unowned files or directories exist
- name: 6.1.11 Ensure no unowned files or directories exist

block:
- name: 6.1.11 Ensure no unowned files or directories exist | Find
shell: df --local -P | awk {'if (NR!=1l) print $6'} | xargs -I '{}' find '{}' -xdev -
nouser 2> /dev/null && true || true
register: output 6 1 11
- name: 6.1.11 Ensure no unowned files or directories exist | Save output
copy:
dest: "{{ outputfiles }}/6.1.11"
content: "{{ output 6 1 1l.stdout lines }}"
- name: 6.1.11 Ensure no unowned files or directories exist | Fix
file:
path: "{{ item }}"
owner: "{{ withoutOwnerFileDirOwner }}"
group: "{{ withoutGroupFilesDirGroup }}"
with items: "{{ output 6 1 1l.stdout lines }}"
tags:
- sectioné6

- level 1 server
- level 1 workstation
- 6.1.11

SIk MokHa MOOAYUTH 3 OIMUCY LILOIO KPUTEPIIO 30 JTOMOMOTOI0 NEBHOT KOMaHIU
ITYKalThCs (haiyid K1 HE MalOTh BJIACHHMKA, 1 TTOTIM BJIACHUK IUX (haiJIiB 3MIHIOETHCS Ha
TaKoro, IKMi BKa3aHuil y main.yml, ocHOBH1M KoHirypairii Ansible [15].

Po3pobnienuii meton 3axucty Oyle MPEACTaBICHO Ha HAYKOBO-TIPAKTHYHI
1HTepHEeT-KOHpepeHIIii "Moo1b B Haylll: JOCHIKEHHs, Tpodiaemu, nepcrnekTusu (MH-

2024) [20].
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4 EKOHOMIYHA YACTHUHA

BukoHaHHS HAYKOBO-IOCHTITHOT POOOTH 3aBXAM Mependadac OTpUMaHHS MTEBHUX
pe3yibTaTiB 1 BUMara€e BIAMOBIAHUX BHUTpaT. Pe3ynbTaTé BHKOHAHOI pOOOTH 3aBKIU
Jal0Th HaM HOB1 3HaHHS, $KI B MOJAJBIIOMY MOXYTb OYTH BUKOPHUCTaH1 s
yIOCKOHAJIEHHsI Ta/a00 po3poOKu (1MOOyIOBU) HOBUX, OUIBII MPOIYKTUBHUX 3pa3KiB
TEXHIKH, TTPOIIECIB Ta MPOTPAMHOTO 3a0€3TCUCHHSI.

Hocnimkenns Ha Temy «MeToj miABUIIEHHS 3axuiiieHocTi Docker-koHTeitHepiB»
MOkKe OyTH BIAHECEHO 10 (pyHIaMEHTaIbHUX 1 MOIIYKOBUX HAYKOBHUX IOCHIIKECHb 1
CIpsMOBaHE Ha BUPILIEHHS HAYKOBUX HpoOJieM, TMOB’A3aHUX 3 MPaKTUYHUM
3actocyBaHHAM. OCHOBOIO TaKUX JIOCIHIKEHb € HAYKOBUHN €(PEKT, IKUH BUPAKAETHCS B
OTpUMaHHI1 HAYKOBHX PE3yJIbTaTIB, sIKI 301IBIIYIOTH OOCST 3HaHb PO MPUPOIY, TEXHIKY
Ta CYCHUIbCTBO, SIKI PO3BHUBAIOTh TEOPETUYHY 0azy B TOMY 4YM IHILIOMY HayKOBOMY
HanpsMKy, 10  JO3BOJIA€  BHSIBUTH  HOBI  3aKOHOMIPHOCTI, SIKI  MOXYTb
BUKOPHCTOBYBATHUCS HA MPAKTHULIL.

JInst uboro BUMaJ Ky BUKOHAEMO TaKi €Tanu pooit:

1) 311CHUMO TPOBEIEHHS HAYKOBOTO ayJIUTYy JOCHII)KE€Hb, TOOTO BCTAHOBJICHHS
iX HAyKOBOT'O PiBHS Ta 3HAYMMOCTI;

2) mpoBeeMo IJIaHyBaHHS BUTPAT Ha IPOBECHHS HAYKOBUX JIOCIII)KEHb;

3) 3O1MCHUMO pO3paxXyHOK PIBHA BaXKIMBOCTI HAYKOBOTO JIOCHIDKEHHS Ta

MEePCIEKTUBHOCTI, BU3HAYMMO €(EKTUBHICTh HAYKOBHUX JOCIIKEHb.

4.1 OuiHIOBaHHS HAYKOBOI0 e(eKTy

OCHOBHMMHM O3HaKaMH HayKOBOI'O €(eKTy HayKOBO-IOCHIIHOI pOOOTH € HOBU3HA
poboTH, piBeHb i TEOPETHUYHOrO  OMNPALIOBAHHS, IEPCIEKTUBHICTb, PIBEHb
PO3IOBCIOKEHHS pe3yNIbTaTiB, MOXKIMBICTh peainizamii [17]. Haykoswuit edpexr H/IP Ha
TeMy «Meron — miaBUIIEHHS — 3axuumieHocTi  Docker-koHTeiHepiB»  MOXKHA
OXapaKTepu3yBaTH JBOMa IOKa3HUKAMHU: CTYIEHEM HAayKOBOi HOBHU3HHM Ta pIBHEM

TCOPCTUYHOI'O OITpantOBaHHA.
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3Ha4YeHHs MOKA3HUKIB CTYIEHS HOBU3HU 1 PIBHS TEOPETHUYHOI'O OIPAILIOBAaHHS

HayKOBO-IOCIIAHOI poOOTH B Oasiax HaBeAeH1 B Ta0i. 4.1 Ta 4.2.

Ta6mus 4.1 — [loka3HUKY CTyIeHS HOBU3HHM HAyKOBO-IOCIIIHOI poO0TH

BHUCTAaBJICHI CKCIICpTaMU

Cryninb
HOBH3HHU

XapakTepHucTrKa CTyeHs] HOBU3HU

3HaYEHHS CTyNEHS
HOBHU3HHU, Oan

Excnepru (I1Ib, nocana)

1 2 3

ITpununoso
HOBa

PoboTa sikicHO HOBa 3a IOCTAHOBKOIO 3a/aui i IPYHTY€EThCA Ha
3aCTOCYBaHHI  OpPWTIHAIBHMX  METOMIB  JIOCHIDKEHHS.
Pesynbraru qociikeHHS BIIKPUBaIOTh HOBUH HANIPSIM B JIaHIN
ramy3i Hayk# i1 TexHikd. OTpuUMaHi MPUHIUIIOBO HOBI (akTwH,
3aKOHOMIPHOCTi; po3poOieHa HoBa Teopis. CTBOpEHO
MPUHITUIIOBO HOBUH MPUCTPiii, cIIociO, MeTO

Hoga

OrpumaHa HoOBa iHQOpMaIlisa, sKa CYTTEBO 3MEHIIYE
HEBH3HAYCHICTh HAasBHUX 3HA4YeHb (IIO-HOBOMY abo BHepIue
MosICHeH1 BimoMi (axTH, 3aKOHOMIPHOCTI, BIIPOBaIKEHI HOBI
HOHATTS, PO3KpUTA CTPYKTypa 3MmicTy). IIpoBeneHo cyTreBe
BJIOCKOHAJICHHSI, IOTIOBHEHHSI 1 YTOYHEHHS PaHiIlle IOCITHY THX
pe3yJIbTaTiB

54 60 59

BignocHO
HOBa

Po6oTa Mae eneMenTH HOBU3HU B ITIOCTAHOBII 3a4a4l 1 METOAAX
TOCITIJKCHHS. Pe3yibpTaTul TOCTIDKEHHS CHCTEMAaTH3YIOTh 1
y3arajibHIOIOTh HAasBHY iH(GOpMAIlilo, BHU3HAYAIOTHh NIISXU
MOJANBIINX JIOCIHI/PKEHb; BIIEPIE 3HAMIEHO 3B’s30K (200
3HaWJIeHO HOBUH 3B’SA30K) MIX SBHIAMH. B mpuHOwmII Bigomi
TMOJIOXKEHHSI PO3TOBCIO/DKEHI Ha BEJIUKY KUIbKICTh 00’€KTIB, B
pe3ynbTaTi 4oro 3HaljeHo edekTuBHe pimeHHsa. Po3poObieHi
OUTBII IPOCTi CIIOCOOM ISl TIOCSTHEHHS! BiIOMUX PE3YJIbTATIB.
IIpoBenena yactkoBa parioHanbHa MoauGiKaimisg (3 0O3HaAKaAMH
HOBH3HH)

Tpanumiiina

PoGoTa BuKOHaHA 3a TPamUIIHHOIO METOMHUKOI0. Pe3ympTaTn
JOCITIPKEHHST MaroTh iHpopManiiHuH XapakTep.
IlinTBepmkenHi abo TMOCTaBCHI Miax CyMHIB BimoMi (DakTH Ta
TBEP/DKEHHSA, SKI MOTpeOYIOTh MEepeBipKHU. 3HaWIEHO HOBUH
BapiaHT pillIeHHS, SIKUH HE Ja€ CyTTEBUX IepeBar B MOPiBHAHHI
3 ICHyIOUHM

He noBa

OTpumaHO pe3ynbTarT, SKUK paHime 3adikcoBaHW B
iHpopMaLiiiHOMy 10, Ta He OyB BiIOMUIA aBTOpaM

Cepenne 3Ha4YeHHs 0aJIiB eKCIIEPTiB

o517

3riTHO OTPUMAHOTO CEPEJHHOTO 3HAYCHHS OalliB €KCIEPTIB CTYIiHb

HOBU3HHU

XapaKTEpU3y€EThCs IK HOBA, TOOTO OTpUMaHa HOBa iHGOpPMAIIis, KA CYTTEBO 3MEHIITYE

HEBU3HAYCHICTh HASBHMX 3HaHb (II0-HOBOMY a0o0 BIEpIIE MOSCHEHI Biomi (akTw,
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3aKOHOMIPHOCTI, BIIPOBA/KEH1 HOBI MMOHATTS, PO3KPUTA CTPYKTYpa 3MICTY ) Ta IPOBEIECHO

CYTT€BE BJAOCKOHAJICHHS, JOITOBHEHHS 1 YTOUHEHHS paHIlIe TOCATHYTUX PE3yJIbTATIB.

Tabnurs 4.2 — [TokazHUKH PIBHS TEOPETUYHOTO OMPAIIOBAHHS HAYKOBO-I0CIITHOT

poOOTH BUCTABIICH] €KCIIEPTaMHU

3HauyeHH ITIOKa3HUKa
PiBHS TEOPETHYHOTO

XapaKTepuCTUKA PiBHSA TEOPETUYHOTO ONPAIFOBAHHS OMpAIOBAHHS, Oamu
Excnepr (I1Ib, mocana)
1 2 3
Binkpurts 3akoHy, po3poOka Teopii 0 0 0
I'muboke omparroBaHHs TpoOiemMu: OaraTtoacreKTHHHA aHami3 3B’s3KiB, | 67 68 65

B3a€MO3QJICKHOCTI MDK (akTaMH 3 HAsBHICTIO MNOACHEHb, HAYyKOBOI
cucTeMaTu3allii 3 MoOyJOBOK €BPUCTHYHOI MOAETI a00 KOMILJIEKCHOTO

IIPOTHO3Y
Po3polOka criocoOy (anroputMy, Iporpamu), MPpUCTPOrO, OTpUMaHHs HOBOT | 0 0 0
PEYOBUHH
EnemenTapuuii aHaniz 3B’43KiB MK (pakTamu Ta HasBHOW rinmore3oro, | 0 0 0

kjacugikariisi, MpakTU4YHI peKOMEeH 1ALl 111 OKPEMOI'0 BUIIAKY TOIIO

Onuc okpeMHx eeMeHTapHUX (DaKTiB, BUKJIAJCHHS 10CBiny, pe3yibratiB | 0 0 0
CIIOCTEPEKEHb, BUMIPIOBAaHb TOLIO

Cepeane 3HaveHHs 0aJiiB eKcnepTiB 66,7

3riIHO OTPUMAHOTO CEPEAHLOTO 3HAUEHHS OaJliB €KCIEPTIB PIBEHb TEOPETUUYHOTO
OTpaIIOBaHHS HAyKOBO-I0CTIAHOT pOOOTH XapaKTepU3Y€EThCS K IITMOOKE OIMpaIlOBaHHS
npoOnemu: 0araToaCeKTHUN aHalli3 3B’SI3KIB, B3a€EMO3AJIEKHOCTI MK (akTtamu 3
HasSIBHICTIO MOSICHEHb, HAYKOBOI CUCTEMATH3allli 3 MO0y I0BOIO €BPUCTHYHOT MOACII ab0
KOMIUIEKCHOTO TTPOTHO3Y.

[Toka3Huk, SKUM XapakTepusye pIBEHb HAYKOBOTO e(eKTy, BHU3HAYAEMO 3a

dbopmyioro [22]:

E, =06k, +04-k (4.1)

meop 1

ne kHog,kmwp- MOKa3HUKUA CTYMEHS HOBU3HU Ta PIBHS TEOPETUYHOTO OIpPAIOBAHHS

HAyKOBO-JOCHiIHOI pobory, K, = =57,7, kmeop =66,7 Oarnis;
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0,6 ma 0,4 — nuroma Bara (3HaYUMICTh) NMOKA3HUKIB CTYIEHS HOBHM3HU Ta pPIBHSA

TEOPETUYHOTO ONPALIOBAHHS HAYKOBO-IOCIIAHOI pOOOTH.

E,,=06-k, +04-k,,=0,6577+0,4-66,67 = 61,27 Ganis.

meop

Bu3HaueHHs XapaKTepUCTUKHU MTOKa3HUKA E,q, TPOBOAUTHCS HA OCHOBI BUCHOBKIB

€KCIEPTIB BUXO/S4YH 3 TPAaHUYHUX 3HAYCHB, SIK1 HaBe/IeH1 B Ta0I. 4.3.

Tabmuus 4.3 — I'pannyH1 3HaYEHHS MTOKa3HUKA HAYKOBOTO €(hEeKTy

JlocsarHyTHI piBEHb MOKA3HUKA Kinekicts 6amiB
Bucoxnit 70...100
Cepenniit 50...69
JlocrarHii 15...49
Husbkuii (MOMUIKOBI JOCIIIKEHHS) 1...14

BianoBigHO 70 BU3HAYEHOTO PIBHS HAYKOBOTO €(EeKTy MPOBEAEHOI HAyKOBO-
nociiaHoi poOoTu Ha Temy «Mertoa miaBuIlleHHs 3axuiieHocTi Docker-koHTeitHepiB»,
JaHU piBeHb CTAaHOBUTH 61,27 GamiB 1 BIAMOBIIAE CTATYyCy - cepe/Hii piBeHb. To0TO y
JaHOMY BUIIAJIKy MOKHA BECTU MOBY MPO NOTEHUINHHY (PaKTUIHY e(DEeKTHUBHICTh HAYKOBO-

JOCITITHOT pOOOTH.

4.2 Po3paxyHOK BUTPAT HA 31ilICHEHHSI HAYKOBO-I0CJIIIHOI po00oTH

Butparu, noB’s13aHi 3 IPOBEIECHHSIM HAayKOBO-IOCIIIHOI poOOTH Ha TeMy «MeTtoa
IMIIBUINICHHS 3axuIieHocTi Docker-koHTelWHEpiB», M dYac IUTaHyBaHHS, OOJIKY 1
KaJIbKYJTIOBaHHSI COOIBAPTOCTI HAYKOBO-AOCIITHOT POOOTH TPYIMYEMO 3a BIANOBIIHUMHU

CTaTTsAMMU.

4.2.1 ButpaTu Ha oruiary mparti
o crarTi « Butrpatu Ha omiiary mnpaii» HajeXaTb BUTPATH HAa BUILJIATY OCHOBHOI

Ta JOJATKOBOi 3apO0ITHOI IMJIaTH KEepIBHUKAM BIIJUIIB, JJAOOpATOPiil, CEKTOPIB 1 TpyIl,
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HAayKOBHUM, I1HXEHEPHO-TEXHIYHHM [palIBHUKAM, KOHCTPYKTOpaM, TEXHOJIOTaM,
KpecisipaM, KOIIOBaJbHUKAM, Ja0OpaHTaM, pOOITHHKaM, CTYJEHTaM, aclipaHTaMm Ta
IHITMM  TIpaIriBHUKaM, Oe3MOoCcepeaHbO 3aiHATUM BHUKOHAHHSIM KOHKPETHOI TEMH,
00YHuCIIeHOT 3a MOCaJOBUMU OKJIa/IaMHU, BIIPSTHUMHU PO3I[IHKAMH, TAPU(PHUMU CTAaBKAMU
3T1JIHO 3 YNUHHUMH B OpPTaHI3allisaX CUCTEMaMHM OILJIaTH Ipalii.
OcHoBHa 3apo0iTHA TIaTa JOCIITHUKIB
Butpatn Ha OCHOBHY 3apo0iTHY IUIaTy JOCTIAHUKIB (3,) pO3paxoByeEMO Y

BIAMOBIHOCTI /10 TOCAJJOBUX OKJIAJIiB MPAIliBHUKIB, 32 (hopmyIioro [22]:

KM, -t
3, =) —1, (4.2)
ST,
ne K — KUTBKICTh T0caj] TOCHITHUKIB 3aTy4eHUX JI0 MPOIIECY JTOCIIKCHb,
M,,; — MICSTYHUH TTOCAIOBUM OKJIaJI KOHKPETHOTO JOCITHUKA, TPH;
ti — grci0 HIB pOOOTH KOHKPETHOTO AOCIITHUKA, JH.;
T, — cepenHe uncno podounx IHIB B Micsaul, 7,=21 aHi.
3, =17400,00 - 21 /21 = 17400,00 2pn.
[IpoBeneni po3paxyHKH 3BeieMo 110 Tabnwuili 4.4.
Tabmuus 4.4 — Butrpatu Ha 3apo0iTHY TUIATy AOCITIAHUKIB
Micsiaauii | Omutata 3a .| Burparu Ha
. . . | Hucno nHiB )
HaiimenyBanHs mocaau MOCAJIOBHIA | POOOUMIA N 3apo0ITHY
OKJIaJ, TPH | JCHB, IPH P jaTy, rpH
KepiBHUK TPOEKTY 17400,00 | 828,57 21 17400,00
HayxkoBuii criiBpoOITHUK 17150,00 816,67 12 9800,00
[Hxenep-porpamict 1-i | 17050,00 811,90 21 17050,00
Kareropii
JlaGopaHTt 6750,00 321,43 10 3214,29
Bcrworo 47464,29
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OcHoBHa 3apo0iTHA MJ1aTa pOOITHUKIB

Butpatu Ha OCHOBHY 3apoOiTHY IIaTy pOOITHUKIB (3,) 3a BIANOBIIHUMHU
HalimeHnyBaHHsMH poOiT HJ/IP Ha Temy «Merton migBuiieHHs 3axumeHocti Docker-

KOHTEHHEPIB» PO3paxoByeEMO 3a (popmyIioro:
3 =>C-t, (4.3)
i=1

ne C; — noronuHHa TapudHa craBka poOITHHMKA BIAMOBITHOTO PO3PSAY, 32 BUKOHAHY
BIJIMTOBIIHY pOOOTY, TPH/TO;
tj — gac poOoTH pOOITHMKA TPU BUKOHAHHI BU3HAYEHOI pOOOTH, TOI.
[Toroguuany TapudHy CTaBKy poOITHHKA BiAMOBILAHOTO po3psany C; MOXHA
BU3HAYUTH 32 (OPMYJIIOIO:

My -Ki K
R

p ‘3m

, (4.4)

ne My — po3Mmip TPOXKUTKOBOT'O MIHIMyMY Mpare3/laTHOi ocoOu, abo MiHIMaJbHOI
MICSIYHOT 3apoO0ITHOI TIaTU (B 3aJIEKHOCTI BiJ J[IFOYOT0 3aKOHOAABCTBA), MPUHMEMO
Mm=6700,00 rpH;

K; — xoedimienT MixkKBami(piKalIHOTO CHIBBIHOIIEHHS I BCTAHOBJICHHS
tapuHOT cTaBKK POOITHUKY BiANOBiIHOTO po3psay (Tadi. b.2, nonatok b) [22];

K., — MiHiManpHUNA KOe(]III€EHT CHIBBIAHONIICHb MICSYHUX TapU(PHUX CTaBOK
POOITHHKIB TIEPIIOTO PO3PSAY 3 HOPMATLHUMH YMOBAMH Tparli BUPOOHHYUX 00’ €THAHB
1 MATPUEMCTB JI0 3aKOHO/IaBYO BCTAHOBJIEHOTO PO3MIPY MIHIMAJIBHOT 3apOOITHOT IJIaTH.

T, — cepenHe unucio podoUnX JHIB B Micsul, npubnusHo 7, = 21 aH;

t;, — TPUBAIICTB 3MiHU, TO/I.

C, =6700,00-1,10- 1,65/ (21 - 8) = 72,38 2pn.
3,1 =72,38 - 10,50 = 760,03 epm.
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Ilorognan | Bennuuna

Tpusanicts | Po3psan | Tapuduuii | a TapudHa | oratu Ha
HaiimenyBanHs poOiT

pob6oTtH, roja | poOOTH | KoeillleHT | CTaBKa, poOiTHUKA

TpH TpH

BcTanoBieHHs 2
JIOTIOMIYKHOTO 10,50 1,10 72,38 760,03
oOJy1aTHaHHS
[acramsms 3
MPOrpaMHOTO 6,25 1,35 88,83 555,22
3a0e3meueHHs
Bcranosnenns
wHppoBuX 5,15 5 1,70 111,87 576,11
00YMCITIOBAJIBHUX
CHUCTEM
Bigmaromkenus
MIPOTPAMHHUX MOJIYJIiB 5,75 4 1,50 98,71 567,56
aHaji3y JaHUX
Tharoroska 9,12 4 1,50 98,71 900,19
TOCIIKEHHS
®opmyBaHHs ~ 0a3u
JaHUX  Pe3yJbTaTiB 16,00 2 1,10 72,38 1158,14
JOCIIIKEHHS
Bcrworo 4517,25

JlonatkoBa 3apo0iTHA I1aTa TOCHIIHUKIB Ta POOITHUKIB

JonaTtkoBy 3apo0iTHY miaty po3paxoByemo sik 10 ... 12% Big cymu OCHOBHOI

3apoO0ITHOI MJIATH JOCTITHUKIB Ta POOITHHUKIB 3a (POpMYII0I0:

3,0 =03,+3,)

Hdod
100%

(4.5)

ne Hy,o — HOpMa HapaxyBaHHS J0JaTKOBOI 3apo0iTHOI maTu. [Tputimemo 11%.
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3000 = (47464,29 + 4517,25) - 11 /100% = 5717,97 epH.
4.2.2 BigpaxyBaHHs Ha COLllaIbHI 3aX0/11
HapaxyBanHs Ha 3apo0iTHY IUIaTy AOCTIAHUKIB Ta POOITHUKIB PO3PAXOBYEMO SIK
22% Bix CyMH OCHOBHOI Ta J0JATKOBOI 3apOOITHOI IMJIATH JOCIIAHUKIB 1 pOOITHUKIB 3a

dbopmyor0:

H
3=3,+3 +3,,) ——— , 4.6
H ( ) P aoa) 100% ( )

ne H,, — HopMa HapaxyBaHHs Ha 3apo0iTHY miaty. [Ipuiimaemo 22%.

31 = (47464,29 + 4517,25 + 5717,97) - 22/ 100% = 12693,89 epH.

4.2.3 CupoBuHa Ta MaTepiaiu

Jo crarTi «CupoBHHA Ta MaTepiainy HajeXaTh BUTPATU HA CHPOBUHY, OCHOBHI Ta
JOTMOMIKHI MaTepiajy, IHCTPYMEHTH, MPUCTPOL Ta 1HIII 3ac00M 1 MpeaIMeTH Mparl, Kl
npuabaHi y CTOPOHHIX MANPHUEMCTB, YCTAHOB 1 OpTaHi3alliii Ta BATpadeHi Ha MPOBEACHHS
JOCIIKEHB 32 TeMOIo «MeTon migBuieHHs 3axuiieHocTi Docker-konTeitHepiB».

Butparn Ha maTepiasiv Ha JaHOMY €Tarll MPOBEICHHS TOCHTIKEHb B OCHOBHOMY
OB’ s13aH1 3 BUKOPUCTAHHSIM MOJIEJICH €JIeMEHTIB Ta MOJICITFOBAaHHS POOOTH 1 JOCIIKEHb
3a JIONIOMOrOI0  KOMIT'FOTEPHOI TEXHIKM Ta CTBOPEHHS EKCIIEPUMEHTAbHUX
MaTeMaTUYHUX Mojenei abo mporpamMHOro 3a0e3leyeHHs, TOMY JaHl BHUTpaTH
(bopMYIOThCSI HA OCHOBI BUTPATHUX MaTepialliB XapaKTePHUX sl 0PiCHUX POOIT.

Butparu Ha marepianu (M), y BapTICHOMY BUPaKEHHI pO3PaXOBYIOTHCSI OKPEMO

0 KO’)KHOMY BUJly MaTepiajiB 3a (GopMyJior:
M= H-I;-K; =2 B;-1,, (4.7)
j=1 j=1

ne Hj — HopMa BUTpaT MaTepiaiy j-ro HaiiMEeHYBaHHS, KT
N — KUIBKICTh BUJIIB MaTepiaiiB;
L]j — BapTicTh MaTepiaiy J-ro HaiMeHyBaHHS, TPH/KT;
Kj — xoeimieHnT TpancnoptHux Butpart, (Kj = 1,1 ... 1,15);

Bj — maca BiIxoiB |-To HaliMEeHyBaHHS, KT;
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1],; — BapTiCTh BiAXOMIB J-TO HAMEHYBaHHS, TPH/KT.
My =2,0-225,00-1,1-0-0 = 495,00 epn.

[IpoBeneni po3paxyHKH 3BeeMO 10 Tabuili 4.6.

Tabnunsg 4.6 — Butpatu Ha MaTepiaiu

HaiimenyBanns | Ilinaza | Hopma | Bennuuna | I[lina Baprictb
Marepiainy, 1 kr, BUTPAT, | BIAXOMIB, | BIAXOJIIB, | BATPAUYEHOTO
Mapka, THI, COPT TpH KT KT T'PH/KT Marepiany,
TPH

[Tamip 225,00 2,0 0 0 495,00
KaHLEeJSIPCbKUI
odicHuii (A4)
[Tamip wrst| 116,00 4.0 0 0 510,40
3aMiToK (AS)
Haunnus 195,00 3,0 0 0 643,50
KaHIETSIPChKe
Opranaiizep 183,00 3,0 0 0 603,90
odicHHM
Kaprpumx  mmsa| 950,00 1,0 0 0 1045,00
MpUHTEpa
Bceworo 3297,80

4.2.4 Po3paxyHOK BUTpAT Ha KOMILJIEKTYIOUI
Butparu Ha kommiektyiodi (K;), SKi BUKOPUCTOBYIOTh Mpu mpoBeAcHHi H/IP Ha
TeMy «MeTo MIABUIEHHS 3axullieHocTi Docker-koHTelHepiBY, pO3paxoBy€eEMO, 3TiIHO

3 IXHBOI HOMEHKJIATYPOIO, 32 (POPMYJIOO:
K,=Y H;-I-K, (4.8)
-1

ne Hj — KITbKiCTh KOMIUIEKTYIOUUX |-TO BUIY, IIT.;
L]; — moKyIHa [iHA KOMIUIEKTYIOUHX |-TO BHIY, TDH;
Kj — xoediuieHT TpancnopTHUX BUTpAT, (Kj = 1,1 ... 1,15).
Ky =1-3079,00 - 1,1 =3386,90 epH.

[IpoBeneHi po3paxyHKH 3BeeMO 10 Tabnuii 4.7.


http://code-industry.net/

62
Tabmuus 4.7 — Burpatu Ha KOMIUIEKTYOY1

HaliMeHyBaHHS KOMIUIEKTYIOUMX KinbkicTh, mr. Hina 3;)?Tyl<y, Cywma, rpH
3oBHIIHIHT xkopcTKUi auck 2.5" 2TB | 1 3079,00 3386,90
Seagate (STGD2000200)

Mumra 6e3aporoBa Logitech M185/1 754,00 829,40
WL Swift Grey 910-002238
Bceworo 4216,30

4.2.5 CremrycTaTKyBaHHS JIJIs1 HAYKOBUX (€KCTIEPUMEHTAIBHUX) POOIT

Ho crarti «CremycraTkyBaHHsl ISl HAyKOBHX (€KCIEPUMEHTAIBHUX) POOITH
HaJIeXXaTh BUTPATH HA BUTOTOBJICHHS Ta MPUA0aHHA CIEIyCTaTKyBaHHS HEOOXI1THOTO JIJIs
IPOBEICHHS JIOCHIKeHb, TaKOXX BHUTpPAaTH Ha iX MPOEKTYBAaHHS, BUTOTOBJICHHS,
TPAHCIIOPTYBAHHS, MOHTaX Ta BCTAHOBJICHHSI.

BaHaHCOBy BapTiCTB CIICOYCTATKYBAaHHA PO3pPaxOBYEMO 3a CI)OpMy.TIOIOI
k
Bcneu = lel ) Cnp.i ) Ki ' (49)
i=1

Ac ll, — IliHa HpI/I)I6aHH$I O,ZII/IHI/IIIi CIICOYCTAaTKyBaHHA AAaHOI'O BUY, MApKHU, I'PH;

C,,; —KUIbKICTb OJMHMIIb yCTATKyBaHHs BiAIIOBIIHOTO HANMEHYBaHHS, K1 ITpuI0aHi

JUTSI TIPOBEJICHHS JOCIIKSHb, IIIT.;

K; — xoedirieHT, 1m0 BpaxoBy€ JOCTABKY, MOHTaX, HAJATOJKCHHS yCTAaTKyBaHHS
tomo, (K; = 1,10...1,12);

K — KiJIbKiCTh HAafMEHYBaHb yCTaTKYBaHHSI.

Beney = 75563,00 - 11,1 = 83119,30 epn.

OtpumaHi pe3ysbTaTu 3BeAeMO 10 Taonuill 4.8.

4.2.6 IIporpamue 3a0e3neyeHHs JJIs1 HAYKOBUX (€KCIIEPUMEHTAIBHUX) POOIT

Ho crarri «IIporpamue 3a0e3medeHHs ISl HAYKOBUX (€KCIIEPUMEHTAJIHHUX)
poOiT» HaNexaTh BUTPATH HA pO3pOOKY Ta MpUI0aHHS CTICIIAIbHUX MPOTPAMHUX 3aC001B
1 mporpamMHoro 3a0esneyeHHs, (IporpaM, ajaropuTMiB, 0a3 JaHWX) HEOOXITHUX IS
NPOBEJCHHS OCIIPKeHb, TaKOXX BUTpPATH Ha iX MpPOEKTyBaHHs, (OpMyBaHHS Ta

BCTAHOBJICHHAI.
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Tabnuus 4.8 — Burpatu Ha npu0aHHs CHEIyCTaTKyBAaHHS MO KOXKHOMY BUY

. KinbKicTs, [ina 3a Bapricts,
HaiimMeHyBaHHSI yCTaTKyBaHHSI
IIT OJIMHUITIO, TPH TpH
Hoyt6yk Apple MacBook Pro 161 75 563,00 83119,30

Retina, Silver 512GB (MVVL?2)
2019. Intel Core i7

AWS Cloud Computing. XmapHi |2 646,00 1421,20
oOuucneHHs. BipryanabHi MaliiHu

Ubuntu 20.04
Bcroro 84540,50

BaHaHCOBy BapTiCTI) IIporpaMHoOro 33663H€‘I€HH5[ PO3paxoBy€EMO 3a (I)OpMYJ'IOIOZ
Bnpz - Zuinpz ) Cnpz.i ) Ki ' (410)

ne L. — 11iHa NpuaOaHHs OJUHMILI IPOTPaMHOTO 3ac00y 1aHOTO BUAY, I'PH;

C —  KUIBKICTh ~ OJJMHUIIb MPOrPaMHOTO  3a0€3MEUeHHsS  BIJMOBIIHOTO

npe.i
HallMEHYBaHHs, K1 IpUI0aH1 AJi MPOBEACHHS AOCIIKEHb, IIIT.;

K; — xoedillieHT, 110 BpaxoBYy€E 1HCTAJAIIIO, HAJAro/HKEHHs MPOrpaMHOI0 3aco0y
towmo, (K; = 1,10...1,12),;

K — KiTbKicTh HaliMEHYBaHb IPOTPAMHHUX 32CO01B.

B, =7910,00- 11,1 =8701,00 2pn.

OTtpumaHni pe3ysibTaTu 3BefieMo 10 Tadmuili 4.9.

Tabmurs 4.9 — Butpatu Ha npuaOaHHA TPOrPaMHUX 3aC001B MO KOKXHOMY BUIY

HaiimeHyBaHHS TPOrpaMHOI0O KinbkicTs, [lina 3a Bapricts,
3aco0y T OJIMHHUIIIO, TPH I'pH
[Tpuknague nporpamue |1 7910,00 8701,00
3a0€3MeUYeHHS PO3POOKH CUCTEMU
aHamizy
Bcroro 8701,00
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4.2.7 Amopru3ariis o0j1aHaHH, MPOTPaMHUX 3aC001B Ta MPUMIILLIEHb

B chopouieHoMy BUIUIAI aMOPTHU3alLiifHI BiIpaXyBaHHS IO KOXHOMY BHUIY
oOnagHaHHS, TPUMIIMICHh Ta MPOTPAMHOMY 3a0€3MEUEHHI0 TOIO, PO3PAXOBYEMO 3

BUKOPHUCTAHHSAM MPSMOIIHIHHOTO METOTy aMOpTHU3ailii 3a (popmyoro:

_ s L

0061 T .E,

8

(4.11)

ne [[; — GanancoBa BapTiCTh 00JIaHAHHS, MPOTPAMHUX 3aC001B, MPUMIIIEHB TOIIO, K1
BUKOPUCTOBYBAJIUCH JJISI POBEACHHS JOCIIKEHbB, TPH;

tsux — TEPMIH BUKOPUCTAHHS 00JIaJHAHHS, TPOTPAMHIX 3aC001B, MPUMIIIEHb ITi]T 9ac
JIOCIIII)KCHbB, MICSIIIB;

T; — CTpOK KOPHCHOT'O BUKOPUCTaHHs 00J1aTHaHHS, TPOTPAMHUX 3aC001B, TPUMIIIEHB
TOIIO, POKIB.

Ao = (35830,00 - 1) /(2 - 12) = 1492,92 2pmn.

[IpoBeaeH1 po3paxyHKH 3BeIeMO A0 TaOJIHIII.

Tabmuus 4.10 — AMopTu3ailiiiHi BigpaxyBaHHS 110 KOXXHOMY BUIy OOJaHAHHS

Crpox Tepmin o .
HaiimenyBaHHs Baﬂa}.ICOBa KOPHUCHOT'O BUKOPUCTAaHHSA AMOmeamHHI
00J1aTHAHHS BapTICTD, BUKOPUCTAHHS, 00J1aTHAHHS, BUIpaxyBaHHu,
P POKIB MICSIIIB P
[Iporpamuo- 35830,00 2 1 1492,92
00UYHCITIOBATILHUM
KOMILJIEKC
PO3pO0OKH
CUCTEMH aHaJl3y
JTAHUX
Micue omneparopa| 8200,00 5 1 136,67
Crielian3oBaHe
OdicHa 9600,00 4 1 200,00
OprTeXHIKa
Jocmigauipka 500000,00 20 1 2083,33
nabopaTopis
Bcroro 3912,92
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4.2.8 IlanuBo Ta eHepris s HAyKOBO-BUPOOHUYMX LIJIEH

Butparu Ha cuioBy enekTpoeHeprito (B,) po3paxoByeMo 3a GOpMyJIOO:

_ W i .ti 'He.Keni

B, =)

Y
i-1 17;

, (4.12)

ne Wy,- — BCTAHOBJIEHA MOTYXHICTh OOJaIHAHHS Ha BU3HAYEHOMY €TaIll po3po0KkH, KBT;

ti — TpuBasicTh poOOTH O0aAHAHHS HA €Tarl JOCIIKEHHS, TO/;

1], — Bapricth 1 kBT-roguHM eneKTpOeHeprii, T'pH; (BapTICTh EJICKTPOCHEPTii
BU3HAYAETHCS 3 JAHUMH €HeprornocradyaibHoi KoMmmnaii), npuiiMemo L. = 7,20 rpH;

K — xOe(DiieHT, 1110 BpaxoBy€ BUKOPUCTAHHS MOTYKHOCTI, Ky <1,

17i — Koe(ilieHT KopucHOi1 Aii o0nanHanns, 73<l.

B.=0,05-200,0-7,20-0,95/0,97 = 72,00 epn.

[IpoBeneHi po3paxyHKH 3BEIEMO J10 TAOJIHIII.

Tabnuus 4.11 — Butpatu Ha eneKTpOSHEPrito

. Bcranosnena Tpusanicts poboTH,
HailimenyBaHHs 00aiHaHHS . Cyma, rpH
HOTYKHICTb, KBT ros
Hoyt0yx Apple MacBook Pro|0,05 200,0 72,00

16 Retina, Silver 512GB
(MVVL2) 2019. Intel Core i7
[Iporpamuo-o6uucnroBansuuii | 0,42 200,0 604,80
KOMIUIEKC PO3POOKH CHUCTEMU
aHaTI3y JaHUX

Micre onepatopa | 0,10 200,0 144,00
CIIeIiali30BaHe

OdicHa oprrexHika 0,60 5,0 21,60
Bcroro 824,40

4.2.9 City»00B1 BiAPSI>KCHHS

Jo crarti «Ciyk00B1 BIAPSKEHHS» AOCHIAHOI poOOTH Ha TeMy «Mertox
miABUIIEHHS 3axuieHocTi Docker-koHTeitHepiB» HanexkaTh BUTPATU Ha BIJIPSIKEHHS
IMTAaTHUX TPAI[iBHUKIB, TPAI[iBHUKIB OpraHizaimii, sKi MpaImioTh 3a JIOrOBOpaMHU
[IUBUTLHO-TIPABOBOTO XapaKTEpPy, AaCMIPaHTIB, 3aWHITHX PO3POOJICHHSM JOCIIKECHb,

BIJIPSI/DKEHHS, TIOB’S13aH1 3 MPOBEACHHSIM BUIPOOYBaHb MAIlIMH Ta MPUIAAIB, a TAaKOXK
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BUTPAaTU Ha BIAPS/DKEHHS Ha HAyKoBl 3’1314, KOH(EpEHIl, Hapaau, MOB’s3aHl 3

BUKOHAHHSIM KOHKPETHHUX JOCTIIKCHb.
Butparu 3a crarreto «Ciyx00Bi BiapsKeHHs» po3paxoByeMo sk 20...25% Bin

CYMH OCHOBHO1 3ap00ITHOI TJIaTH JIOCHIIHUKIB Ta POOITHUKIB 32 (popMyII010:

H
B,=(3,+3,) —=
. =3,+3) T00% (4.13)

ne H., — Hopma HapaxyBaHHs 3a ctarTero «Ciry>)x00B1 BIIPSALKEHHS Y, TpuiimeMo Hey =
20%.
Beg = (47464,29 + 4517,25) - 20/ 100% = 10396,31 epm.

4.2.10 Butpatu Ha poOOTH, sIKI BAKOHYIOTh CTOPOHHI MiAMPUEMCTBA, YCTAHOBH 1

oprasizarii

Butpatn 3a crarteto «Butpatu Ha poOOTH, SKI BHUKOHYIOTH CTOPOHHI

HiJIPUEMCTBA, YCTAHOBH 1 OpraHizaiiii» BiJICyTHI.

4.2.11 Inun BuTpatu

o cratTi «IH11 BUTpaTn» HanexaTh BUTPATH, SIKI HE 3HAUIUIA BIJOOpAXKEHHS Y
3a3HAUYEHUX CTATTSIX BUTPAT 1 MOXKYTh OyTH BiIHEcCeH1 Oe3mocepelHbO Ha COOIBapTICTh
JOCTIIKEHB 32 IPSIMUMH O3HAKAMHU.

Butparu 3a crarrero «lumi BuTparu» pospaxoByemo sik 50...100% Big cymu
OCHOBHOI{ 3ap00ITHOT IJIATH JOCTIAHUKIB Ta pOOITHUKIB 32 (OPMYJIOO:

I,=(3,+3)- H,,
»”100% (4.14)

ne H,; — HopMma HapaxyBaHHS 3a cTaTTero «[Hmi Butparny, npuiiMemo Hi; = 70%.

I, = (47464,29 + 4517,25) - 70 / 100% = 36387,08 2pn.
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4.2.12 HaknanHi (3araJabHOBUPOOHUY1) BUTPATH

Ho crarti «HakmagHi (3aradpHOBUPOOHWYI) BUTpATH» HAJEXKaTh: BUTPATH,
OB’ s13aH1 3 YIPABIIIHHSIM OPraHi3alli€ro; BUTpaTH Ha BUHAXTHUIITBO Ta paIlloHaTI3allilo;
BUTpATH Ha MiATOTOBKY (NEPEmiAroTOBKY) Ta HaBYAHHS KaJpiB; BUTpPATH, MOB’s3aH1 3
Ha0oOpoM poOOYOi CHIIM; BUTPATH HA OIUIATy MOCTYr OaHKIB; BUTPATH, IMOB’s3aHl 3
OCBOEHHSIM BHUPOOHUIITBA MPOJAYKIIl; BUTPATH HA HAYKOBO-TEXHIUHY 1HGOpPMAIlIIO Ta
pekyiaMy Ta iH.

Butparu 3a crarrero «Haxnaani (3araqibHOBUPOOHUY1) BUTPATU» PO3PAXOBYEMO
sak 100...150% Big cyMH OCHOBHOi 3apOOITHOI IJIATH JOCHIIIHHUKIB Ta POOITHUKIB 3a

dbopmyJioro:

H
B =(3 +3 ) —twe 4.15
e =007 3,) To0% (4.15)

ne H,;; — Hopma HapaxyBaHHs 3a craTTero «HakmagHi (3araibHOBUPOOHMY1) BUTPATHY,
npuiiMemo Hy;, = 100%.

Biuse = (47464,29 + 4517,25) - 100/ 100% = 51981,54 2pH.

Butpatn Ha mnpoBeleHHA HayKOBO-JOCHIIHOI poOoTM Ha Temy «Meroa
MIABUILEHHA 3axunieHocTi Docker-koHTeliHepiB» po3paxoByeMO SK CyMy BCIX

MONEPEIHIX CTaTell BUTpAT 3a GOpMYIIOL0:

B3a2:30+3p+3000+3H+M+K8+B

cney

-I_ Ban + A06fl + B€ + BC@ + BCI’! + 16 -I_ BH36 b (4'16)

B..= 47464,29 +4517,25 +5717,97 +12693,89118 +3297,80 +4216,30 + 84540,50 +
8701,00 + 3912,92 +725,40 +10396,31 +0,00 +36387,08 +51981,54 = 274651,23 2pn.
3arasibH1 BUTpAaTU 3B Ha 3aBEpIlEHHS HAYKOBO-IOCHIIAHOI (HAYKOBO-TEXHIYHOI)

poboTu Ta ohopMIIECHHS 11 pe3yJIbTaTIB PO3PAXOBYETHCS 32 (OPMYJIIOIO:
3B=—"*% (4.17)

1€ 77 - KOe(ILIeHT, SIKUW XapakTepu3ye eran (CTajil0) BUKOHAHHS HAyKOBO-JIOCIHIIHOI
pobotu, nputimemo 7 =0,95.

3B = 274651,23 / 0,95 = 289106,56 2pn.
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4.3 OuiHIOBaHHSA Ba:KJIMBOCTI T2 HAYKOBOI 3HAYMMOCTI HAYKOBO-10CTi/IHOL

podorTu

OmniHIOBaHHS Ta J0BeACHHS €(DeKTUBHOCTI BUKOHAHHS HAYKOBO-JIOCIIAHOT pOOOTH
(GyHIAMEHTAJIBHOTO YU TIOIIYKOBOTO XapakTepy € JOCTAaTHbO CKJIAJHUM MPOIECOM 1
4acTo 0a3y€eThCsl Ha EKCIIEPTHUX OIIHKAX, TOMY Ma€ BIPOT1IHUIA XapakTep.

J{nst oOrpyHTYBaHHS JOLUIBHOCTI BUKOHAHHS HAYKOBO-/IOCI1IHOT POOOTH HA TEMY
«Meton  migBuIeHHs — 3axuiieHocTi  Docker-koHTeiHEpiB»  BUKOPUCTOBYETHCS
CreliaJbHUi KOMIUJIEKCHHMA TTOKAa3HUK, IO BPaXxOBY€E BaKJIMBICTh, PE3yJIbTATUBHICTH
po0OOTH, MOKIUBICTh BIPOBAIXKEHHS 11 pe3ybTaTiB y BUPOOHUIITBO, BEIMUYUHY BUTPAT
Ha poooTYy.

KommnekcHuil mokasHuk K, piBHS HayKOBO-AOCHIIHOI poOOTH MOXe OyTu

pO3paxoBaHuii 3a GOPMYJIOIO:

I".T.-R
K, =—-"5—, 4.18
P B.1 (4.18)
ne | — koedimieHT BaxIuBocTi podotu. [Ipuiimemo 1 =4;

N — koedilicHT BUKOpucTaHHs pe3yipTaris podotu; N=0, konu pesynsTaTu podboTH
He OyayThb BHMKOPHCTOBYBaTHCh, N=1, Kkoaum pe3yiapTatd poOOTH  OyIyTh
BUKODUCTOBYBAaTHUCh  4YacTKoBO; N=2, KOAM pe3ylbTaTH pobOTH  OymyTh
BUKOPHCTOBYBATHUCH B JOCIIIHO-KOHCTPYKTOPCHKUX Po3poOKax; N=3, Kol pe3ysbTaTi
MOXKYTh BHUKOPHUCTOBYBATHCh HaBITh 0€3 MPOBEICHHS IOCIITHO-KOHCTPYKTOPCHKHUX
po3pobok. [Tpuitmemo N=2;

T. — koedinieHT cxiaanocti podoru. [puiimemo T, =3;

R — Koe(iieHT pe3yabTaTUBHOCTI POOOTH; SKIO PE3YyIbTATH POOOTH IJIAHYIOTHCS
BHUIIIC BIJOMHX, TO R = 4 ; SKIIO pe3yJbTaTh pOOOTH BIAMOBIAIOTH BIJIOMOMY PIiBHIO, TO
R =3; SKIIO HIKYE BIIOMHUX pe3ysbTaTiB, T0 R =1. [Ipuiimemo R =4;

B — BapTicTh HAYKOBO-JOCIIIJIHOT pOOOTH, TUC. TpH. [Ipuitmemo B =245702,88 rpH;

t — gac npoBeaeHHs qociipkeHHs. [Ipuiimemo t = 0,08 pokis, (1 Mic.).
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Busnauenns nokasuukis |, N, T¢, R, B, t 3ailicHIOETBCS €KCTIEPTHUM IUIIXOM a00 Ha

OCHOBI HOpMAaTHUBIB [22].

I".T. -R
g ~434/2457:0,08=938

Jgxmo K, >1, ToO HayKOBO-IOCHiIHY poOoTy Ha TeMy «Meron miIBHIICHHS

K, =

3axuieHocti Docker-koHTeiiHepiB» MOXHa BBaXaTH €(QEKTUBHOI 3 BUCOKUM
HAyKOBHUM, TEXHIYHUM 1 EKOHOMIYHUM PIBHEM.

Butpatn Ha mnpoBeleHHS HAyKOBO-JOCHIIHOT poOoTM Ha Temy «Meroa
NiABUINCHHST 3axuiieHocTi Docker-konTteiiHepiB»  ckiamaioTe 245702,88  rpH.
BianoBinHO A0 MPOBENEHOrO aHaii3y Ta pO3paxyHKIB PIBEHb HAyKOBO-EKOHOMIYHOIO
edexTy MpOBENEHOI HAYKOBO-AOCHIIHOI poboTH Ha TeMmy «MeTon mMiABUIIEHHS
3axuieHocti Docker-koHTeliHepiB» € cepenHiii, a AOCTIIKEHHsS] aKTyaJlbHUMU, PIBEHb

JOLUIBHOCTI BHMKOHAHHS HAayKOBO-AOCHIAHOI pobotu K, >1, mo CBIAYUTH PO

NOTEHI1IIHY €EeKTUBHICTh 3 BUCOKUM HayKOBUM, TEXHIYHUM 1 EKOHOMIYHUM PIBHEM.
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BUCHOBKHA

B maricrepcrkiit kBamidikariitHiii poOoTi O0yJI0 IpOBEIeHO KOMIUIEKCHUN aHai3
crany 6e3nexku Docker 3 MeTor0 3MilTHEHHS KOHTEHMHEPHUX cepenoBuil. JlocmiKeHHs
OyJI0 30Cepe/PKeHO Ha po3poOIll CHUCTEeMHOrO MIAXOay J0 TOCHJICHHS Oe3NeKu
koHTerHepiB Docker, BukopucTOBYHO4YM aBTOMartu3ailito Ansible 1 HOTpUMYHOYHCH
Hentpy intepuer-6e3nexku CIS Ubuntu Benchmark Bepcii 20.04.

[lepmnii eram AOCHITKEHHS BKJIOYAB PETEIbHE BUBYCHHS ICHYIOUHX 3aXOJIiB
oe3neku Docker, BusIBIEHHS MOTEHUINHUX BPa3IMBOCTEN Ta OLIHKY 3arajlbHOrO CTaHy
0e3neku KOHTeHHEpPHHUX po3roprank. Lleii aHaii3 3akiiaB OCHOBY AJII pO3POOKH METOMY
YCYHEHHsI IporajuH y 0e3mneli Ta MiBUIIESHHS HaJA1lHOCTI KoHTeiHepiB Docker.

OcHoBHMiIT MeTox Oyna 30cepekeHa Ha 1HTerpauii Ansible, MmOTy>KHOTO
iHcTpyMmenty aBromartmzaliii, Ta CIS Ubuntu Benchmark v20.04. IlneiitGyku Ansible
Oynu BHKOPHCTaHI JUIsl aBTOMAaTW3allii BIPOBA/KEHHS 3aCO0IB KOHTPOJIIO Oe3MeKw,
JOTPUMAaHHSI HaWKpaluxX TMPaKTUK Ta KOPUTYBaHHsS KOH(irypaiii B KOHTEHHepax
Docker. Takox Oyno BukopuctaHo bash mns aBromarmsamii mporeciB. CIS Ubuntu
Benchmark v20.04 wmictuth moBHMII HalOip pexkoMeHAAlllil 1 TECTiB, SIKI CIYTyIOTh
OpIEHTUPOM JIJIs1 BCTAHOBJIEHHS Oe3neYHoi 0a30B0i KOHDirypariii.

Jnst mepeBipkd  €()EKTUBHOCTI 3alpONOHOBAHOTO METOAY Oyl0 BHUKOHAHO
MpaKTUYHE BIPOBA[KCHHS Ta peTeNbHE TecTyBaHHS. PimieHHs mnepenbadano
posropranHsa  mieiidykiB  Ansible 'y  kouteiiHepax Docker, 3acTocyBaHHS
PEKOMEHIOBaHUX KOH(QIrypaiiii Oe3meKku Ta OIIHKY pe3yJNbTaTiB Yy MOPIBHAHHI 3
MONEPETHBO BU3HAYEHUMH KPUTEpIAMH Oe€3leKku. 3a JOMOMOTOI0 TECTYBaHHS
JOCIIKEHHST OYyJI0 TMPOJEMOHCTPOBAHO €(PEKTHUBHICTH PO3POOJIECHOTO PIIICHHS IS
3MEHIIICHHS PU3HKIB OE3MEKH Ta MOKPAIICHHS 3arajiIbHOr0 CTaHy O€3MeKH KOHTEHHEPIB
Docker.

Takum yuHOM, y 111 poboTi OyJ0 mpoaHamizoBaHo JaHamadt 6e3neku Docker,
ajie ¥ 3ampoONOHOBAHO MPAKTUYHY METOJ JJis MiJBUILCHHS Oe3MeKu KOHTEHHEpPIB 3a

nonomororo iHTerpaiii aBromarusailii Ansible ta CIS Ubuntu Benchmark v20.04.
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Pe3ynbTaTu eramy TeCTyBaHHS HaJalu J0Ka3u €(EKTUBHOCTI PIICHHS JJIsI JOCATHEHHS

MIJIBUIICHHS 3aXHUILNEHOCTI B CEPEJOBHUINAX 3 BUKOpUCTaHHSIM Docker-koHTeWHEDIB.
Takox Oyno TpoaHANI30BaHO Ta TMPEJACTABICHO [OIUIBHICTE Ta €()EKTUBHICTH
€KOHOMIYHO1 CKJIaJIOBOT POOOTH.

Pe3ynbTaTu npeacrapiieHi B IbOMY AOCIIKEHHI, TPOIMOHYIOTH IIIHHY 1H(OpMAIIio
JUIS OpraHizarlii, siki MparHyTh ITJABUIIUTH O€3IMeKy CBOiX KOHTEWHEPHHX I0JIaTKiB,

30epirarouu Mpu [bOMY BIJIIOBIIHICTh BCTAHOBJICHUM KPUTEPISIM 1 KpalllUM IMPaKTHKaM.
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Jonatox A
MPOTOKOJI NEPEBIPKH
MATICTEPCBKOI KBAJII®OIKAIJIIHOI POBOTH
HA HASIBHICTb TEKCTOBUMX 3ATIO3UYEHD

Hasa poGotu:  Merox nigumenns 3axnmenocti Docker-koHTeHepiB.

Astop pobotn:  Kosauok Bauecnas Onekcanaposuy

Nokasnnkn 3siTy noiéuocti Unicheck
OpurinansHicts — 91,08 %. Cxoxicrs — 8,92 %.
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JlonaTtok b

Kox po3po06iieHoro mporpaMHOro 3aCTOCYHKY

SCAN DIR="./container-ansible-scan"

ANSIBLE7CONFIGURATION=$(Cat << EOF

- name: CIS

hosts: myhosts

become: yes

remote user: ubuntu

gather facts: no

roles:

- { role: "CIS-Ubuntu-20.04-Ansible"™ }

EOF
)

DOCKER HOSTS IPS=$ (docker ps -g | xargs -n 1 docker inspect \
--format '{{range .NetworkSettings.Networks}}{{.IPAddress}}{{end}}"' \
| sed 's#&"/##')

# Prepare Ansible configuration
mkdir -p $SCAN DIR

echo "S$SANSIBLE CONFIGURATION" > $SCAN DIR/playbook.yaml

cd "$SCAN DIR"
if [ ! =d "./CIS-Ubuntu-20.04-Ansible" ]; then

git clone https://github.com/alivx/CIS-Ubuntu-20.04-Ansible.git
fi

cd CIS-Ubuntu-20.04-Ansible
git checkout CIS v1.1.0

cd ../../
for ip in DOCKER HOSTS IPS
do
echo "[!] Scanning host $ip"
CONTAINER NAME=$ (docker ps —-q | xargs -n 1 docker inspect --format '{{range
.NetworkSettings.Networks}}{{.IPAddress}}{{end}} {{.Name}}' | grep $ip | awk -F

/' '{ print $2 }"')
SSH CONTAINER NAME="docker-server-ssh"
docker run -d --rm -p 2222:22 \
-v /var/run/docker.sock:/var/run/docker.sock \
-e FILTERS='{\"name\":[\"A/${SSH_CONTAINER_NAME}$\"]}' -e
AUTH MECHANISM=noAuth \
—--name $SSH CONTAINER NAME jeroenpeeters/docker-ssh

SSH _SERVER IP=$ (docker inspect --format '{{range
.NetworkSettings.Networks}}{{.IPAddress}}{{end}}" $SSH_CONTAINER_NAME)

ANSIBLE INVENTORY="[myhosts]\n$SSH SERVER IP"
echo $ANSIBLE INVENTORY > "$SCAN DIR/hosts"
cd $SCAN DIR

for 1 in {1..6}
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ansible-playbook -i hosts playbook.yaml -t section$i
SCONTAINER NAME.S$ip.section$i.report

echo "Done!"

done
docker stop docker-server-ssh
sleep (1)

done

echo Reports are generated in the S$SCAN DIR.

-V

tee

77


http://code-industry.net/

78
JlonaTtoxk B

PesynbTaTr ckanyBanHs cexiii Nol B koHTeiHep1

PLAY [CIS] KKK KK A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A AR AR AR AR KRR K KKK

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.1 Ensure mounting of cramfs filesystems is disabled] ***
ok: [172.20.0.4] => {"ansible facts": ({"discovered interpreter python": "/usr/bin/python3"},
"backup": "", "changed": false, "msg": ""}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.1 Ensure mounting of cramfs filesystems is disabled |
modprobe] ***
ok: [172.20.0.4] => {"changed": false, "name": "cramfs", "params": "", "state": "absent"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.2 Ensure mounting of freevxfs filesystems is disabled] ***
ok: [172.20.0.4] => {"backup": "", "changed": false, "msg": ""}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.2 Ensure mounting of freevxfs filesystems is disabled |
modprobe] ***

ok: [172.20.0.4] => {"changed": false, "name": "freevxfs", "params": "", "state": "absent"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.3 Ensure mounting of jffs2 filesystems is disabled] ***
ok: [172.20.0.4] => {"backup": "", "changed": false, "msg": ""}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.3 Ensure mounting of jffs2 filesystems is disabled] ***
ok: [172.20.0.4] => {"changed": false, "name": "jffs2", "params": "", "state": "absent"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.4 Ensure mounting of hfs filesystems is disabled] ***

changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line added"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.4 Ensure mounting of hfs filesystems 1is disabled
modprobe] ***

ok: [172.20.0.4] => {"changed": false, "name": "hfs", "params": "", "state": "absent"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.5 Ensure mounting of hfsplus filesystems is disabled] ***
changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line added"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.5 Ensure mounting of hfsplus filesystems is disabled |
modprobe] ***
ok: [172.20.0.4] => {"changed": false, "name": "hfsplus", "params": "", "state": "absent"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.6 Ensure mounting of squashfs filesystems is disabled] ***
skipping: [172.20.0.4] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.6 Ensure mounting of squashfs filesystems is disabled |
modprobe] ***

skipping: [172.20.0.4] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.7 Ensure mounting of udf filesystems is disabled] ***

changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line added"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.7 Ensure mounting of udf filesystems is disabled
modprobe] ***

ok: [172.20.0.4] => {"changed": false, "name": "udf", "params": "", "state": "absent"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.7 Ensure mounting of FAT filesystems is limited] ***
changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line added"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.1.7 Ensure mounting of FAT filesystems is limited | modprobe]
* K x

fatal: [172.20.0.4]: FAILED! => {"changed": false, "msg": "modprobe: FATAL: Module vfat is
builtin.\n", "name": "vfat", "params": "", "rc": 1, "state": "absent", "stderr": "modprobe: FATAL:
Module vfat is builtin.\n", "stderr lines": ["modprobe: FATAL: Module vfat is builtin."],
"stdout": "", "stdout lines": []}

..ignoring
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TASK [CIS-Ubuntu-20.04-Ansible : 1.1.2 Ensure /tmp is configured] ******xksxksxk

changed: [172.20.0.4] => {"changed": true, "checksum":
"996d1lda8dccde51£23657745a2feb2f5b4ee3e69", "dest": "/etc/systemd/system/tmp.mount", "gid": O,
"group": "root", "md5S5sum": "d5f00e8£f3f8a3a820ec32el02£57716b", "mode": "0644", "owner": "root",
"size": 805, "src": "/usr/share/systemd/tmp.mount", "state": "file", "uid": 0}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.2 Ensure /tmp is configured | edit file] ***
changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line replaced"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.2 Ensure /tmp is configured | reload demon] ***
ok: [172.20.0.4] => {"changed": false, "name": null, "status": {}}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.2 Ensure /tmp is configured | enable and start tmp.mount]
* k x

changed: [172.20.0.4] => {"changed": true, "enabled": true, "name": "tmp.mount", "state":
"started", "status": {"ActiveEnterTimestampMonotonic": "0", "ActiveExitTimestampMonotonic": "0",
"ActiveState": "inactive", "After": "-.mount system.slice systemd-journald.socket swap.target",
"AllowIsolate": "no", "AllowedCPUs": "", "AllowedMemoryNodes": "", "AmbientCapabilities": "",
"AssertResult": "no", "AssertTimestampMonotonic": "o, "Before": "local-fs.target
e2scrub_reap.service basic.target logrotate.service systemd-resolved.service open-vm-
tools.service systemd-logind.service systemd-timesyncd.service umount.target
ModemManager.service", "BlockIOAccounting": "no", "BlockIOWeight": "[not set]", "CPUAccounting":
"no", "CPUAffinity": "", V"CPUAffinityFromNUMA": "no", "CPUQuotaPerSecUSec": "infinity",
"CPUQuotaPeriodUSec": "infinity", "CPUSchedulingPolicy": "0", "CPUSchedulingPriority": "O0",
"CPUSchedulingResetOnFork": "no", "CPUShares": "[not set]", "CPUUsageNSec": "[not set]",
"CPUWeight": "[not set]", "CacheDirectoryMode": "0755", "CanIsolate": "no", "CanReload": "yes",
"CanStart": "yes", "CanStop": "yes", "CapabilityBoundingSet": "cap chown cap dac_ override
cap_dac_read search cap_fowner cap_fsetid cap_kill cap_setgid cap_setuid cap_setpcap

cap_linux immutable cap net bind service cap net broadcast cap net admin cap net raw cap_ipc lock
cap_ipc_owner cap_sys _module cap sys_rawio cap_sys_chroot cap_sys_ptrace cap_sys_pacct
cap_sys_admin cap sys boot cap sys nice cap_sys resource cap_sys_time <cap sys tty config
cap_mknod cap lease cap_audit write cap_ audit control cap setfcap cap mac override cap mac admin
cap_syslog cap wake alarm cap_block suspend cap_audit read 0x26 0x27 0x28", "CollectMode":
"inactive", "ConditionResult": "no", "ConditionTimestampMonotonic": "o",
"ConfigurationDirectoryMode": "Q755", "Conflicts": "umount.target", "ControlPID": "o,
"DefaultDependencies": "no", "DefaultMemoryLow": "0", "DefaultMemoryMin": "0", "Delegate": "no",
"Description": "Temporary Directory (/tmp)", "DevicePolicy": "auto", "DirectoryMode": "0755",
"Documentation": "https://systemd.io/TEMPORARY DIRECTORIES man:file-hierarchy (7)
https://www.freedesktop.org/wiki/Software/systemd/APIFileSystems", "DynamicUser": "no",
"EffectiveCPUs": "", "EffectiveMemoryNodes": "", "FailureAction": "none", "FinalKillSignal": "9",
"ForceUnmount": "no", "FragmentPath": "/etc/systemd/system/tmp.mount", "GID": "[not set]",
"IOAccounting": "no", "IOReadBytes": "18446744073709551615", "IOReadOperations":
"18446744073709551615", "IOSchedulingClass": "0", "IOSchedulingPriority": "0", "IOWeight": "[not
set]", "IOWriteBytes": "18446744073709551615", "IOWriteOperations": "18446744073709551615",
"IPAccounting": "no", "IPEgressBytes": " [no datal", "IPEgressPackets": " [no datal",
"IPIngressBytes": "[no data]l]", "IPIngressPackets": "[no datal", "Id": "tmp.mount",
"IgnoreOnIsolate": "yes", "IgnoreSIGPIPE": "yes", "InactiveEnterTimestampMonotonic": "o,
"InactiveExitTimestampMonotonic": "0", "JobRunningTimeoutUSec": "infinity", "JobTimeoutAction":
"none", "JobTimeoutUSec": "infinity", "KeyringMode": "shared", "KillMode": "control-group",
"KillSignal™: "15", "LazyUnmount": "no", "LimitAS": "infinity", "LimitASSoft": "infinity",
"LimitCORE": "infinity", "LimitCORESoft": "o, "LimitCPU": "infinity", "LimitCPUSoft":
"infinity", "LimitDATA": "infinity", "LimitDATASoft": "infinity", "LimitFSIZE": "infinity",
"LimitFSIZESoft": "infinity", "LimitLOCKS": "infinity", "LimitLOCKSSoft": "infinity",
"LimitMEMLOCK" : "65536", "LimitMEMLOCKSoft": "65536", "LimitMSGQUEUE" : "819200",
"LimitMSGQUEUESoft": "819200", "LimitNICE": "0", "LimitNICESoft": "O", "LimitNOFILE": "524288",
"LimitNOFILESoft": "1024", "LimitNPROC" : "3754", "LimitNPROCSoft": "3754", "LimitRSS":
"infinity", "LimitRSSSoft": "infinity", "LimitRTPRIO": "o, "LimitRTPRIOSoft": "o,
"LimitRTTIME" : "infinity", "LimitRTTIMESoft": "infinity", "LimitSIGPENDING" : "3754",
"LimitSIGPENDINGSoft": "3754", "LimitSTACK": "infinity", "LimitSTACKSoft": "8388608",
"LoadState": "loaded", "LockPersonality": "no", "LogLevelMax": "-1", "LogRateLimitBurst": "O",
"LogRateLimitIntervalUSec": "o", "LogsDirectoryMode": "0755", "MemoryAccounting": "yes",

"MemoryCurrent": "[not set]", "MemoryDenyWriteExecute": no "MemoryHigh": "infinity",

"MemoryLimit": "infinity", "MemoryLow" : "o", "MemoryMax" : "infinity", "MemoryMin": "o,
"MemorySwapMax": "infinity", "MountAPIVFS": "no", "MountFlags": "", "NUMAMask": "", "NUMAPolicy":
"n/a", "Names": "tmp.mount", "NeedDaemonReload": "no", "Nice": "O", "NoNewPrivileges": "no",
"NonBlocking": "no", "OOMScoreAdijust": "o, "OnFailureJobMode": "replace", "Options":

"mode=1777,strictatime,nosuid, nodev, noexec,size=1G", "Perpetual": no", "PrivateDevices": "no",
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"PrivateMounts": no", "PrivateNetwork": no", "PrivateTmp": "no", "PrivateUsers": no",
"ProtectControlGroups": "no", "ProtectHome": "no", "ProtectHostname": "no", "ProtectKernellLogs":
"no", "ProtectKernelModules": "no", "ProtectKernelTunables": "no", "ProtectSystem": "no",
"RefuseManualStart": "no", "RefuseManualStop": "no", "RemoveIPC": "no", "RequiredBy": "systemd-
timesyncd.service e2scrub_reap.service systemd-resolved.service ModemManager.service
logrotate.service systemd-logind.service open-vm-tools.service", "Requires": "-.mount
system.slice", "RequiresMountsFor": "/", "RestartKillSignal": "15", "RestrictNamespaces": "no"
"RestrictRealtime": "no", "RestrictSUIDSGID": "no", "Result": "success", "RuntimeDirectoryMode":
"0755", "RuntimeDirectoryPreserve": "no", "SameProcessGroup": "yes", "SecureBits": "o,
"SendSIGHUP": "no", "SendSIGKILL": "yes", "Slice": "system.slice", "SloppyOptions": "no",
"StandardError": "inherit", "StandardInput": "null", "StandardInputData": "", "StandardOutput":
"journal", "StartLimitAction": "none", "StartLimitBurst": "5", "StartLimitIntervalUSec": "10s",
"StartupBlockIOWeight": "[not set]", "StartupCPUShares": "[not set]", "StartupCPUWeight": "[not
set]", "StartupIOWeight": "[not set]", "StateChangeTimestamp": "Sat 2023-12-09 15:35:11 UTC",
"StateChangeTimestampMonotonic": "43447561", "StateDirectoryMode": "0755", "StopWhenUnneeded":
"no", "SubState": "dead", "SuccessAction": "none", "SyslogFacility": "3", "SyslogLevel": "6",
"SyslogLevelPrefix": "yes", "SyslogPriority": "30", "SystemCallErrorNumber": "0", "TTYReset":
"no", "TTYVHangup": "no", "TTYVTDisallocate": "no", "TasksAccounting": "yes", "TasksCurrent":
"[not set]", "TasksMax": "1126", "TimeoutCleanUSec": "infinity", "TimeoutUSec": "lmin 30s",
"TimerSlackNSec": "50000", "Transient": "no", "Type": "tmpfs", "UID": "[not set]", "UMask":
"0022"™, "UnitFilePreset": "enabled", "UnitFileState": "disabled", "UtmpMode": "init", "WantedBy":
"basic.target", "WatchdogSignal": "6", "What": "tmpfs", "Where": "/tmp"}}
TASK [CIS-Ubuntu-20.04-Ansible : 1.1.6 Ensure /dev/shm is configured
1.1.7 Ensure nodev option set on /dev/shm partition
1.1.8 Ensure nosuid option set on /dev/shm partition
1.1.9 Ensure noexec option set on /dev/shm partition] ***
changed: [172.20.0.4] => {"backup file": "", "boot": "yes", "changed": true, "dump": "0", "fstab":
"/etc/fstab", "fstype": "tmpfs", "name": "/dev/shm", "opts": "defaults,nodev,nosuid,noexec",
"passno": "0", "src": "tmpfs"}
TASK [CIS-Ubuntu-20.04-Ansible : 1.1.10 Ensure separate partition exists for /var] ***
ok: [172.20.0.4] => {

"msg": "during setup step\nFor new installations, during installation create a custom partition

setup and specify a\nseparate partition for /var .\nFor systems that were previously installed,
create a new partition and configure\n/etc/fstab as appropriate."

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.12 Ensure nodev option set on /var/tmp partitions] ***

changed: [172.20.0.4] => {"changed": true, "cmd": "mount | grep \"on /var/tmp\" && true ||
true\n", "delta": "0:00:00.005782", "end": "2023-12-09 16:04:40.062983", "msg": "", "rc": O,
"start": "2023-12-09 16:04:40.057201", ‘"stderr": "', ‘"stderr lines": [], “stdout": "",

"stdout lines": []}

TASK [CIS-Ubuntu-20.04-Ansible : /var/tmp partitions] ** %k %k &k ko kkkokkokkkkkkkkkk*
ok: [172.20.0.4] => {
"msg": []

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.15 Ensure separate partition exists for /var/log] ***
ok: [172.20.0.4] => {

"msg": "For new installations, during installation create a custom partition setup and specify
a separate partition"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.16 Ensure separate partition exists for /var/log/audit] ***
ok: [172.20.0.4]1 => {

"msg": "For new installations, during installation create a custom partition setup and specify
a separate partition"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.17 Ensure separate partition exists for /home] ***
ok: [172.20.0.4] => {

"msg": "For new installations, during installation create a custom partition setup and specify
a separate partition"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.18 Ensure nodev option set on /home partition] ***
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ok: [172.20.0.4] => {
"msg": "For new installations, during installation create a custom partition setup and specify
a separate partition"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.19 Ensure nodev option set on removable media partitions]
* * *
ok: [172.20.0.4] => {

"msg": "For new installations, during installation create a custom partition setup and specify
a separate partition"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.20 Ensure nosuid option set on removable media partitions]
* Kk k
ok: [172.20.0.4]1 => {

"msg": "For new installations, during installation create a custom partition setup and specify
a separate partition"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.21 Ensure noexec option set on removable media partitions]
* KKk
ok: [172.20.0.4] => {

"msg": "For new installations, during installation create a custom partition setup and specify

a separate partition"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.22 Ensure sticky bit is set on all world-writable directories
| get info] ***
changed: [172.20.0.4] => {"changed": true, "cmd": "df --local -P | awk '{if (NR!=1l) print $6}' |

xargs -I '{}' find '{}' -xdev -type d \\( -perm -0002 -a ! -perm -1000 \\) 2>/dev/null\n",
"delta": "0:00:03.347229", "end": "2023-12-09 16:04:44.961464", "msg": "", "rc": 0, "start":
"2023-12-09 16:04:41.614235", "stderr": "", "stderr lines": [], "stdout": "", "stdout lines": []}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.22 Ensure sticky bit is set on all world-writable directories
| fix] ***

skipping: [172.20.0.4] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.23 Disable Automounting | service disable] ***

fatal: [172.20.0.4]: FAILED! => {"changed": false, "msg": "Could not find the requested service
autofs: host"}
...lgnoring

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.23 Disable Automounting | package remove] ***
ok: [172.20.0.4] => {"changed": false}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.24 Disable USB Storage | modprobe] **#*x*x#xx*
changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line added"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.1.24 Disable USB Storage] **x*&xkdxkdxkdxkdxk

ok: [172.20.0.4] => {"changed": false, "name": "usb-storage", "params": "", "state": "absent"}
TASK [CIS-Ubuntu-20.04-Ansible : 1.2.1 Ensure package manager repositories are configured] ***
ok: [172.20.0.4] => {

"msg": "Run the following command and verify package repositories are configured correctly\n>

apt-cache policy\nRemediation:\nConfigure your package manager repositories according to site
policy\n"
}

TASK [CIS-Ubuntu-20.04-Ansible : 1.2.2 Ensure GPG keys are configured] ****xksxx*
ok: [172.20.0.4] => {

"msg": "Audit:\nVerify GPG keys are configured correctly for your package manager:\n> apt-key
list\nRemediation:\nUpdate your package manager GPG keys in accordance with site policy.\n"

}

TASK [CIS-Ubuntu-20.04-Ansible : 1.3.1 Ensure sudo is installed] ****x*xkkkkkkkkk*
ok: [172.20.0.4] => {"cache update time": 1698270825, "cache updated": false, "changed": false}

TASK [CIS-Ubuntu-20.04-Ansible : 1.3.2 Ensure sudo commands use pty] ***xkxdxkdxk
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changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line added"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.3.3 Ensure sudo log file exists] *x*axkdxkdxk
changed: [172.20.0.4] => {"backup": "", "changed": true, "msg": "line added"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.3.1 Ensure AIDE is installed] *****kkxxkkkkkx
changed: [172.20.0.4] => {"cache_update_time": 1698270825, "cache_updated": false, "changed":

true, "stderr": "Can't  exec \"/tmp/ssl-cert.config.mBH9HZ\": Permission  denied at
/usr/share/perl/5.30/IPC/Open3.pm line 281.\nopen2: exec of /tmp/ssl-cert.config.mBHI9HZ configure
failed: Permission denied at /usr/share/perl5/Debconf/ConfModule.pm line 59.\n", "stderr_lines":
["Can't exec \"/tmp/ssl-cert.config.mBH9HZ\": Permission denied at
/usr/share/perl/5.30/IPC/Open3.pm line 281.", ‘"open2: exec of /tmp/ssl-cert.config.mBH9HZ
configure failed: Permission denied at /usr/share/perl5/Debconf/ConfModule.pm 1line 59."1],
"stdout": "Reading package lists...\nBuilding dependency tree...\nReading state

information...\nThe following additional packages will be installed:\n bsd-mailx liblockfile-
bin liblockfilel postfix ssl-cert\nSuggested packages:\n figlet procmail postfix-mysql postfix-

pgsql postfix-ldap postfix-pcre\n postfix-lmdb postfix-sqlite sasl2-bin | dovecot-common
resolvconf\n postfix-cdb postfix-doc openssl-blacklist\nThe following NEW packages will be
installed:\n aide aide-common bsd-mailx Tliblockfile-bin 1liblockfilel postfix ssl-cert\n0

upgraded, 7 newly installed, © to remove and 0O not upgraded.\nNeed to get 2135 kB of
archives.\nAfter this operation, 7494 kB of additional disk space will be used.\nGet:1 http://eu-
west-2.ec2.archive.ubuntu.com/ubuntu focal-updates/main amd64 aide amd64 0.16.1-lubuntu®.1 [765
kB]\nGet:2 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu focal/main amd64 ssl-cert all 1.0.39
[17.0 kBI\nGet:3 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu focal-updates/main amd64 postfix
amd64  3.4.13-Oubuntul.2 [1201 kBI\nGet:4 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu
focal/main amd64 liblockfile-bin amd64 1.16-1.1 [11.7 kBI\nGet:5 http://eu-west-
2.ec2.archive.ubuntu.com/ubuntu focal/main amd64 liblockfilel amd64 1.16-1.1 [6680 B]\nGet:6
http://eu-west-2.ec2.archive.ubuntu.com/ubuntu  focal/main amd64 bsd-mailx amd64 8.1.2-
0.20180807cvs-1 [67.2 kB]\nGet:7 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu focal-
updates/main amd64 aide-common all 0.16.1-lubuntu@.1 [66.4 kBI\nPreconfiguring packages
...\nFetched 2135 kB in 0s (29.1 MB/s)\nSelecting previously unselected package aide.\r\n(Reading
database ... \r(Reading database ... 5%\r(Reading database ... 10%\r(Reading database

15%\r(Reading database ... 20%\r(Reading database ... 25%\r(Reading database ... 30%\r(Reading
database ... 35%\r(Reading database ... 40%\r(Reading database ... 45%\r(Reading database

50%\r(Reading database ... 55%\r(Reading database ... 60%\r(Reading database ... 65%\r(Reading
database ... 70%\r(Reading database ... 75%\r(Reading database ... 80%\r(Reading database

85%\r(Reading database ... 90%\r(Reading database ... 95%\r(Reading database ... 100%\r(Reading
database ... 62002 files and directories currently installed.)\r\nPreparing to unpack .../0-
aide_0.16.1-1ubuntu@.1_amd64.deb ...\r\nUnpacking aide (0.16.1-1ubuntu@.1) ...\r\nSelecting
previously unselected package ssl-cert.\r\nPreparing to unpack .../1-ssl-cert_1.0.39_all.deb
...\r\nUnpacking ssl-cert (1.0.39) ...\r\nSelecting previously unselected package
postfix.\r\nPreparing to unpack .../2-postfix_3.4.13-0ubuntul.2_amd64.deb ...\r\nUnpacking
postfix (3.4.13-Oubuntul.2) ...\r\nSelecting previously unselected package Tliblockfile-
bin.\r\nPreparing to unpack .../3-liblockfile-bin_1.16-1.1_amd64.deb ...\r\nUnpacking
liblockfile-bin (1.16-1.1) ...\r\nSelecting previously unselected package
liblockfilel:amd64.\r\nPreparing to unpack .../4-liblockfilel_1.16-1.1_amd64.deb
...\r\nUnpacking liblockfilel:amd64 (1.16-1.1) ...\r\nSelecting previously unselected package
bsd-mailx.\r\nPreparing to unpack .../5-bsd-mailx_8.1.2-0.20180807cvs-1_amd64.deb
...\r\nUnpacking bsd-mailx (8.1.2-0.20180807cvs-1) ...\r\nSelecting previously unselected package
aide-common.\r\nPreparing to unpack .../6-aide-common_0.16.1-1ubuntu®.1_all.deb ...\r\nUnpacking
aide-common (0.16.1-1ubuntu®.1) ...\r\nSetting up aide (0.16.1-1lubuntu®.1) ...\r\nSetting up
liblockfile-bin (1.16-1.1) ...\r\nSetting up ssl-cert (1.0.39) ...\r\nSetting up postfix (3.4.13-
Oubuntul.2) ...\r\nAdding group “postfix' (GID 121) ...\r\nDone.\r\nAdding system user ~“postfix'
(UID 114) ...\r\nAdding new user “postfix' (UID 114) with group “postfix' ...\r\nNot creating
home directory “/var/spool/postfix'.\r\nCreating /etc/postfix/dynamicmaps.cf\r\nAdding group
“postdrop’ (GID 122) ...\r\nDone.\r\nsetting myhostname: ip-172-31-32-140.eu-west-
2.compute.internal\r\nsetting alias maps\r\nsetting alias database\r\nchanging /etc/mailname to
ip-172-31-32-140.eu-west-2.compute.internal\r\nsetting myorigin\r\nsetting destinations:
$myhostname, ip-172-31-32-140.eu-west-2.compute.internal, localhost.eu-west-2.compute.internal,
, localhost\r\nsetting relayhost: \r\nsetting mynetworks: 127.0.0.0/8 [::ffff:127.0.0.0]/104
[::11/128\r\nsetting mailbox_size_limit: 0\r\nsetting recipient_delimiter: +\r\nsetting
inet_interfaces: all\r\nsetting inet_protocols: all\r\n/etc/aliases does not exist, creating
it.\r\nWARNING: /etc/aliases exists, but does not have a root alias.\r\n\r\nPostfix (main.cf) is
now set up with a default configuration. If you need to \r\nmake changes, edit
/etc/postfix/main.cf (and others) as needed. To view \r\nPostfix configuration values, see
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postconf(1).\r\n\r\nAfter modifying main.cf, be sure to run 'systemctl reload
postfix'.\r\n\r\nRunning newaliases\r\nCreated symlink /etc/systemd/system/multi-
user.target.wants/postfix.service > /1ib/systemd/system/postfix.service.\r\nSetting up

liblockfilel:amd64 (1.16-1.1) ...\r\nSetting up bsd-mailx (8.1.2-0.20180807cvs-1) ...\r\nupdate-
alternatives: using /usr/bin/bsd-mailx to provide /usr/bin/mailx (mailx) in auto mode\r\nSetting
up aide-common (0.16.1-1ubuntu®.1) ...\r\n\r\nCreating config file /etc/cron.daily/aide with new
version\r\n\r\nCreating config file /etc/default/aide with new version\r\n\r\nCreating config
file /etc/aide/aide.conf.d/31_aide_adjtime with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_util-linux  with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_munin-nodes with new version\r\n\r\nCreating ~config file
/etc/aide/aide.conf.d/31_aide_proftpd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_tetex-bin with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_slrn with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_acpid with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_opie-server with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_aide with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_initramfs-tools with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_dovecot with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_nagios2 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_cron-apt with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_openvpn with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_apache2 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_nagios3 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_clamav with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_systemd_journal with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_privoxy with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_isc-dhcp-client with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_ssh-server with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_amavisd-new with new version\r\n\r\nCreating ~config file
/etc/aide/aide.conf.d/31_aide_postgresql with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_lastlog with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_xfree86-common with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/70_aide_run with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_mlocate with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_wtmp with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_isc-dhcp-server with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/10_aide_constants with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_apt with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_btmp with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_initscripts with new version\r\n\r\nCreating <config file
/etc/aide/aide.conf.d/31_aide_logrotate with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_ifplugd with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_cereal with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_dokuwiki with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_exim4_logs  with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_mdadm with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_rsyslog with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/10_aide_run with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_spamassassin with new version\r\n\r\nCreating <config file
/etc/aide/aide.conf.d/31_aide_debsecan with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_cron with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_findutils with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_rkhunter with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_ddclient with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_resolvconf  with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_boinc-client with new version\r\n\r\nCreating <config file
/etc/aide/aide.conf.d/31_aide_apt-listbugs with new version\r\n\r\nCreating «config file

/etc/aide/aide.conf.d/31_aide_nslcd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_cracklib-runtime with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_exim4 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/99_aide_root with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_nfs with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_gnupg with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_screen with new version\r\n\r\nCreating config file
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/etc/aide/aide.conf.d/31_aide_lib-init-rw with new version\r\n\r\nCreating ~config file

/etc/aide/aide.conf.d/31_aide_sudo with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/70_aide_dev with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/30_inn2_vars with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_cups with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_root-dotfiles with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/30_aide_apache2 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_samba with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_at with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_tiger with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/70_aide_etc with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_dlocate with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_x11-common  with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_fcron with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_run_systemd_netif with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_pm-utils with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_x11-xkb-utils with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_slapd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_xdm with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_pcscd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_apt-listchanges with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/70_aide_proc_sys with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_etckeeper with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_torrus with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_apcupsd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_postfix with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_php7 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_dbus with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_vpnc with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_anubis with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_apt-show-versions with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_apt_frqchg with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_libvirt-bin with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_laptop-mode-tools with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_console-log with new version\r\n\r\nCreating <config file
/etc/aide/aide.conf.d/10_aide_year with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_squid with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_systemd_sessions with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_checksecurity with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_snmpd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_lvm2 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_runuser with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_svn-server with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_atop with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_mysql-server with new version\r\n\r\nCreating «config file
/etc/aide/aide.conf.d/31_aide_modules with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_bind9 with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_mailman with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_rngd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_kerberos with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/10_aide_distribution with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/30_aide_bind9 with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_aptitude with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_smokeping with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_man with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_apt-file with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_inetd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_apache with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_libapache2-mod-fastcgi with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_rsnapshot with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_anacron with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/10_aide_prevyear with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_inn2 with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_ifupdown with new version\r\n\r\nCreating config file


http://code-industry.net/

85

/etc/aide/aide.conf.d/31_aide_run_systemd_resolve with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_mail with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_hald with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_ippl with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/10_aide_hostname with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_trac with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_amanda-server with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_debconf with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_xinetd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_network with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_udev with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_nscd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/70_aide_tmp with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_mtab with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_lighttpd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/70_aide_var with new version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_aptitude_frqchg with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_php-common  with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_ntp-server with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_amanda-client with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_crack with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_webalizer with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_clamav-freshclam with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_utmp with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_smartmontools with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_ssh-agent with new  version\r\n\r\nCreating config file

/etc/aide/aide.conf.d/31_aide_portmap with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_postgrey with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_pam_motd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_dpkg with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_alsa with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_wpasupplicant with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_logcheck with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_hapsd with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_nrpe with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_tt-rss with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_munin with new version\r\n\r\nCreating config file
/etc/aide/aide.conf.d/31_aide_fail2ban with new version\r\n\r\nCreating config file

/etc/aide/aide.settings.d/10_aide_sourceslist with new version\r\n\r\nCreating config file
/etc/aide/aide.settings.d/31_aide_trac_settings with new version\r\n\r\nCreating config file
/etc/aide/aide.settings.d/31_aide_svn-server_settings with new version\r\n\r\nCreating config
file /etc/aide/aide.settings.d/31_aide_apt_settings with new version\r\n\r\nCreating config file
/etc/aide/aide.conf with new version\r\nProcessing triggers for rsyslog (8.2001.0-1ubuntul.3)
...\r\nProcessing triggers for ufw (0.36-6ubuntul.l1) ...\r\nProcessing triggers for systemd
(245.4-4ubuntu3.22) ...\r\nProcessing triggers for man-db (2.9.1-1) ...\r\nProcessing triggers
for libc-bin (2.31-Oubuntu9.12) ...\r\n", "stdout_lines": ["Reading package lists...", "Building
dependency tree...", "Reading state information...", "The following additional packages will be
installed:", " bsd-mailx liblockfile-bin liblockfilel postfix ssl-cert", "Suggested packages:",
" figlet procmail postfix-mysql postfix-pgsql postfix-ldap postfix-pcre", " postfix-lmdb
postfix-sqlite sasl2-bin | dovecot-common resolvconf", " postfix-cdb postfix-doc openssl-
blacklist", "The following NEW packages will be installed:", " aide aide-common bsd-mailx
liblockfile-bin liblockfilel postfix ssl-cert", "0 upgraded, 7 newly installed, 0 to remove and
0 not upgraded.", "Need to get 2135 kB of archives.", "After this operation, 7494 kB of additional
disk space will be used.", "Get:1 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu focal-
updates/main  amd64 aide amd64 0.16.1-lubuntu®@.1 [765 kB]", "Get:2 http://eu-west-
2.ec2.archive.ubuntu.com/ubuntu focal/main amd64 ssl-cert all 1.0.39 [17.0 kB]", "Get:3 http://eu-
west-2.ec2.archive.ubuntu.com/ubuntu focal-updates/main amd64 postfix amd64 3.4.13-Oubuntul.2
[1201 kBI]", "Get:4 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu focal/main amd64 liblockfile-
bin amdé64 1.16-1.1 [11.7 kB]", "Get:5 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu focal/main

amd64 liblockfilel amd64 1.16-1.1 [6680 BI1", "Get:6 http://eu-west-
2.ec2.archive.ubuntu.com/ubuntu focal/main amdé64 bsd-mailx amd64 8.1.2-0.20180807cvs-1 [67.2
kB]", "Get:7 http://eu-west-2.ec2.archive.ubuntu.com/ubuntu focal-updates/main amd64 aide-common
all 0.16.1-1ubuntu®.1 [66.4 kB]", "Preconfiguring packages ...", "Fetched 2135 kB in 0s (29.1

MB/s)", "Selecting previously unselected package aide.", "(Reading database "(Reading
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database ... 5%", "(Reading database ... 10%", "(Reading database ... 15%", "(Reading database
. 20%", "(Reading database ... 25%", "(Reading database ... 30%", "(Reading database ... 35%",
"(Reading database ... 40%", "(Reading database ... 45%", "(Reading database ... 50%", "(Reading
database ... 55%", "(Reading database ... 60%", "(Reading database ... 65%", "(Reading database
. 70%", "(Reading database ... 75%", "(Reading database ... 80%", "(Reading database ... 85%",
"(Reading database ... 90%", "(Reading database ... 95%", "(Reading database ... 100%", "(Reading
database ... 62002 files and directories currently installed.)", "Preparing to unpack .../0-
aide_0.16.1-1ubuntu@.1_amd64.deb ...", "Unpacking aide (0.16.1-1ubuntu@®.1) ...", "Selecting
previously unselected package ssl-cert.", "Preparing to unpack .../l-ssl-cert_1.0.39_all.deb
.", "Unpacking ssl-cert (1.0.39) ...", "Selecting previously unselected package postfix.",
"Preparing to unpack .../2-postfix_3.4.13-0Oubuntul.2_amd64.deb ...", "Unpacking postfix (3.4.13-
Oubuntul.2) ...", "Selecting previously unselected package liblockfile-bin.", "Preparing to unpack
.../3-liblockfile-bin_1.16-1.1_amd64.deb ...", "Unpacking 1liblockfile-bin (1.16-1.1) ...",
"Selecting previously unselected package 1liblockfilel:amd64.", "Preparing to unpack .../4-
liblockfilel_1.16-1.1_amd64.deb ...", "Unpacking liblockfilel:amd64 (1.16-1.1) ...", "Selecting
previously unselected package bsd-mailx.", "Preparing to unpack .../5-bsd-mailx_8.1.2-
0.20180807cvs-1_amd64.deb ...", "Unpacking bsd-mailx (8.1.2-0.20180807cvs-1) ...", "Selecting
previously unselected package aide-common.", "Preparing to unpack .../6-aide-common_0.16.1-
lubuntu@.1_all.deb ...", "Unpacking aide-common (0.16.1-lubuntu®.1) ...", "Setting up aide
(0.16.1-1ubuntu®.1) ...", "Setting up liblockfile-bin (1.16-1.1) ...", "Setting up ssl-cert
(1.0.39) ...", "Setting up postfix (3.4.13-Oubuntul.2) ...", "Adding group ~“postfix' (GID 121)
.", "Done.", "Adding system user “postfix' (UID 114) ...", "Adding new user “postfix' (UID 114)
with group “postfix' ...", "Not creating home directory ~/var/spool/postfix'.", "Creating
/etc/postfix/dynamicmaps.cf", "Adding group ‘“postdrop' (GID 122) ...", "Done.", '"setting
myhostname: ip-172-31-32-140.eu-west-2.compute.internal"”, "setting alias maps", "setting alias
database", "changing /etc/mailname to ip-172-31-32-140.eu-west-2.compute.internal”, "setting
myorigin", “setting destinations: $myhostname, ip-172-31-32-140.eu-west-2.compute.internal,
localhost.eu-west-2.compute.internal, , localhost", "setting relayhost: ", "setting mynetworks:
127.0.0.0/8 [::ffff:127.0.0.0]1/104 [::1]1/128", ‘“setting mailbox_size_limit: 0", “"setting
recipient_delimiter: +", ‘"setting inet_interfaces: all", "setting inet_protocols: all",
"/etc/aliases does not exist, creating it.", "WARNING: /etc/aliases exists, but does not have a
root alias.", "", "Postfix (main.cf) is now set up with a default configuration. If you need to
", "make changes, edit /etc/postfix/main.cf (and others) as needed. To view ", "Postfix
configuration values, see postconf(1).", "", "After modifying main.cf, be sure to run 'systemctl
reload postfix'.", "", "Running newaliases", "Created symlink /etc/systemd/system/multi-
user.target.wants/postfix.service > /lib/systemd/system/postfix.service.", "Setting up
liblockfilel:amd64 (1.16-1.1) ...", "Setting up bsd-mailx (8.1.2-0.20180807cvs-1) ...", "update-
alternatives: using /usr/bin/bsd-mailx to provide /usr/bin/mailx (mailx) in auto mode", "Setting
up aide-common (0.16.1-1ubuntu@.1) ...", "", "Creating config file /etc/cron.daily/aide with new
version", "", "Creating config file /etc/default/aide with new version", "", "Creating config
file /etc/aide/aide.conf.d/31_aide_adjtime with new version", "" "Creating config file
/etc/aide/aide.conf.d/31_aide_util-linux with new version", "", "Creating <config file
/etc/aide/aide.conf.d/31_aide_munin-nodes with new version", "" "Creating config file
/etc/aide/aide.conf.d/31_aide_proftpd with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_tetex-bin with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_slrn with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_acpid with new version", " "Creating config file
/etc/aide/aide.conf.d/31_aide_opie-server with new version", "" "Creating config file
/etc/aide/aide.conf.d/31_aide_aide with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_initramfs-tools with new version", "Creating config file

/etc/aide/aide.conf.d/31_aide_dovecot with new version", "y "Creating config file
/etc/aide/aide.conf.d/31_aide_nagios2 with new version", " "Creating config file
/etc/aide/aide.conf.d/31_aide_cron-apt with new version", " "Creating config file
/etc/aide/aide.conf.d/31_aide_openvpn with new version", "y "Creating config file
/etc/aide/aide.conf.d/31_aide_apache2 with new version", "y "Creating config file

/etc/aide/aide.conf.d/31_aide_nagios3 with new version", , "Creating config file
/etc/aide/aide.conf.d/31_aide_clamav  with new version", " "Creating config file
/etc/aide/aide.conf.d/31_aide_systemd_journal with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_privoxy with new version", "y "Creating config file
/etc/aide/aide.conf.d/31_aide_isc-dhcp-client with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_ssh-server with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_amavisd-new with new version", "Creating config file
/etc/aide/aide.conf.d/31_aide_postgresql with new version", "", "Creating config file
/etc/aide/aide.conf.d/31_aide_lastlog with new version", " "Creating config file
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d/31_aide_xfree86-common with new version", "", "Creating config
d/70_aide_run with new version", " "Creating config
d/31_aide_mlocate with new version", "y "Creating config
d/31_aide_wtmp with new version", " "Creating config
d/31_aide_isc-dhcp-server with new version", "" "Creating config
d/10_aide_constants with new version", "y "Creating config
d/31_aide_apt with new version", " "Creating config
d/31_aide_btmp with new version", ", "Creating config
d/31_aide_initscripts with new version", "" "Creating config
d/31_aide_logrotate with new version", " "Creating config
d/31_aide_ifplugd with new version", " "Creating config
d/31_aide_cereal with new version", " "Creating config
d/31_aide_dokuwiki with new version", " "Creating config
d/31_aide_exim4_logs with new version", "" "Creating config
d/31_aide_mdadm  with new version", "y "Creating config
d/31_aide_rsyslog with new version", " "Creating config
d/10_aide_run with new version", " "Creating config
d/31_aide_spamassassin with new version", "", "Creating config
d/31_aide_debsecan with new version", " "Creating config
d/31_aide_cron with new version", " "Creating config
d/31_aide_findutils with new version", "" "Creating config
d/31_aide_rkhunter with new version", "y "Creating config
d/31_aide_ddclient with new version", " "Creating config
d/31_aide_resolvconf with new version", "", "Creating config
d/31_aide_boinc-client with new version", "" "Creating config
d/31_aide_apt-listbugs with new version", "", "Creating config
d/31_aide_nslcd with new version", "y "Creating config
d/31_aide_cracklib-runtime with new version", "" "Creating config
d/31_aide_exim4 with new version", ", "Creating config
d/99_aide_root with new version", "y "Creating config
d/31_aide_nfs with new version", " "Creating config
d/31_aide_gnupg with new version", "y "Creating config
d/31_aide_screen with new version", " "Creating config
d/31_aide_lib-init-rw with new version", "", "Creating config
d/31_aide_sudo with new version", " "Creating config
d/70_aide_dev with new version", " "Creating config
d/30_inn2_vars with new version", " "Creating config
d/31_aide_cups with new version", "y "Creating config
d/31_aide_root-dotfiles with new version", "", "Creating config
d/30_aide_apache2 with new version", " "Creating config
d/31_aide_samba with new version", . "Creating config
d/31_aide_at with new version", "y "Creating config
d/31_aide_tiger with new version", " "Creating config
d/70_aide_etc with new version", " "Creating config
d/31_aide_dlocate with new version", " "Creating config
d/31_aide_x11-common with new version", " "Creating config
d/31_aide_fcron with new version", ", "Creating config
d/31_aide_run_systemd_netif with new version", "", "Creating config
d/31_aide_pm-utils with new version", " "Creating config
d/31_aide_x11-xkb-utils with new version", "" "Creating config
d/31_aide_slapd with new version", ", "Creating config
d/31_aide_xdm with new version", " "Creating config
d/31_aide_pcscd with new version", ", "Creating config
d/31_aide_apt-listchanges with new version", "", "Creating config
d/70_aide_proc_sys with new version", ", "Creating config
d/31_aide_etckeeper with new version", "y "Creating config
d/31_aide_torrus  with new version", " "Creating config
d/31_aide_apcupsd with new version", " "Creating config
d/31_aide_postfix with new version", " "Creating config
d/31_aide_php7 with new version", " "Creating config
d/31_aide_dbus with new version", "y "Creating config
d/31_aide_vpnc with new version", "y "Creating config
d/31_aide_anubis  with new version", " "Creating config

d/31_aide_apt-show-versions with new version",
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"Creating config file
"Creating config file

/etc/aide/aide.conf.d/31_aide_wpasupplicant with new version",
/etc/aide/aide.conf.d/31_aide_logcheck with new version",

/etc/aide/aide.conf.d/31_aide_hapsd with new version", "y "Creating config file
/etc/aide/aide.conf.d/31_aide_nrpe with new version", " "Creating config file
/etc/aide/aide.conf.d/31_aide_tt-rss with new version", "y "Creating config file
/etc/aide/aide.conf.d/31_aide_munin with new version", "y "Creating config file

/etc/aide/aide.conf.d/31_aide_fail2ban with new version", "Creating config file
/etc/aide/aide.settings.d/10_aide_sourceslist with new version", "Creating config file
/etc/aide/aide.settings.d/31_aide_trac_settings with new version", "", "Creating config file
/etc/aide/aide.settings.d/31_aide_svn-server_settings with new version", "", "Creating config
file /etc/aide/aide.settings.d/31_aide_apt_settings with new version", "", "Creating config file
/etc/aide/aide.conf with new version", "Processing triggers for rsyslog (8.2001.0-1ubuntul.3)
...", "Processing triggers for ufw (0.36-6ubuntul.l) "Processing triggers for systemd
(245.4-4ubuntu3.22) ...", "Processing triggers for man-db (2.9.1-1) ...", "Processing triggers
for libc-bin (2.31-Oubuntu9.12) ..."1}

TASK [CIS-Ubuntu-20.04-Ansible : Configure default AIDE excludes file] ****k&xxx

changed: [172.20.0.4] => {"changed": true, "checksum":
"70d8669%9a74ec2e060b7el180a738aa7efcb594546", "dest": "/etc/aide/aide.conf.d/00_local_ excludes",
"gid": 0, "group": "root", "mdSsum": "7a332f6ff06e4a53342fa05cc26£224d", "mode": "0644", "owner":
"root", "size": 677, "src": "/home/ubuntu/.ansible/tmp/ansible-tmp-1702137971.066711-35773~
151274905262378/source"™, "state": "file", "uid": 0}

TASK [CIS-Ubuntu-20.04-Ansible : Simplify AIDE checksums] **** &k xdkxdxkxdkoxdkxdxdxk
skipping: [172.20.0.4] => {"changed": false, "skip_ reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : Add extra AIDE exclude paths] **#*xdkxdkxsddkxxix
skipping: [172.20.0.4] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : Configure AIDE as appropriate for your environment | aideinit]
* * *

changed: [172.20.0.4] => {"changed": true, "cmd": ["aideinit", "--yes", "--force"], "delta":
"0:08:04.722876", "end": "2023-12-09 16:14:20.665055", "msg": "", "rc": 0, "start": "2023-12-09
16:06:15.942179", "stderr": "Running aide --init...", "stderr lines": ["Running aide --init..."],
"stdout": "Start timestamp: 2023-12-09 16:06:18 +0000 (AIDE 0.16.1)\nAIDE initialized database

at /var/lib/aide/aide.db.new\nVerbose level: 6\n\nNumber of entries:\t97312\n\n-------—--—-—-———-
—————————————————————————————————— \nThe attributes of the (uncompressed) database(s):\n---------

—————————————————————————————————————————— \n\n/var/lib/aide/aide.db.new\n RMD160
851a8dD10io03C2By4BACcihwsc=\n TIGER ¢ BnaS5nyPWLEmXvclgiJdmPXhT3rgNRg+tx\n SHA256
A60tHVX1DYdnseXCPLSVKQsBAMB1XPWN\n cIB/r6YfQP0O=\n SHA512

YEOVZ fmXTXZ7J3kbLZb3TsLuZIUg+bpT\n ukK184XMsMnjY6079xUV31T8NIt1S8FF\n
Y/I2SblcKulWSf3p5kVNYw==\n CRC32 : ZDuyvg==\n HAVAL : uJsy3zAgwIIzwImNYsXybW9/FcOcoD3g\n
aTPgBV3dbHU=\n GOST : aAfcPz4NUojKwAZaUrrQEsiFxy7swHWi\n tnAC487v0OM8=\n\n\nEnd
timestamp: 2023-12-09 16:14:20 +0000 (run time: 8m 2s)", "stdout lines": ["Start timestamp: 2023-
12-09 16:06:18 +0000 (AIDE 0.16.1)", "AIDE initialized database at /var/lib/aide/aide.db.new",

"Verbose level: 6", "", "Number of entries:\t97312", "', M-----——————— oo
————————————— ", "The attributes of the (uncompressed) database(s):", "-----------""-"--"-—"-"-——"—————

————————————————————————— ", n "/var/lib/aide/aide.db.new", " RMD160
851a8dD101i003C2By4BACcihwsc=", " TIGER : BnabnyPWLEmXvclgiJmPXhT3rgNRg+tx", "  SHA256
A60tHVX1DYdnseXCPLSVKQsBAMB1XPWN", " cIB/r6YfQPO=", " SHA512
YEOVZfmXTXZ7J3kbLZb3TsLuZzIUg+bpT", " ukK184XMsMnjY60j9xUV31T8N1t1S8jF", ™
Y/I2SblcKulWSE3p5kVNYw==", " CRC32 : Zbuyvg==", " HAVAL :
uJsy3zAgwIIzwInNYsXybW9/FcOcoD3g", " aTPgBV3dbHU=", " GOST :
aAfcPz4NUoJKwAZaUrrQEsiFxy7swHWi"™, " tnAC487vOM8=", "", "", "End timestamp: 2023-12-

09 16:14:20 +0000 (run time: 8m 2s)"]}

TASK [CIS-Ubuntu-20.04-Ansible : Configure AIDE as appropriate for your environment | aideinit
db] * Kk Kk

changed: [172.20.0.4] => {"changed": true, "cmd" : "mv /var/lib/aide/aide.db.new
/var/lib/aide/aide.db\n", "delta": "0:00:00.094816", "end": "2023-12-09 16:14:24.215068", "msg":
", "rc": 0, "start": "2023-12-09 16:14:24.120252", "stderr": "", "stderr lines": [], "stdout":
"", "stdout lines": []}

TASK [CIS-Ubuntu-20.04-Ansible : 1.3.2 Ensure filesystem integrity is regularly checked | Cron]
* Kk Kk

changed: [172.20.0.4] => {"changed": true, "envs": [], "jobs": ["Run AIDE integrity check
weekly"]}
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TASK [CIS-Ubuntu-20.04-Ansible : 1.4.2 Ensure bootloader password is set - step 1 - check
bootloader credentials.password has been changed] ***
skipping: [172.20.0.4] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.4.2 Ensure bootloader password is set - step 2 - check if it
isn't already set up] ***
skipping: [172] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.4.2 Ensure bootloader password is set - step 3 - create
bootloader password hash] ***
skipping: [172.20.0.4] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.4.2 Ensure bootloader password is set - step 4 - create custom
grub configuration file] **x*
skipping: [172.20.0.4] => {"changed": false, "skip_ reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.4.2 Ensure bootloader password is set - step 4 - update grub]

* K Kk

skipping: [172.20.0.4] => {"changed": false, "skip reason": "Conditional result was False"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.4.3 Ensure permissions on bootloader config are configured]
* Kk Kk

changed: [172.20.0.4] => {"changed": true, "gid": 0, "group": "root", "mode": "0400", "owner":
"root", "path": "/boot/grub/grub.cfg", "size": 8176, "state": "file", "uid": 0}

TASK [CIS-Ubuntu-20.04-Ansible : 1.4.4 Ensure authentication required for single user mode -
check root password has been changed] ***

fatal: [172.20.0.4]: FAILED! => {"changed": false, "msg": "Exiting: Change root password from

r00tP4sswlOrd in defaults/main.yml"}

TASK [CIS-Ubuntu-20.04-Ansible : 1.4.4 Ensure authentication required for single user mode -
create a root password] ***
fatal: [172.20.0.4]: FAILED! => {"msg": "crypt.crypt not supported on Mac OS X/Darwin, install

passlib python module. crypt.crypt not supported on Mac OS X/Darwin, install passlib python
module"}

PLAY RECAP **kkkkkkhkkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhkhhkhhhhkkx

172.20.0.4 : ok=45 changed=19 unreachable=0 failed=1 skipped=10 rescued=1
ignored=2
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Hal1p iHcTpykwiit y ¢aiini tasks/section 4 Logging and Auditing

4 Logging and Auditing
4.1 Configure System Accounting (auditd)
4.1.1 Ensure auditing is enabled
4.1.1.1 Ensure auditd is installed
The capturing of system events provides system administrators with information to allow them to
determine if unauthorized access to their system is occurring.
- name: 4.1.1.1 Ensure auditd is installed
apt:
name: ["auditd", "audispd-plugins"]
state: present
install recommends: false
tags:
- section4

HH = o H

- level 2 server
- level 2 workstation
- 4.1.1.1
# 4.1.1.2 Ensure auditd service is enabled
# The capturing of system events provides system administrators with information to allow them to
determine if unauthorized access to their system is occurring.
- name: 4.1.1.2 Ensure auditd service is enabled
service:
name: auditd
state: started
enabled: true
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.1.2
# 4.1.1.3 Ensure auditing for processes that start prior to auditd is enabled
- name: 4.1.1.3 Ensure auditing for processes that start prior to auditd is enabled
# Audit events need to be captured on processes that start up prior to auditd , so that potential
malicious activity cannot go undetected.
replace:
dest: /etc/default/grub
regexp: '~ (GRUB CMDLINE LINUX=(?!.*audit)\"[~\"]*) (\".*)"'
replace: '\l audit=1\2"'
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.1.3
# 4.1.1.4 Ensure audit_backlog limit is sufficient
# during boot if audit=1, then the backlog will hold 64 records. If more that 64 records are created
during boot, auditd records will be lost and potential malicious activity could go undetected.
- name: 4.1.1.4 Ensure audit backlog limit is sufficient
replace:
dest: /etc/default/grub
regexp: '~ (GRUB_CMDLINE LINUX=(?!.*audit backlog limit)\"[*\"]*) (\".*)"
replace: '\l audit backlog limit={{grub backlog limit}}\2'
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.1.4
# 4.1.2 Configure Data Retention
# 4.1.2.1 Ensure audit log storage size is configured
- name: 4.1.2.1 Ensure audit log storage size is configured
lineinfile:
dest: /etc/audit/auditd.conf
regexp: ""max log file( [=)"
line: "max log file = {{ max log file }}"
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tags:
- sectiond
- level 2 server
- level 2 workstation
- 4.1.2.1
# 4.1.2.2 Ensure audit logs are not automatically deleted
- name: 4.1.2.2 Ensure audit logs are not automatically deleted
lineinfile:
dest: /etc/audit/auditd.conf
regexp: "
line: "max log file action = {{ max log file action }}"
tags:
- sectiond
- level 2 server
- level 2 workstation
- 4.1.2.2
# 4.1.2.3 Ensure system is disabled when audit logs are full
- name: 4.1.2.3 Ensure system is disabled when audit logs are full
block:
- name: 4.1.2.3 Ensure system is disabled when audit logs are full | admin_ space left action
lineinfile:
dest: /etc/audit/auditd.conf
regexp: "“admin space left action"
line: "admin space left action = {{ admin space left action }}"
- name: 4.1.2.3 Ensure system is disabled when audit logs are full | space left action
lineinfile:
dest: /etc/audit/auditd.conf

nwA

max log file action"

regexp:
line: "space left action = {{ space left action }}"
- name: 4.1.2.3 Ensure system is disabled when audit logs are full | action mail acct
lineinfile:
dest: /etc/audit/auditd.conf
regexp: "“action mail acct"
line: "action mail acct = {{ action mail acct }}"

space left action"

tags:

- sectiond

- level 2 server

- level 2 workstation

- 4.1.2.3
# 4.1.3 Ensure events that modify date and time information are collected
# Unexpected changes in system date and/or time could be a sign of malicious activity on the system.
- name: 4.1.3 Ensure events that modify date and time information are collected
template:

src: files/templates/auditd/time-change.rules.j2

dest: /etc/audit/rules.d/time-change.rules

owner: root

group: root

mode: 0600
tags:

- sectiond

- level 2 server

- level 2 workstation

- 4.1.3
# 4.1.4 Ensure events that modify user/group information are collected
# # Unexpected changes to these files could be an indication that the system has been compromised and
that an unauthorized user is attempting to hide their activities or compromise additional accounts.
- name: 4.1.4 Ensure events that modify user/group information are collected
template:

src: files/templates/auditd/identity.rules.j2

dest: /etc/audit/rules.d/identity.rules

owner: root

group: root

mode: 0600
tags:

- section4

- level 2 server

- level 2 workstation
4.1.4
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# 4.1.5 Ensure events that modify the system's network environment are collected
# Monitoring sethostname and setdomainname will identify potential unauthorized changes to host and
domainname of a system. The changing of these names could potentially break
# security parameters that are set based on those names. The /etc/hosts file is monitored for changes
in the file that can indicate an unauthorized intruder is trying to change
# machine associations with IP addresses and trick users and processes into connecting to unintended
machines. Monitoring /etc/issue and /etc/issue.net is important, as
# intruders could put disinformation into those files and trick users into providing information to the
intruder. Monitoring /etc/network is important as it can show if
# network interfaces or scripts are being modified in a way that can lead to the machine becoming
unavailable or compromised. All audit records will be tagged with the identifier "system-locale."
- name: 4.1.5 Ensure events that modify the system's network environment are collected
template:
src: files/templates/auditd/system-locale.rules.j2
dest: /etc/audit/rules.d/system-locale.rules
owner: root
group: root
mode: 0600
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.5
# 4.1.6 Ensure events that modify the system's Mandatory Access Controls are collected
# # Changes to files in these directories could indicate that an unauthorized user is attempting to
modify access controls and change security contexts, leading to a compromise of the system.
- name: 4.1.6 Ensure events that modify the system's Mandatory Access Controls are collected
template:
src: files/templates/auditd/MAC-policy.rules.j2
dest: /etc/audit/rules.d/MAC-policy.rules
owner: root
group: root
mode: 0600
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.6
# 4.1.7 Ensure login and logout events are collected
# Monitoring login/logout events could provide a system administrator with information associated with
brute force attacks against user logins.
- name: 4.1.7 Ensure login and logout events are collected
template:
src: files/templates/auditd/logins.rules.j2
dest: /etc/audit/rules.d/logins.rules
owner: root
group: root
mode: 0600
tags:
- sectiond
- level 2 server
- level 2 workstation
- 4.1.7
# 4.1.8 Ensure session initiation information is collected
# # Monitoring these files for changes could alert a system administrator to logins occurring at
unusual hours, which could indicate intruder activity (i.e. a user logging in at a time when they do
not normally log in).
- name: 4.1.8 Ensure session initiation information is collected
template:
src: files/templates/auditd/session.rules.j2
dest: /etc/audit/rules.d/session.rules
owner: root
group: root
mode: 0600
tags:
- section4
- level 2 server
- level 2 workstation


http://code-industry.net/

94

- 4.1.8
# 4.1.9 Ensure discretionary access control permission modification events are collected
# Monitoring for changes in file attributes could alert a system administrator to activity that could
indicate intruder activity or policy violation.
- name: 4.1.9 Ensure discretionary access control permission modification events are collected
template:
src: files/templates/auditd/perm mod.rules.j2
dest: /etc/audit/rules.d/perm mod.rules
owner: root
group: root
mode: 0600
tags:
- sectiond
- level 2 server
- level 2 workstation
- 4.1.9
# 4.1.10 Ensure unsuccessful unauthorized file access attempts are collected
# Failed attempts to open, create or truncate files could be an indication that an individual or
process is trying to gain unauthorized access to the system.
- name: 4.1.10 Ensure unsuccessful unauthorized file access attempts are collected
template:
src: files/templates/auditd/audit.rules.j2
dest: /etc/audit/rules.d/audit.rules
owner: root
group: root
mode: 0600
tags:
- sectiond
- level 2 server
- level 2 workstation
- 4.1.10
# 4.1.11 Ensure use of privileged commands is collected
- name: 4.1.11 Ensure use of privileged commands is collected
block:
- name: 4.1.11 Ensure use of privileged commands is collected | get data
script: 4_1 11.sh
register: output 4 1 11
- name: 4.1.11 Ensure use of privileged commands is collected | apply
template:
src: files/templates/auditd/privileged.rules.j2
dest: /etc/audit/rules.d/privileged.rules
owner: root
group: root
mode: 0600
tags:
- sectiond
- level 2 server
- level 2 workstation
- 4.1.11
# 4.1.12 Ensure successful file system mounts are collected
# It is highly unusual for a non privileged user to mount file systems to the system. While tracking
mount commands gives the system administrator evidence that external media
# may have been mounted (based on a review of the source of the mount and confirming it's an external
media type), it does not conclusively indicate that data was exported to the
# media. System administrators who wish to determine if data were exported, would also have to track
successful open , creat and truncate system calls requiring write access to a
# file under the mount point of the external media file system. This could give a fair indication that
a write occurred. The only way to truly prove it, would be to track
# successful writes to the external media. Tracking write system calls could quickly £fill up the audit
log and is not recommended. Recommendations on configuration options to track data export to media is
beyond the scope of this document.
- name: 4.1.12 Ensure successful file system mounts are collected
template:
src: files/templates/auditd/system mounts.rules.j2
dest: /etc/audit/rules.d/system mounts.rules
owner: root
group: root
mode: 0600
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tags:
- sectiond
- level 2 server
- level 2 workstation
- 4.1.12
# 4.1.13 Ensure file deletion events by users are collected
# Monitoring these calls from non-privileged users could provide a system administrator with evidence
that inappropriate removal of files and file attributes associated with
# protected files is occurring. While this audit option will look at all events, system administrators
will want to look for specific privileged files that are being deleted or altered.
- name: 4.1.13 Ensure file deletion events by users are collected
template:
src: files/templates/auditd/delete.rules.j2
dest: /etc/audit/rules.d/delete.rules
owner: root
group: root
mode: 0600
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.13
# 4.1.14 Ensure changes to system administration scope (sudoers) is collected
# Changes in the /etc/sudoers file can indicate that an unauthorized change has been made to scope of
system administrator activity.
- name: 4.1.14 Ensure changes to system administration scope (sudoers) is collected
template:
src: files/templates/auditd/scope.rules.j2
dest: /etc/audit/rules.d/scope.rules
owner: root
group: root
mode: 0600
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.14
# 4.1.15 Ensure system administrator command executions (sudo) are collected
# # # Creating an audit log of administrators with temporary elevated privileges and the operation(s)
they performed is essential to reporting. Administrators will want to correlate the events written to
the audit trail with the records written to sudo logfile to verify if unauthorized commands have been
executed.
- name: 4.1.15 Ensure system administrator command executions (sudo) are collected
template:
src: files/templates/auditd/actions.rules.j2
dest: /etc/audit/rules.d/actions.rules
owner: root
group: root
mode: 0600
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.15
# 4.1.16 Ensure kernel module loading and unloading is collected
# # # # Monitoring the use of insmod , rmmod and modprobe could provide system administrators with
evidence that an unauthorized user loaded or unloaded a kernel module, possibly compromising the
security of the system. Monitoring of the init module and delete module system calls would reflect an
unauthorized user attempting to use a different program to load and unload modules.
- name: 4.1.16 Ensure kernel module loading and unloading is collected
template:
src: files/templates/auditd/modules.rules.j2
dest: /etc/audit/rules.d/modules.rules
owner: root
group: root
mode: 0600
tags:
- section4
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- level 2 server
- level 2 workstation
- 4.1.16
# 4.1.17 Ensure the audit configuration is immutable
# # # In immutable mode, unauthorized users cannot execute changes to the audit system to potentially
hide malicious activity and then put the audit rules back. Users would most likely notice a system
reboot and that could alert administrators of an attempt to make unauthorized audit changes.
- name: 4.1.17 Ensure the audit configuration is immutable
block:
- name: 4.1.17 Ensure the audit configuration is immutable
template:
src: files/templates/auditd/99-finalize.rules.j2
dest: /etc/audit/rules.d/99-finalize.rules
owner: root
group: root
mode: 0600
- name: 4.1.17 Ensure the audit configuration is immutable
template:
src: files/templates/auditd/ll-init.rules.j2
dest: /etc/audit/rules.d/ll-init.rules
owner: root
group: root
mode: 0600
notify:
- audit rules load
- auditd restart
ignore_errors: yes
tags:
- section4
- level 2 server
- level 2 workstation
- 4.1.17
4.2 Configure Logging
4.2.1 Configure rsyslog

HH H FH

4.2.1.1 Ensure rsyslog is installed
- name: 4.2.1.1 Ensure rsyslog is installed
apt:
name: rsyslog
state: present
install recommends: false
tags:
- sectiond
- level 1 server
- level 1 workstation
- 4.2.1.1
# 4.2.1.2 Ensure rsyslog Service is enabled
- name: 4.2.1.2 Ensure rsyslog Service is enabled
service:
name: rsyslog
enabled: yes
tags:
- sectiond
- level 1 server
- level 1 workstation
- 4.2.1.2
# 4.2.1.3 Ensure logging is configured
- name: 4.2.1.3 Ensure logging is configured
blockinfile:
path: /etc/rsyslog.conf
backup: yes

block:
*.emerg romusrmsg:*
mail.* -/var/log/mail
mail.info -/var/log/mail.info
mail.warning -/var/log/mail.warn
mail.err /var/log/mail.err
news.crit -/var/log/news/news.crit

news.err -/var/log/news/news.err
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news.notice -/var/log/news/news.notice
*.=warning; *.=err -/var/log/warn
*.crit /var/log/warn
*.*;mail.none;news.none -/var/log/messages
localO,locall.* -/var/log/localmessages
local2,local3.* -/var/log/localmessages
locald,local5.* -/var/log/localmessages
local6,local7.* -/var/log/localmessages

tags:

- section4

- level 1 server
- level 1 workstation
- 4.2.1.3
# 4.2.1.4 Ensure rsyslog default file permissions configured
# It is important to ensure that log files have the correct permissions to ensure that sensitive data
is archived and protected.
- name: 4.2.1.4 Ensure rsyslog default file permissions configured
lineinfile:
dest: /etc/rsyslog.conf
regexp: '~\$FileCreateMode'
line: "$FileCreateMode 0640"
tags:
- section4
- level 1 server
- level 1 workstation
- 4.2.1.4
# 4.2.1.5 Ensure rsyslog is configured to send logs to a remote log host
# # Storing log data on a remote host protects log integrity from local attacks. If an attacker gains
root access on the local system, they could tamper with or remove log data that is stored on the local
system
- name: 4.2.1.5 Ensure rsyslog default file permissions configured
lineinfile:
path: /etc/rsyslog.conf
backup: yes

block:

*.* action(type="omfwd" target="{{ remoteSyslog.host }}" port="{{ remoteSyslog.port }}"
protocol="{{ remoteSyslog.protocol }}" action.resumeRetryCount="100" queue.type="LinkedList"
queue.size="1000")

when: remoteSyslog.enable == True
tags:
- section4

- level 1 server
- level 1 workstation
- 4.2.1.5
# 4.2.1.6 Ensure remote rsyslog messages are only accepted on designated log hosts.
# The guidance in the section ensures that remote log hosts are configured to only accept rsyslog data
from hosts within the specified domain and that those systems that are not designed to be log hosts do
not accept any remote rsyslog messages. This provides protection from spoofed log data and ensures that
system administrators are reviewing reasonably complete syslog data in a central location.
- name: 4.2.1.6 Ensure remote rsyslog messages are only accepted on designated log hosts.
block:
- name: 4.2.1.6 Ensure remote rsyslog messages are only accepted on designated log hosts. | $ModLoad
lineinfile:
dest: /etc/rsyslog.conf
regexp: '~\$ModLoad'
line: "$ModLoad imtcp"
- name: 4.2.1.6 Ensure remote rsyslog messages are only accepted on designated log hosts. |
$InputTCPServerRun
lineinfile:
dest: /etc/rsyslog.conf
regexp: '"\$InputTCPServerRun'
line: "$InputTCPServerRun 514"
notify:
- rsyslog restart
tags:
- section4
- level 1 server
- level 1 workstation
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- 4.2.1.6
# 4.2.2 Configure journald
# 4.2.2.1 Ensure journald is configured to send logs to rsyslog
# Storing log data on a remote host protects log integrity from local attacks. If an attacker gains
root access on the local system, they could tamper with or remove log data that is stored on the local

system.
- name: 4.2.2.1 Ensure journald is configured to send logs to rsyslog
lineinfile:
dest: /etc/systemd/journald.conf
regexp: " (#)?ForwardToSyslog=(yes|no)"
line: ForwardToSyslog=yes
tags:
- sectiond

- level 1 server
- level 1 workstation
- 4.2.2.1
# 4.2.2.2 Ensure journald is configured to compress large log files
- name: 4.2.2.2 Ensure journald is configured to compress large log files

lineinfile:
dest: /etc/systemd/journald.conf
regexp: " (#)?Compress=(yes|no)"
line: Compress=yes

tags:
- section4

- level 1 server
- level 1 workstation
- 4.2.2.2
# 4.2.2.3 Ensure journald is configured to write logfiles to persistent disk
# Writing log data to disk will provide the ability to forensically reconstruct events which may have
impacted the operations or security of a system even after a system crash or reboot.
- name: 4.2.2.3 Ensure journald is configured to write logfiles to persistent disk

lineinfile:
dest: /etc/systemd/journald.conf
regexp: " (#)?Storage=(auto|persistent)"
line: Storage=persistent

notify:
- journald restart

tags:
- section4

- level 1 server
- level 1 workstation
- 4.2.2.3
# 4.2.3 Ensure permissions on all logfiles are configured
# It is important to ensure that log files have the correct permissions to ensure that sensitive data
is archived and protected.
- name: 4.2.3 Ensure permissions on all logfiles are configured
shell: |
find /var/log -type f -exec chmod g-wx,o-rwx "{}" + -o -type d -exec chmod g-w,o-rwx "{}" +
tags:
- sectiond
- level 1 server
- level 1 workstation
- 4.2.3
# 4.3 Ensure logrotate is configured
# # By keeping the log files smaller and more manageable, a system administrator can easily archive
these files to another system and spend less time looking through inordinately large log files.
- name: 4.3 Ensure logrotate is configured
replace:
path: /etc/logrotate.d/rsyslog
regexp: '~ (\s*) (daily|weekly|monthly|yearly)$'
replace: "\\1{{ logrotate policy }}"
tags:
- section4
- level 1 server
- level 1 workstation
- 4.3
# 4.4 Ensure logrotate assigns appropriate permissions
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# It is important to ensure that log files have the correct permissions to ensure that sensitive data

is archived and protected.

- name: 4.4 Ensure logrotate assigns appropriate permissions

lineinfile:
dest: /etc/logrotate.conf

wA

regexp: create"

line: "create 0640 root utmp"
notify:

- journald restart
tags:

- section4

- level 1 server

- level 1 workstation

- 4.4
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PesyabTar ckanyBannsi oopa3za Ubuntu yruiiTor Trivy

Library

Vulnerability

Severity

Status

Installed Version

Fixed Version

Title

coreutils

CVE-2016-2781

gpgv

CVE-2022-3219

libc-bin

CVE-2016-20013

CVE-2023-4806

CVE-2023-4813

libck

CVE-2016-20013

CVE-2023-4806

CVE-2023-4813

Low

affected

fixed

8.30-3ubuntu2

coreutils: Non-privileged session can escape to the parent
session in chroot
https://avd.aquasec.com/nvd/cve-2016-2781

2.2.19-3ubuntu2.2

denial of service issue (resource consumption) using
compressed packets
https://avd.aquasec.com/nvd/cve-2022-3219

affected

fixed

2.31-0ubuntu9.12

2.31-@ubuntu9. 14

sha256crypt and sha512crypt through ©.6 allow attackers to
cause a denial of...
https://avd.aquasec. com/nvd/cve-2016-20013

glibc: potential use-after-free in getaddrinfo()
https://avd.aquasec. com/nvd/cve-2023-4806

glibc: potential use-after-free in gaih_inet()
https://avd.aquasec.com/nvd/cve-2023-4813

2.31-@ubuntu9.14

sha256crypt and sha512crypt through .6 allow attackers to
cause a denial of...
https://avd.aquasec.com/nvd/cve-2016-20013

glibc: potential use-after-free in getaddrinfo()
https://avd.aquasec. com/nvd/cve-2023-4806

glibc: potential use-after-free in gaih_inet()
https://avd.aquasec.com/nvd/cve-2023-4813

liblzma5

CVE-2020-22916

MEDIUM

libpcre3

CVE-2017-11164

libsystemd®

libudevl

CVE-2023-26604

login

CVE-2013-4235

CVE-2023-29383

passwd

tar

CVE-2013-4235

CVE-2023-29383

CVE-2023-39804

Low

MEDIUM

affected

5.2.4-1ubuntul.l

Denial of service via decompression of crafted file
https://avd.aquasec.com/nvd/cve-2020-22916

2:8.39-12ubuntu@.1

OP_KETRMAX feature in the match function in pcre_exec.c
https://avd.aquasec.com/nvd/cve-2017-11164

245.4-4ubuntu3.22

systemd: privilege escalation via the less pager
https://avd.aquasec.com/nvd/cve-2023-26604

1:4.8.1-1ubuntu5.20.04.4

1.30+dfsg-7ubuntud.20.04.3

shadow-utils: TOCTOU race conditions by copying and removing
directory trees
https://avd.aquasec.com/nvd/cve-2013-4235

Improper input validation in shadow-utils package utility
chfn
https://avd.aquasec.com/nvd/cve-2023-29383

shadow-utils: TOCTOU race conditions by copying and removing
directory trees
https://avd.aquasec.com/nvd/cve-2013-4235

Improper input validation in shadow-utils package utility
chfn
https://avd.aquasec.com/nvd/cve-2023-29383

[A stack overflow vulnerability exists in GNU Tar up to
including v1.34....
https://avd.aquasec.com/nvd/cve-2023-39804
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