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JINCT ITIOI'ODKEHHA

OIIII Yupasainua iHpopManiiHo0 0e31eKor0

PiBenb BuIIOi OCBITH  mepiiuii (0akamaBpChbKHiA)

CrenianbHICTh 125 KibepOe3neka Ta 3axucT iHPpopMarii

I'apant OIIII

n.¢., cr.Buki. kad. MBIC Onsra CAJIIEBA
Hupekrop Llentpy

3a0€e3MeUeHHs SIKOCT1 OCBITH Onecst BOUTOBUY
BHTY

OcBiTHRO-TIpO(ECIiiHY TTpOrpaMy PO3TIITHYTO Ta CXBAJICHO Ha 3acigaHHi Kadeapu
MEHEDKMEHTY Ta 0e3neku 1HPOpMaIlIHHUX CUCTEM;
npoTokoa Ne  Bim«  » 20 p.

3aBimyBau kadgeapu MBIC Bacuns KAPITIHELD

OIIII po3rasHyTO MiC/IsA HATXOKEHHSI BCIX 3ayBa)KeHb Ta MPOIO3HUIIIN Ta CXBAJICHO
Ha:

3acimanHi Buenoi panu gaxynbreTy MeHEIKMEHTY Ta iH(OpMaIliiiHOT 6e3neKu;

mpotokosr Ne  Bim« _ » 20 p.

I'onosa Ipuna €EINIOAHOBA

3acimanHi Meroanunoi paau BHTY, npotokon

Ne Bim« _ » 20 p.

l'onosa Onekcannp [IETPOB




IIPEAMBYJIA

OINII Ynpasainusa ingopManiiHo0 0e31eK010

PiBeHb BUIIOi OCBITH nepiuii (6akaniaBpChbKHil)

CrienianpHICTh 125 Kibep6esneka Ta 3axuct iHpopmarii

Po3pobnena Ha ocHOBI cTaHmapTy BUIIOI ocBiTH (Haka3 No_332 Bix «18» 6epesns 2021 p.)

PO3POBHUKHN

Iapant OIIII, 1.¢., ct.Bukma. kad. MBIC Onsra CAJIIEBA
I'onoga cekii Yb xad. MBIC, a.1.H., mpodecop Opiit APEMYYK
3aBimyBau kadeapu MBIC, k.1.H., T0o1IeHT Bacuns KAPIIIHEILLD

OcBiTHRO-TIpO(ECIiiHY MporpaMy pO3TJIASHYTO Ta CXBajeHO Ha 3acimaHHl CTyAeHTChKOI
pamu GhakyIbTeTy MEHEKMEHTY Ta iH()OopMaIliifHOi Oe3MeKu;

nporokoia No  Big«  » 20 p.

I'onosa Mupocnasa I'TPHUK

PELIEH3Ii-BIAT'YKM POBOTO/JABIIB

Ha ocBiTHRO-IpO(ECiitHy mporpaMy HaJiciaaIH peleH3ii Ta BIATYKH:

I'pumarnoBchkuii Mukona MukonaiioBud, HadYadbHUK 3-TO BiauTy YmpasiiHHs Jlep:kaBHOT
CITY’KOM CIeIiaIbHOTO 3B s3Ky Ta 3axucTy iHdopmarllli y BiHHuUIBKIH 061acTi

[Tpokod’eB Muxaiino [BaHOBHY, JOKTOp TEXHIYHHUX HayK, AupekTop HaykoBo-mocmigHOTO
HeHTpy cucteM TexHiyHoro 3axucty iHdopmamnii "TE3IC" HTVYY «KIII im. Irops
Cikopcekoroy, Bime-npe3unieHT Acormiarnii 3axucHukiB iHpopMmarii "A3IC", 3acmykeHuii
MpaIiBHUK OCBITH YKpaiHu

Bonunens Onexcannp FOpiitoBud, kepiBHUK HpoekTiB B [T kommanii Morebis, BUITYCKHHUK
kadenpu MeHemKMeHTy Ta Oesneku iHdopmarniinux cuctem BHTY 3a chenianbHicTiO
"VrpaiiHHs iHPopMaIiiHOO 6e31eKor0"

besnamuii Kupuno BanepiiioBuu, crapmuii imxeHep po3pooHuk B IT xommanii Exadel,
BUITYCKHUK Kadeqpu MEHEIKMEHTy Ta Oe3neku iHdopmarniitnux cucrem BHTY 3a
cnerianbHicTio "YpaBiiHHs iH(OopMaIiifHOI Oe3MeKo"
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Beryn

OcsitHpo-ipodeciiina nporpama (mami — OIIIl) mniaroroBku OakanaBpiB 3a

cnemjanbHicTio 125 «KibepOesneka Ta 3axucT 1H(opmalii» po3podiieHa 13 BpaXyBaHHAM
cTangapty Bumoi ocBitu (Haka3 Ne 1074 Big «04» xostHs 2018 p.).

1 Ilpodias ocBiTHLO-IpOdeciiiHol mporpamMu

1 - 3araabHa iHpopmanis

IloBHA Ha3Ba BUIIIOTO
HABYAJILHOI0 3aKJIay Ta

CTPYKTYPHOIO HMiApO3ai1y

BinHunbkuii HaIlllOHATFHUN TEXHIYHUN YHIBEPCUTET,
Kadeapa MEHEePKMEHTY Ta 0e3neKku iHpopMalitHux
CHCTEM

Cryninb B0 OCBITH Ta

bakanasp

Ha3Ba KBaJjidikaiii MOBOIO
OpHUriHaJy

baxanasp 3 kibepbOe3neku

Odiniiina HazBa VYnpapniHHs iHPopMaLiiHOKO O0e3MeK0r0

OCBITHBOI IPOrpPaMHu

Jlurutom GakaiaBpa, OTMHUYHUI

Ha 6a31 I1C30 - 240 kpeautiB EKTC, TepMin HaBYaHHS —
3 poku 10 micsiis.

Ha 6a3i ctrynens «momnoamuii 6akanaBpy (OCBITHBO-
KBaTi(IKAIIHHOTO PIBHS «MOJIOAIINN CIICIIATICTY)
nepe3apaxoByeTbes He Outbine Hik 120 kpeautiB EKTC,
OTPUMaHUX B MEXax MOMEpeAHbOI OCBITHBOT IPOTpaMu
M1TOTOBKH MOJIOJIIOTO 6akagaBpa (MOJIOIIIOTO
crienianicta), TepMiH HaBuaHHs — 1 pik 10 micsiiB.

Tun quniomy Ta odcsr
OCBITHBOI IPOrpamMu

Crymnigs BUIIOT OCBITH — bakanasp

CrnemianpHicTh —125 KibepOesneka Ta 3aXuct
iHpopmarrii

OcBiTHs nIporpamMa — YTpaBiiHHs iHPOpMaIIHOIO
0e3MeKor0

KBanigikauisa B rumiiomi

6 piBenb HPK Vkpainu, nepmmii muxn FQ-EHEA,
6 piBeab EQF-LLL

HuxkJa/piBeHb

IToBHa 3aranpHa cepeiHs OcBiTa a00 OCBITHBO-
KBaTiiKaIiiHUNA PIBEHb «MOJIOIIINN CIIEIIaTiCT»
(cTymiHb «MOJIOMIIKN OaKaIaBp»)

IlepenymoBu

Moga (1) BUKJIaJaHHS YkpaiHcbka

https://vntu.edu.ua/uk/information-for-
enrollee/progmagbak.html

InTepHer-agpeca
NOCTIHHOTr0 PO3MillIEeHHS
ONHUCY OCBITHBHOL

NporpamMu
2 — Merta 0CBiTHBOI IPOrpamMu

@®opmyBaHHS TBOPYOI OCOOHMCTOCTI HOBOTO TOKOJIHHS, 3JaTHOI  YCHIIIHO

peanizoByBaTH HaOyTli cy4yacHI TnpodeciiiHi KOMIETEHTHOCTI 3  YNpaBIiHHSA

1HpopMalliitHOT Oe3MeKH, IHTeIEKTyalbHUI NOTEHI1all, HABUKH MPAKTUYHOTO JIOCBITY
Ta 1HHOBAIIIHOI MISJIFHOCTI B raixy3i KibepOe3neku Ta 3axucTy iHdopmailii, a Takox
COLIIANTbHO-TIATPIOTUYHI Ta MOPAJIbHO-€TUYHI I[IHHOCTI y TJI00aTbHOMY CYCIUIBHO-
€KOHOMIYHOMY MPOCTOP1 .



https://vntu.edu.ua/uk/information-for-enrollee/progmagbak.html
https://vntu.edu.ua/uk/information-for-enrollee/progmagbak.html

3 — XapakTepucTHKA OCBITHLOI MpOrpaMu

IIpeameTHa o0J1acTh
(ranys3b 3HaHb,

I"amy3b 3nanb — 12 «lHpOpMAIiliHI TEXHOIOTi»
CrnenianpHicTh — 125 «KibGepOe3neka Ta 3aXucT

creniajbHICTB, iHpOopMarrii»

crneniajaizanis

00’ exTHn — o0'exTH 1H(pOpMaTH3aIIiil, BKIIOYAI0YN KOMIT'FOTEPHI,
npodeciiinoi aBTOMaTH30BaHi, TEJIEKOMYHIKAIliiHI,
AiILHOCTI iHdOopMaIiitHi, iH(popMamiitHO-aHATITHYHI,
BHUIYCKHUKIB 1H(OpMaIIfHO-TeIEKOMYHIKAIIIHH1 CHUCTEMH,

iH(DOpMaIIiiHI pecypcH 1 TEXHOJIOTI;

— TexHoJorii 3abe3nedyeHHs 0e3nexku iHdopmarlii;
— TMpOIIeCH YIpaBIiHHS 1HPOPMAIIIHHOIO Ta/a0o

kibepOe3nekoro 00’ €KTIB, MO MiIATAIOTh 3aXUCTY

i HaBUaHHA

miAroToBKa (haxiBIliB, 3JaTHUX BUKOPUCTOBYBATH i
BIIPOBA/KYBATH TEXHOJOT11 iH(opMmarliitHoi Ta/abo
KibepOe3neku

TeopeTuuHuii 3mict
NnpeAMeTHOI 00J1aCTI.
3HaHHA

— 3aKOHOJ]aBuYOi, HOPMATHBHO-NPABOBO1 0a3u YKpaiHu

Ta BUMOT BIAMOBITHUX MDKHApOAHUX CTaHIApTIB 1
MPaKTUK 111010 31HCHEeHHS MpodeciitHOT AISITBHOCTI;

— TMPUHUUIIB CYNPOBOJY CHUCTEM Ta KOMIUIEKCIB

1H(dopMariitHo1 Ta/abo K16epOe3neKu;

— Teopli, Mojelell Ta TNPUHIMIIB  YIPaBIiHHS

JOCTYIIOM J10 1H(QOpMAaIIMHUX PECYPCIB;

— Teopli cucTeM ympaBiiHHA 1HGOpMAIIHHOW Ta/abo

K10epOe3neKoro;

— METOMIB Ta 3aco0lB BUSBJICHHS, YNPABIIHHA Ta

imeHTudiKamii pusuKis;

— MeETOoIIB Ta 3aco01B OI[IHIOBAHHI Ta 3a0€3IeUYEeHHS

HEOOX1AHOT0 PiBHA 3aXUILEHOCT] 1HpOpMaIlii;

— METOHIB Ta 3aco0iB TEXHIYHOTO Ta
KpunTorpagiyHoro 3axucrty iHdopmarii;

— Cy4YacCHHUX 1H(dOopMaIiiTHO-KOMYHIKAIITHUX
TEXHOJIOT1M;

— CY4aCHOTO TIPOrpaMHO-anapaTHOTO 3a0e3MeUCHHS

1H(OpMaIITHO-KOMYHIKAIIIHHUX TEXHOJIOT1H;

— AaBTOMATH30BaHUX CUCTCM IIPOCKTYBAHHA.




OpieHTanis 0CBITHbOI
nporpamMmu

OciTHbO-TIpO(ECiiiHa mporpaMa OpiEHTOBaHA Ha
OPUHLMIM  CYOPOBOJAY CHCTEM Ta KOMIUIEKCIB
kiOepOe3neku; Teopii, MoAeNnl Ta NPHUHLMIIH
YIPAaBIIHHS JOCTYIOM 10 1H(GOPMALIITHUX PECYpPCIB;
METOIM Ta 3aco0M BUSBICHHS, YOpPABIIHHSA Ta
ineHTudikamii  pU3MKIB, METOAM Ta  3acoou
OILIIHIOBaHHS Ta 3a0e3Me4eHHs] HEOOXIIHOro pPIBHS
3aXUIIEHOCTI 1HopMallii; MeToau Ta 3acodu
TEXHIYHOTO  Ta  KpunrtorpaidyHoro  3axucCTy
iH(popMallii; cydacHi iH(pOpMaIiHHO-KOMYHIKaIIHHI

TEXHOJIOT'1i; cyyacHe pOrpaMHO-anapaTHe
3a0e3ne4YeHHs 1H(pOpMaLIHHO-KOMYHIKAIIHHUX
TEXHOJIOT1H.

MeTtoamn, METOIUKH Ta
TEXHOJIOT il

Mertoau, MeTonuku, iH(QOpMaIitHO-KOMYHIKAIlIHH1
TEXHOJIOTIT Ta 1HII TEXHOJIOTIT 3a0e3leueHHs
ki0epOe3mneku iHPOopMaLIfHUX CUCTEM.

Incrpymentu Ta
o0JIaTHAHHA

Cucremu po3poOku, 3a0e3MeUeHHs, MOHITOPUHTY Ta
KOHTPOJIIO TIpolieciB iHGopMaIliitHOT Oe3nexy;
Cy4acHe IporpaMHO-anapaTHe 3a0e3MeUeHHs
1H(pOpMaIIITHO-KOMYHIKAI[IHHUX TEXHOJIOT11.

OcHoBHuit pokyc
OCBITHBOI POrpaMM Ta
cnemiasizamii

3arambHa OCBiTa 31 CHEIIaIbHOCTI KibepOe3mekH.
AKIIeHT poOuThCAd Ha (GOpPMyBaHHI Ta PO3BUTKY
npodeciiHNX KOMIIETCHTHOCTEH CIPSIMOBAaHUX Ha
pPO3B’sI3aHHS CKJIAIHUX CIICIiali30BaHUX 3a7ad Ta
NpaKTUYHUX TpoOieM y Taimy3i 3a0e3leueHHs
1H(pOopMaIIiitHOT 6€3IeKH, 0 XapaKTePU3y€eEThCs

KOMILIEKCHICTIO Ta HEITOBHOTOIO BU3HAYECHICTh YMOB.

Oco0mmBOCTI Mporpamu

dopMyBaHHS BIIMOBIAHUX KOMIICTCHTHOCTEH B
yMOBax HECTaOUTbHOCTI iH(popMaIiiitHOTO
CepeZoBUIla Ha OCHOBI NPHHIIUIIB 1HHOBAIIHOTO
PO3BUTKY Ta Cy4aCHUX 1H(POPMAaIIHIX TEXHOIOTIH.

4 — IlpuaaTHiCTh BUITYCKHUKIB /10 NMPALEeBJIAIITYBAHHS TA MOJAJbIIOT0

HaBYaHHA

HpupaTHicTs 10
npaneBJalITyBaHHS

daxiBers 13 opranizaitii iHpopMaIiiHoi Oe3meKu
MO3K€E 3aiiMaTH Takl NIEPBUHHI MOCA/IN:




— anaMidicTpaTop iHpopMaIlliitHOT Oe3neKu;

— ayauTop/meHtectep O0e3neku iHpopMaliifHo-
KOMYHIKAIlITHUX CUCTEM;

— PO3poOHMK 3ac001B 3aXUCTy 1HPOpMaIii;

— TPOBIIHUM cHELiaNiCT/KEPIBHUK CIYKOU
TEXHIYHOI'0 3aXUCTY 1HHOpMALIiT;

— (baxiBelp 3 po3p0OJICHHS KOMI'FOTEPHUX
porpam;

— TEXHIK 13 KOH(IrypoBaHOi KOMI'TOTEPHOL
CUCTEMU;

— (¢axiBenp 3 opraHizaiii 3axucty iHpopmarlii 3
00OMEKEHUM JTOCTYIIOM;

— (haxiBelb 3 peKUMY CEKPETHOCTI;

— 1HCHEKTOp 3 OpraHizallii 3aX1cTy CEKpeTHO1
1HpopMarlii;

— TeXHIK 004HCIIoBaIbHOTO (1iH(pOopMaIliiiHo-
00YHCITIOBATILHOTO) LICHTPY;

— TEXHIK 13 CHCTEMHOT'0 a/IMIHICTpYBaHHS;

— TEXHIK-TIPOTPaMIicCT;

— (baxiBelpb 3 IHPOPMALIIMHUX TEXHOJIOTIH;

— (axisernp 3 kKoMI'POTepHOT rpadiky (IU3alHy);

— (baxiBeIlb 3 pO3pOOKHU Ta TECTYBaHHS
IpOrpaMHOro 3a0e3MeueHHs .

[IpaBa BUNTyCKHUKIB Ha IpalleBIaIITyBaHHS HE
00OMEXYIOThCS.

IMopaabiie HAaBYAHHSA

MO>KJIHBICTh MPOJIOBKUTH HAaBYaHHS HA IPYTOMY
(MaricTepchbKOMY) piBHI BHIIIOT OCBITH.

5 — BukiaganHs Ta ONiHIOBAHHSA

Bukiaagannsa ta
HABYAHHSA

Jlekirii, TMpakTU4YHI 3aHATTSA, BUKOHAHHS KYpPCOBHUX
po0iT,  JOCHigHUIBKI  J1abopaTopHi  pobOTH,
caMoCTiiiHa po0oTa Ha OCHOBI MIAPYYHHKIB,
HABYAJIBHUX MOCIOHMKIB Ta KOHCIEKTIB JEKIIiH,
KOHCYJIbTallli 13 BHWKJIaJadyaMH, HAyKOBI CEMiHapH,
JEMOHCTpAIliiHI KJIacH, €JIEMEHTH JHCTAHI[IHHOTO
(OHNaliH, E€JEKTPOHHOI'0) HABYAHHS MPOXOMKEHHS
MPAKTUKHA HA MAMPUEMCTBAX Ta B HAYKOBO-
JOCIITHMX YCTAaHOBAaX, MiJITOTOBKA KBajiikamiitHoi
pob6oTH.

OuiHoBaHHA

Meronu OIiHIOBaHHS — €K3aMEHH, TeCTH, MTPAKTUKA,
KOHTPOJIbH1, KypCOB1 pOOOTH, €ce, TPEe3eHTallii.
@dopMatuBHI (BXiIHE TECTYBaHHS Ta MOTOYHUHN
KOHTPOJIb): TECTYBaHHA 3HaHb a00 YMiHb; YCHI
MPE3EHTAllli; 3BITH MPO J1a0opaTopHi poOOTH; aHAII3
TEKCTIB a00 JaHUX; 3BITM MPO MPAKTUKY; OIS
JiTEpaTypu TOMIO).

CyMartuBHi (IiICYMKOBUN KOHTPOJIb): €K3aMEH




(MMCHbMOBHI 3 IOJIATBIINM YCHUM OMUTYBAaHHSAM);
3aJliK (3a pe3ynbTaTaMy (POPMAaTUBHOI'O KOHTPOJIIO).

6 — IlporpaMHi KOMIIETEHTHOCTI

Inrerpanbna
KOMIIeTeHTHICTh

3MaTHICT PO3B’A3yBaTH CKJIAJHI CIeIiali30BaH1
3a]1ayl Ta MPaKTHU4YHI MPoOJeMH y ramtysi
3abe3rneueHHs iHpopmaIiiHoi 6e3neku 1/abo
KibepOe3nekH, 10 XapaKTePU3YETHCS
KOMILIEKCHICTIO Ta HETTIOBHOIO BU3HAYECHICTIO YMOB.

3arajbHi KOMIIEeTEHTHOCTI

(3K)

3K 1. 3aaTHicTh 3aCTOCOBYBATH 3HAHHS YIPAKTUUHUX
CUTYaIlisIX.

3K 2. 3HaHHA Ta pO3yMiHHS MPEIMETHOI 001acTi Ta
po3yMiHHS mipodecii.

3K 3. 3patHicth mnpodeciiHO  CHNUIKyBaTHUCS
JIEP’)KaBHOIO Ta 1HO3EMHOID MOBaMH SK YCHO, TakK i
TUCBMOBO.

3K 4. BMiHHS BUSBJISATH, CTABUTH Ta BUPIIIYBATH
npoOyieMu 3a TpodeciiHUM CIIPSIMYBaHHSIM.

3K 5. 3aatHIicTh A0 MOMIYyKY, 00pOOJICHHS Ta aHATI3Y
1HbopMarrii.

3K 6. 3matHICTh peari3yBaT CBOi MpaBa i 000B’ A3KH
K YJieHa CYCHUIbCTBA, YCBITOMJIIOBATH I[IHHOCTI
IrPOMAJSHCHKOTO  (BUIBHOTO  JIEMOKPATUYHOIO)
CyCHUIBCTBA Ta HEOOXIIHICTH HOTO  CTajoro
PO3BHUTKY, BEPXOBEHCTBAa IIpaBa, MpaB 1 CBOOOX
JIOJIMHU 1 TPOMaJITHUHA B Y KpaiHi.

3K 7. 3naTHicTh 30€piraTv Ta NIPUMHOKYBATH
MOpaJIbHI, KyJIbTypPHIi, HAYKOBI IIIHHOCTI 1
JOCSITHEHHS CYCITUICTBA HA OCHOB1 PO3YMIHHS
icTopii Ta 3aKOHOMIPHOCTEH PO3BHUTKY MPEAMETHOI
obnacTi, i Micug y 3arainbHid CHUCTEMI 3HaHb PO
IPHUPOIY 1 CYCHUIBCTBO Ta Y PO3BUTKY CYCIILIILCTBA,
TEXHIKU 1 TEXHOJIOT1H, BAKOPUCTOBYBATH Pi3HI BUIIU
Ta (OpMH PYXOBOi AaKTUBHOCTI MJII AKTUBHOTO
BIJIMTOYMHKY Ta BEJCHHS 3J0POBOTO CIIOCOOY JKUTTH.

CrneniaabHi (¢paxosi)
komneTeHTHOCTI (CK)

CK 1. 3paTHICT 3aCTOCOBYBaTHM 3aKOHOJABUy Ta
HOPMAaTUBHO-TIPaBOBY 0a3y, a TaKOX JIepXaBHI Ta
MDKHAPOJIHI BUMOTH, PAKTUKH 1 CTAHIAPTH 3 METOIO
3MiCHEHHs] TMpoQeciiHOl MISUTBHOCTI B Tally3i
iHpopMarriitHoi Ta/abo kibepOe3mexu.

CK 2. 3natHicTh 10 BUKOPUCTaHHS 1HGOpMaliiHO-
KOMYHIKAI[IMHUX TEXHOJIOT1M, Cy4YacHHUX METOJIB 1
MoOJeIen 1H(popMaIiitHO1 Oe3rnexku Ta/ado
kibepOe3neku.

CK 3. 3naTHICTh 10 BUKOPUCTAHHS MPOTPAMHHX Ta
MIPOTpaMHO-aNapaTHUX KOMIUIEKCIB 3ac001B




3aXUCTY 1Hpopmarii B 1HpopMmarliitHo-
TEJIEKOMYHIKalIMHUX (aBTOMATU30BaHUX) CHUCTEMaX.
CK 4. 3patHicTh 3a0e3medyBaTd HENEPEPBHICTH
0i13HeCy 3T1JIHO BCTAHOBJICHOT MOJIITUKU
1HpopmarliiiHoi Ta/abo KibepOe3nexu.

CK 5. 3naTtHicTh 3a0e3neuyBaTi 3aXHUCT 1HQOpMaLii,
110 00poOsieThCs B 1HpopMmarliitHo-
TEJEKOMYHIKAIMHUX (aBTOMAaTHU30BaHUX) CHUCTEMax
3 METOKW peaji3aiii BCTAaHOBJICHOI MOJITHKU
iH(popMalliitHOi Ta/abo kidbepOe3neKH.

CK 6. 3paTHICTh  BIAHOBJIIOBATH  IITaTHE
GbyHKIIOHYBaHHS 1HGOpMalLiiHUX, 1H(OpPMAaLIHO-
TEJEKOMYHIKAIlIMHUX (aBTOMATU30BAaHUX) CHCTEM
MICJIs pealtizallii 3arpo3, 311icHeHHs KibepaTak, 300iB
Ta BIJIMOB P13HUX KJIACIB Ta MOUIKOXKEHHS.

CK 7. 3naTHicTh BIPOBAIKyBaTH Ta 3a0e3meuyBaTu
(GYHKIIIOHYBaHHS KOMIUICKCHHUX CHCTEM 3aXHCTY
iHbopmarllli  (KOMIUIEKCH HOPMATHUBHO-TIPABOBUX,
OpraHi3allifHUX Ta TEeXHIYHHX 3acO00iB 1 METOJIB,
npoLeayp, IPAKTUYHUX MPUHOMIB Ta 1H..).

CK 8. 3parHicte  3ailiCHIOBAaTH  MIPOILEAYpPHU
yIPaBIiHHS IHIUCHTaMH, POBOJIUTH
PO3CITiIyBaHHS, HaJlaBaTU M OLIIHKY.

CK 9. 3partmicte 3aiiicHIoBaTH  mpodeciiiny
TISTBHICTh Ha OCHOBI  BIPOBAHKEHOT CHUCTEMU
yrIpaBiaiHHA 1HGOPMAaIIHHOI Ta/ab0 KibepOe3neKoro.
CK 10. 3gaTHicTh 3aCTOCOBYBAaTH METOIU Ta 3aCO0U
KpunTorpadiyHOro Ta  TEXHIYHOTO 3aXUCTY
iH(popMalrii Ha 06’ ekTax 1HPOPMAITIHHOT TISUTBHOCTI.
CK 11. 3naTHicTh BAKOHYBAaTH MOHITOPUHT IMPOIIECIB
dbyHKIIOHYBaHHS 1HQOpMaIiifHuX, 1H(OpMaIiiHO-
TEJICKOMYHIKallIMHUX (aBTOMATH30BAaHUX) CHCTEM
3TiJHO BCTAaHOBJICHOI MOMITHKUA 1H(MOpMAIIHHOT
Ta/ab0 KibepOe3neKHy.

CK 12. 3parHicTh aHaJi3yBaTH, BHSBISATH Ta
OIIHIOBAaTH MOJKJIMBI 3arpo3W, Yypas3IHWBOCTI Ta
necTabinizyrodi YUHHUKU iHbOpMaIiTHOMY
npocTopy Ta iH(MOpPMAIIHHUM pecypcaMm 3TiTHO 3
BCTAHOBJICHOIO TIOJITUKOIO iH(OpMaIliifHOi Ta/abo
KiOepOe3mneKu.

CK 13. 3parHicTh 3iHCHIOBATH MPOCKTYBaHHS
(po3poOKy)  cuCTeM, TEXHOJOTid 1  3aco0iB
1H(popMalliitHOT Oe3MeKu.

CK 14. 3patHicTh (QopMyBaTH KOMILIEKC 3aXOiB
(mpaBui, mpoleayp, MpakTUYHUX NPUIAOMIB Ta 1H.)
JUIsl ypaBiiHHS 1HQOpMAIiiiHOI0 0e31eKOoI0.
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7/ —IIporpaMHi pe3yJibTATH HABYAHHS

PH 1. 3acrocoByBaTu 3HaHHS JEpXKaBHOI Ta
1HO3EMHHUX MOB 3 METOI0 3a0€31e4eHHs €EKTUBHOCTI
npodeciiiHoi KOMYHIKaIlii.

PH 2. OpranizoByBatu BiacHy mpodeciiiHy
JISTTBHICT, OOMpaTH ONTUMAaJIbHI METOAU Ta CIIOCOOU
PO3B’sI3yBaHHS CKJIAJIHMX CHEIIaTi30BaHUX 3a7a4 Ta
OPAKTUYHUX TpoOjeM y mnpodeciiiHiid AISIBHOCTI,
OLIIHIOBATHU iXHIO €)EKTUBHICTbD.

PH 3. BuxopucroByBaTH pe3yibTaTH CaMOCTIHHOIO
NOIIYKY, aHaji3y Ta CUHTe3y iH(opmalii 3 pi3HUX
JoKepest 11 €heKTUBHOTO PIllICHHS CIeliani30BaHuX
3a1a4 npodecitHol TisUTbHOCTI.

PH 4. AwnanizyBatu, apryMeHTyBaTH, HpHUiMaTH
pilIeHHS npu pO3B’sI3aHHI CKJIaTHUX
CTeIlialli30BaHuX 3a7a4 Ta MPAKTHYHUX TPoOJeM y
npodeciiiHiil IISTIBHOCTI, SIKI XapaKTepU3yIThCA
KOMILUIEKCHICTIO Ta HETIOBHOI BH3HAYCHICTIO YMOB,
BIJIMOBIAATH 32 IPUUHSATI PIILICHHS.

PH 5. ApanrtyBatucs B yMOBax 4acToi 3MIiHHU
TEXHOJIOT1H MpodeciiiHOl MisITBHOCTI, TPOTHO3YBAaTH
KIHIIEBUH pe3yJbTarT.

PH 6. KputuyHo ocMuCIIOBaTH OCHOBHI Teopii,
OPUHIMIK, METOAM 1 TOHATTS Yy HaBYaHHI Ta
npodeciiHii TiSUTBHOCTI.

PH 7. [li1Tn Ha OCHOBI1 3aKOHO/1aBYO1 Ta HOPMATHBHO-
npaBoBoi 0a3u YKpaiHM Ta BHUMOT BIAMOBITHUX
CTaHJAPTIB, Y TOMY YHCJIi MDKHApOIHUX B Taiy3i
iHdopMaIriitHoi Ta/ab0 kibepOe3neKkH.

PH 8. I'otyBaTu mpormno3uiiii 10 HOpPMAaTUBHUX AKTIB
moao0  3abe3nedeHHs  iHopMaiiiftHOI  Ta/abo
Ki0epOe3mneKu.

PH 9. BripoBaixxyBaTu mporniecu, o 0a3yroTbes Ha
HalllOHAJJLHUX Ta  MDKHapOJHMX  CTaHAApTaXx,
BUSBIICHHS, 1IeHTU(]IKAIlI], aHAI3y Ta pearyBaHHs
Ha IHIUACHTH 1HPOpPMaIIiifHOT Ta/abo0 KibepOe3neKy.
PH 10. BukoHyBaTu aHam3 Ta JISKOMIIO3HIIIO
1HGOPMAITITHO-TETIEKOMYHIKAI[IHHUX CUCTEM.

PH 11. BuxonyBatm aHami3 3B’S3KIB  MIX
iHQopMaIItHUMKA ~ TIpoliecaMyd  Ha  BiJJTAJICHUX
O0YHCITIOBAIFHUX CUCTEMAX.

PH 12. Po3po6uisiTi Mozieni 3arpo3 Ta MOpyIIHUKA.
PH 13. AmamizyBatu mnpoektu iHboOpMaIliitHO-
TENEKOMYHIKalIiHUX cucteM, 0Oa3ylouuch Ha
CTaHJAPTU30BAHUX TEXHOJOTIAX Ta MPOTOKOJIAX
nepeaayvi TaHuX.
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PH 14. BupimyBatu 3aBIaHHs 3aXHUCTy Iporpam Ta
iHpopmarlli, mo o00podiseTbea Yy 1H(MOpPMaALIHHO-
TEJIEKOMYHIKalIHHUX CUCTEMAX IIPOTPaMHO-
amapaTHUMM  3aco0aMM  Ta  JaBaTH  OLIHKY
pE3yJIbTaTUBHOCTI AKOCTI MPUUHATHUX PIILICHb.

PH 15. BukopuctoByBaTH cydacHE MpOTrpamMHO-
anaparHe 3a0e3MeueHHs 1H(opMmariiiHo-
KOMYHIKalI{HUX T€XHOJIOT1H.

PH 16. PeanizoByBaTu KOMIUJIEKCHI CHCTEMH 3aXUCTY
iHpopmaiii B aBToMmaruzoBaHux cucremax (AC)
opraHizaiii (miAIPUEMCTBA) BIIMOBIAHO JO BUMOT
HOPMAaTHBHO-TTPAaBOBUX JIOKYMEHTIB.

PH 17. 3aGe3neuyBaTu mpolLeCH 3aXHCTy Ta
(GyHKIIOHYBaHHS 1H(opMmariiiHo-
TEJEKOMYHIKalIMHUX (aBTOMAaTHU30BaHUX) CUCTEM Ha
OCHOBI MpAaKTUK, HABHYOK Ta 3HAHb IIOJIO
CTPYKTYPHHUX (CTPYKTYpHO-JIOT1YHHX ) CXeM,
TOTIOJIOT1T MEPEeXKi, CydaCHUX apXITEKTyp Ta MoJesei
3aXUCTY €IEKTPOHHUX iH(l)opManiﬁHHX pecypciB 3
B12106pa}1<€HHHM B3a€MO3B’SI3KIB Ta lH(I)OpMaIIH/IHI/IX
MOTOKIB, MPOIIECIB ISl BHYTPIIIHIX 1 BiIJaJICHUX
KOMITOHEHT.

PH 18. BukopucroByBatu nporpamHi Ta mporpamMmHo-
armapaTHi KOMIUIEKCH  3axucCTy 1H(pOpMaliiHUX
pecypcis.

PH 19. 3actocoByBaTu Teopii Ta METOU 3aXUCTY IS
3abe3neueHHs 0e3neky iHpopmarlii B iHdpopMaliiHo-
TEJCKOMYHIKAIlIHHUX CUCTEMaX.

PH 20. 3abe3nedyBaru byHKIIOHYBaHHS
CIIeIlaJIbHOTO PO PaMHOT0 3a0e3MeUeHHs, 010
3aXHCTY iHbopMarii Bix pyHHy}qux MPOTrpaMHUX
BIUIMBIB, pyHHy}qux KoZiB B iHdoOpMaIliiiHO-
TEJIEKOMYHIKAIlIHHUX CUCTEMAX.

PH 21. BupimyBatu 3amaui 3a0e3neueHHs Ta
CynpoBoay (B T.4.: OTJISA, TECTYBaHHS, MMi/I3BITHICTH)
CHUCTEMH YIIPaBJIIHHS JOCTYIIOM 3TiJTHO BCTAHOBJICHOT
nomituku ~ Oesneku B 1H(OpMaUiiiHUX ~— Ta
1H(GOpPMAIIIITHO-TEIEKOMYHIKAIIHHIX
(aBTOMaTHU30BaHUX) CUCTEMAX.

PH 22. BupimyBatu  3amadi  ymnpaBiiHHS
poLeaypamMu meHTH(blKaun aBTeHTU(IKAIIIT,
apTopu3ailii ~ mpoleciB 1  KOPUCTYBadiB B
1H(pOopMaIIiTHO-TeIeKOM YHIKAI[IHHUX cHCTEMAx
3T1JIHO BCTAHOBJICHOI MOJITUKU 1H(OpMaIIiiiHOi 1/a060
kibepOe3neku.

PH 23. PeanizoByBaTH 3aX0/¥ 3 MPOTHii OTPUMAHHIO
HECAHKIIIOHOBAHOTO JOCTYyNy J0 I1HGOpMaLiiiHuX
pecypciB 1 POIIECIB B
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1HpOopMaIIITHIX Ta 1H(opMaLiitHO-
TEJEKOMYHIKAIMHUX CHUCTEM (ABTOMAaTHU30BAHUX)
CHUCTEMaX.

PH 24. BupimyBatu 3aa4i ynpaBiiHHS JOCTYIIOM J10
iHpopMaIIiHUX  pecypciB  Ta  MpOIECIB B
1HpOopMaITITHIX Ta 1H(opMmariiiHo-
TEJECKOMYHIKAlIMHUX (aBTOMATU30BAaHUX) CHCTEMax
HA OCHOBI MoJeNed  ympaBliHHA  JIOCTYIIOM
(MaHAATHUX, TUCKPELIMHUX, POJTHOBUX).

PH 25. 3a6e3nequaTI/I BBEICHHSI MIA3BITHOCTI1
CUCTEMU YIIpaBJIiHHS JIOCTYIIOM 10 CJIeKTPOHHHX
iHpoOpMaIiHMX  pecypciB 1 TpoleciB B
1HpOpMAaITITHIX Ta 1HpOopMaIIiiHO-
TEJEKOMYHIKAI[IHHUX (AaBTOMaTU30BaHUX) CUCTEMAX 3
BUKODUCTaHHSM O>KYpHaJIIB peecTpauii MoAii, ix
aHaIi3y Ta BCTAHOBJICHUX TPOIEAYP 3aXHUCTY.

PH 26. BHpOBaJI}KyBaTI/I 3axonu Ta 3a0e3mnedyBaTu
peamsaulfo IIPOIIECIB TOTIEePEIHKCHHS OTPHMAHHIO
HECaHKIIIOHOBAHOTO JOCTYITy i 3aXUCTY
1HbOopMaIIITHIX Ta iH(opmariitHo-
TEJICKOMYHIKaIlIHHUX (aBTOMATH30BaHUX) CHCTEM Ha
OCHOBI €TaJJOHHOT MOJIeNli B3aeMOJIi BIAKPUTUX
CHUCTEM.

PH 27.BupimyBaTtu 3aga4i 3aXUCTy MOTOKIB JaHUX B
1HbOopMaITITHUX, 1HpOpMaIliiiHO-
TEJIEKOMYHIKAIlIMHUX (aBTOMAaTH30BAaHUX) CHCTEMAX.
PH 28. AmnamizyBaTu Ta TPOBOJUTH  OIIHKY
e()EKTUBHOCTI Ta PIBHA 3aXHUIIIEHOCTI peCYPCIB PI3HUX
KJaciB B iHpopMaiiiHMX Ta 1H(OpPMaIlIHHO-
TEJCKOMYHIKAIlIMHUX (aBTOMAaTU30BaHUX) CHCTEMax
B XOAl TPOBEACHHS  BHUNPOOYyBaHb  3TITHO
BCTAHOBJICHOI TOJNITUKH 1HpoOpMariitHoi  Ta/abo
Ki0epOe3mneKu.

PH 29. 3nxiiicHioBaTH OI[IHIOBAHHS MOKJINBOCTI
peamizamii MOTEHIIWHUX 3arpo3 iHdopmarlii, MO
o0poOnsieThCsT B iH}opmaniiHo-
TEJICKOMYHIKAIlIMHUX CUCTEMax Ta e(EeKTHBHOCTI
BUKOPHUCTaHHS KOMIUIEKCIB 3aco0IB 3aXHCTy B
yMOBax peaiizallii 3arpo3 pi3HuX KJIaciB.

PH 30. 3mijficHroBaTH OI[IHIOBAHHS MOKJIUBOCTI
HECAHKI[IOHOBAHOTO  JIOCTymy JO  €JIEMEHTIB
1HGOpPMAITIITHO-TETIEKOMYHIKAIIITHIX CUCTEM.

PH 31. 3actocyBaTu Teopii Ta METOAM 3aXUCTY MAJIs
3a0e3MeueHHs] O€3MeKUu eNEeMEHTIB 1H(QOopMaIliiHOA
TEJIEKOMYHIKAIMHUX CUCTEM.

PH 32. BupimyBatu 3aja4i yrnpaBJiHHS NPOLECAMU
BiTHOBJICHHS IITATHOTO GbyHKITIOHYBaHHS
iH(pOpMaIIITHO-TeIEKOMYHIKAI[IMHUX ~ CUCTEM 3
BUKOPUCTAHHSIM TIPOIEAYp pPe3epBYBaHHS 3TiTHO
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BCTAHOBJICHOT MOJITUKU OE3MEKHU.

PH 33. BupimyBatu 3agaui  3a0e3nedYeHHs
Oe3nepepBHOCTI Oi3HEC MpPOLECIB OpraHizauii Ha
OCHOBI T€OPIi PU3HKIB.

PH 34. [Ilpuiimatu yuyacth Yy po3poOui Ta
BIIPOBA/XKEHH1 cTparerii iHdopmaiiiiHoi Oe3nexu
Ta/ab0 KibepOe3neKku BIAMOBIIHO JI0 IJIeH 1 3aBIaHb
oprasizariii.

PH 35. BupimyBatu 3amadi 3a0e3leueHHs] Ta
CyNIpOBOMY  KOMIUIGKCHUX  CHCTEM  3axXHCTY
1H(popMallii, a TAKOXK MPOTUAIT HECAHKI[IOHOBAHOMY
noctyny 1o iHdopManiiHuX pecypciB 1 MpolEciB B
1HpOopMaIIITHUX, 1HPOPMALiIiHO-
TEJICKOMYHIKaIlIHHUX (aBTOMATU30BaHMX) CHUCTEMax
3T1JTHO BCTAHOBJIEHOT MOJIITUKH 1HPOpMAIlIHHOI 1/a00
Ki0epOe3neKu.

PH 36. BusBnsatu HebGe3reuHi CUTHAIM TEXHIYHHX
3aco0iB.

PH 37. BumiproBatu mapameTrpu HeOE3MEYHHX Ta
3aBaJIOBUX CHUTHAIIB TiJi Yac I1HCTPYMEHTAJIbLHOTO
KOHTPOJIFO MpolleciB  3axucty iHdopmamii Ta
BU3HAYaTH €(EKTUBHICTh 3aXHUCTy iH(opmarii Bix
BUTOKY TE€XHIYHMMH KaHaJIaMH BIATOBIIHO 10 BUMOT
HOPMAaTUBHHUX JOKYMEHTIB CHUCTEMH TEXHIYHOTO
3axucTy iH(popMmariii.

PH 38. IarepnperyBatu pe3yJibTaTH NPOBEACHHS
CIICiaJIbHUX  BUMIPIOBaHb 3  BUKOPHUCTAHHAM
TeXHIYHUX 3ac00iB, KOHTPOIIO  XapaKTEPHUCTHUK
1H(}OpMAaITIITHO-TEIEKOMYHIKAI[IHHUX CHUCTEM
BIJIMOBIIHO J10 BHMOT HOPMAaTHBHUX JOKYMCHTIB
CHUCTEMH TEXHIYHOTO 3aXHUCTy iH(hopMaIlii.

PH 39. [IpoBonuTu aTecTarito (Ciuparodnuch Ha 00K
Ta OOCTEKEHHS) pEXKUMHUX TEpUTOpid (30H),
NPUMIIIEHh TOIIO B YMOBAaX MOJEPXKAHHS PEXKUMY
CEeKpeTHOCTI 13 (iKCyBaHHAM  pE3ylIbTaTiB Yy
BIJIMOBITHUX TOKYMCHTAX.

PH 40. InTeprperyBaTé pe3yiabTaTH MPOBEICHHS
CHEIlaTbHUX  BHUMIPIOBaHb 3  BUKOPHUCTAHHIM
TEXHIYHUX 3ac00iB, KOHTpomto Xapaktepuctuk ITC
BIZIMOBIAHO /10 BUMOT HOPMATHUBHUX JOKYMEHTIB
CHUCTEMH TEXHIYHOTO 3aXUCTy 1H(hOopMallii.

PH 41. 3a0e3mneuyBaTd HEMEPEPBHICTh MPOIECY
BEJICHHA >KypHaJIB peecTparlii Mmojiid Ta 1HIUJICHTIB
Ha OCHOB1 aBTOMAaTHU30BaHUX MPOIIETYP.

PH 42. BmpoBamkyBaTum TpOLIECH BHUSBICHHS,
imeHTrdikallii, aHaIi3y Ta pearyBaHHs Ha IHIIUICHTH
1H(popMaliitHOT 1/a00 K10epOe3neKu.

PH 43. 3acTocoByBaTH HaIliOHAJIBHI Ta Mi>KHAPOIHI
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peryioroul  aktd B cdepi kibepOe3neku s
pO3CHiayBaHHS HIUICHTIB.

PH 44. BupimyBatu 3agadi  3a0e3ME€YEHHS
Oe3nepepBHOCTI Oi13HEC-NIPOLIECIB  OpraHizaiii Ha
OCHOBI TeOpili PU3UKIB Ta BCTAHOBJIEHOI CHUCTEMU
yInpaBliHHS 1H(QOpMaIHOW O0€3MeKOo, 3TiIHO 3
BITYM3HSHMUMH Ta MDKHAPOJHMMH BHMOTaMH Ta
CTaHJapTaMHU.

PH 45. 3acrocoByBaru pi3HI KJIach MOJITUK
iHpopMmarliitHoi Oe3neku Ta/abo kibepOe3meKku, Mo
0a3yloThCS HAa PU3UK-OPIEHTOBAHOMY KOHTpPOJII
J0CTyny 10 1HGOpMAILIMHUX aKTHUBIB.

PH 46. 3nilicHioBaTH aHalli3 Ta MIHIMI3allll0 PU3UKIB
00poOKu 1Hpopmarii B iHpopMmarliitHo-
TEJIEKOMYHIKAIlIMHUX CUCTEMAX.

PH 47. BupimyBaTtu 3aga4i 3axucTy iHdopMaIlii, 110
00poOseThCS B iH(opMmariitHo-
TEJICKOMYHIKAIlIMHUX CUCTEMaX 3 BHKOPHUCTAHHSIM
Cy4yaCHUX METOIB Ta 3aC001B KPHUNTOTrpa(pidHOro
3axucTy iHpOopMaIlii.

PH 48. BukonyBaTu BOpPOBaJKEHHS Ta MIATPUMKY
CUCTEM BUSIBJICHHS BTOPTrHEHb Ta BHUKOPHCTOBYBATU
KOMITIOHEHTH  KpUNTOrpaiuHOro  3aXUCTy IS
3a0€3MeueHHs] HEOOXITHOTO PIBHA 3aXHUIIEHOCTI
iHpopMalrii B iHpoOpMaIiTHO-TEICKOMYHIKAI[IHHUX
CUCTEMaX.

PH 49. 3abe3neuyBatu HanexHe (QYHKI[IOHYBaHHS
CHUCTEMH MOHITOPUHTY 1H(pOpPMAIIHHUX PECypciB 1
mporeciB B iH(pOpMaIliiHO-TEIEKOMYHIKAIIHHIX
CUCTEMAX .

PH 50. 3abe3nedyBaru byHKIIOHYBaHHS
NPOrpaMHUX Ta MPOTPAMHO-AMapaTHUX KOMIUIEKCIB
BUSBIICHHS BTOPTHEHb PI3HUX pPIBHIB Ta KIACIB
(CTaTUCTUYHUX, CUTHATYPHHX, CTaTUCTHUYHO-
CUTHATypHHX).

PH 51. [IlintpumyBaTuH  mpamne3mgaTHICTh  Ta
3a0e3nedyBaT KOH(IrypyBaHHS CHCTEM BUSBIICHHS
BTOPTHEHb B 1H(OPMAIIITHO-TEIEKOMYHIKAIITHIX
CHUCTEMaX.

PH 52. BuxopucroByBatH IHCTpyMEHTapiid st
MOHITOPHUHTY MpOIIECIB B iH(bOopMaIiiiHo-
TEJICKOMYHIKAIlIHHUX CUCTEMAX.

PH 53. BupimyBatu 3amadi aHaiizy OpoTrpaMHOTO
KOy Ta HasBHICTh MOYJIMBUX 3arpo3.

PH 54. VYcBimoMioBaTH MIHHOCTI TPOMaJISHCHKOTO
(BUIBHOTO  JIEMOKpPAaTUYHOTO)  CYyCNUIbCTBA  Ta
HEOOXIJTHICTh OT0 CTaJI0ro pOo3BUTKY, BEPXOBEHCTBA
npaBa, IpaB 1 CBOOO/ JIOJIUHU 1 TPOMAJIIHUHA B
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VYkpaiHi.

PH 55. 3al0e3neuuTu HajexkHE 3aCTOCYBAaHHS
ANrOPUTMIYHHUX MaTeMaTUYHUX aCIEKTIB
KpunTorpaiyHOro 3axXucTy iHpopMarii.

PH 56. BukonyBaTu KOH(]IrypyBaHHSI CHCTEM
BUSIBICHHS ~ BTOPrHEHb Ta  BUKOPHUCTOBYBATU
KOMITOHEHTH 3aXUCTY JUTSI 3a0e3MeUeHHs
HeoOxiaHoro piBHs 3axumieHocti [TC.

PH 57. IlpoektyBaTu cucteMu [IJsi 3I1ACHEHHS
MOJIITUKK  OE€3MeKM Ha OCHOBI BHUKOPUCTaHHS
Cy4acHUX MPUHIIMIIB, CIIOCOO1B Ta METO1B TeOPii
3aXUIIEHUX CUCTEM.

8 — PecypcHe 3a0e3neueHHs peaJizauii nporpamu

Kanpoge 3a0e3neueHHst

Kanpose 3abesneuenns OIIIl ¢opmyeTthes, B
OCHOBHOMY 3a paxyHOK Kadeapu MEHEIKMEHTY Ta
oesneku iHGopManiHUX cucteMm. Jlo BUKIagaHHS
JUCHUIUTIH  3aJly4aroThCs TakoX 1HII  Kadeapu
bakynbTeTy MEHEKMCHTY Ta Oe3reku
iHbopMaIliitHuX cucTteM, 1 yHiBepcurety. KepiBHHK
OPOEKTHOI  TPymu  OCBITHBOI  MporpamMu  Ta
BUKJIQMAIbKUM  CKJaA, sSKuid  3a0esnedye il
peaizailito, BIAMOBIJa0Th BUMOTaM, BH3HAYCHUM
JlineH31iHUMHY YMOBaMH TTPOBAKEHHS OCBITHBOT
JISIBHOCTI.

MarepiajibHO-TeXHiUHE
3a0e3meyeHHsI

MarepianbHO-TeXHIYHE 3a0€3MeUYeHHS BIANOBIIAE
BuMoraM JIi1eH31HHUX yMOB IIPOBaKEHHST OCBITHBOT
TISTTBHOCTI, B TOMY YHCJI BKIIOYAE B ceOe cydacHi
naboparopii LlenTpy iHpopMaIriiHUX TEXHOJOTINA Ta
3aXUCTy 1H(OpMaIlii, 30KpeMa KOMIT IOTEPHI KJIacH
mepekeBoi  akamemii  Cisco Ta IT  Axamgemii
Microsoft, HayxoBo-mocmigny nabopaTopiro
TEXHIYHOTO 3aXHUCTY iHpopMarlii.

Indopmauniiine Ta
HABYAJbHO-METONYHE
3a0e3neyeHHs

BignoBimno g0  Bumor  JlimeH31HUX  yYMOB
IIPOBAXKCHHS OCBITHBOI JISJILHOCTI BKITIOYAE B ceOe
0i0mioTeUHI  pecypcd,  €JeKTPOHHI  HaBYajbHI
pecypcen, caiit BHTY Ta caiit kadpeapwu, Ha sskux
po3MilieHa OCHOBHA 1H(GOpMAITisl 00 OCBITHROT
nmismeHOCTI 3a OIL.

9 — AkaaeMiuHa MOOLIBLHICTDH

HanionajsibHa KpeauMTHA
MOOLIBHICTH

3MiMCHIOEThCS Ha TMIACTaBl YKIAJEHHS Yroja IMpo
CIIBPOOITHUIITBO MK YHIBEPCUTETOM Ta 3aKJiaJlaMu
BUIIO1 OCBITH Y KpaiHHU.

Mi:xkHapoaHa KpeAUuTHA
MOOLIBHICTH

3MiCHIOETHCS HA MIJCTaB1 YKIaJACHHS Yro MIXK
VYHIBEpCUTETOM Ta TPYNOK 3aKJaJiB BUIIOT
OCBITH piI3HUX KpaiH 3a Y3rO/UKCHUMH Ta
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3aTBEP/UKEHUMH Yy  BCTAHOBJIEHOMY  MOPSAKY
IHAMBIAYAJIbHUMH HAaBYAJIbHUMU IJIAHAMU CTYIEHTIB
Ta MporpaMaMy HaBYAJIbHUX JHUCLMIUIIH, a TAKOX B
pamMKax MDKYpPSIIOBUX YIroOJ MpO CHIBPOOITHHUIITBO B
rajiy3i OCBITU, MKHAPOJHUX MPOEKTIB, B IKUX
VYHiBepcuTeT NpUuiiMae y4acTb, TPaHTIB Ta iH.

HaB4yaHHA iHO3eMHHUX
3100yBa4iB BUIIOI OCBIiTH

3a [1aHOI OCBITHBOIO MPOrpPaMoI0 TependadeHo
HABYaHHSI 1HO3eMHUX 37100yBauiB BUILIOT OCBITH

2 TlepeJlik KOMIIOHEHT OCBITHBLO-NIPO(deciiiHOI MporpaMu Ta iX JIOTiYHA

MOCJIi/IOBHICTH
2.1 Tlepenik KOMIOHEHT OCBITHBO-TIPO(ECiiTHOT MporpamMu
Kon KommnoneHnTu ocBiTHBOT IporpamMu (HaByasbHi Kinbkicts dopma
H/I JTUCLMILIIHYA, KypCOB1 MPOEKTH (PoOOTH), TPAKTHKH, KPEIUTIB | MICYMKOBOTO
kBautiikaliiina podota) KOHTPOJIIO
OBOB’A3KOBI KOMITOHEHTU
3aranbHi
1.1. IcTopist Ta KynbTypa YKpainu 3,0 3aJTiK
1.2. dinmocodis 3,0 3aJIiK
1.3. TTositosoris 3,0 3aITIK
14. VYkpaincbka MOBa 3a TPOQECITHUM CITPSIMYBaHHSIM 3,0 3aUTiK
15. [HO3eMHa MOBa 3a TPOQECITHUM CITPSIMYBaHHSIM 8,0 3aUTiK
1.6. Buia maremaTuka 12,0 ICIIUT
1.7. di3uka 10,0 ICIIUT
[Tpodeciitni

1.8. OcCHOBHU KOMIT'FOTEPHOI TEXHIKH 3,0 1ICIIUT
1.9. [HdopmartiitHi TeXHOIOTIT 3,0 3aIIIK
1.10. Internet-rexnoutorii Ta kibepririena 4.0 1ICIIUT
1.11. TeopeTnuHi OCHOBH IpOIIECIB y KibepOe3mnelri 11,0 ICIIUT
1.12. CxeMOTeXHIKa 8,0 3aJ1iK, ICITHT
1.13. MareMaTtnuHi OCHOBHU Kpuntorpadii 4,0 ICIIUT
1.14. CrentianbHi BUMiproBaHHs y cdepi 3axucty iHdopmarii 3,0 3aITiK
1.15. Ocrosn HAYKOBHX JOCITIDKeHb, aHAI3y Ta CHHTE3Y 40 icuT

iHbopMarrii ’
1.16. YrpaBninHs pu3NKaMHu Ta OILIIHIOBAHHS 6.0 ICIIUT

3axuiieHocTiiH(opMarrii ’
1.17. [HdopmariiiHO-TeneKOMYyHIKaIlIiHI CHCTEMH 30 icnut
118, OCHOBU TEXHIYHOI'O 3aXUCTY iHPOpMaIlii 5.0 icnut
1.19. ExoHoMmika, oprasizalis Ta yrpasJiHHs Oi3HeC Mpolecamu 3,0 3aJiK
1.20. VYnpaBiiHHS iHIWJAEHTaMH iH(opMalliifHoi Oe3nexu 40 icnut
1.21. OcHoBu iH(opMmaltiiiHoi Oe3nexu (BeTym 10 daxy) 3,0 3aJiK
1.22. OcCHOBU MPOrpaMyBaHHs 3aXUIIEHUX 1H(POPMAIIHHUX 11,0 3aJiK , ICIIUT

cucteM (B T.4. KypcoBa poboTa)
1.23 [Iporpamumii 3aXHUCT B CUCTEMax YIPaBIIHHS 4,0 icnut

iHbOopMaILIHOIO OE3IEeKOI0
1.24 ba3u nanux i3HaHb (B T.4. KypcoBa po0oTa) 6,0 1CIIAT
1.5 OcHoBu KpunTorpadivHoro 3aXucty iHdopmarii (BT.4. 80 3aJiK, ICIUT

KypcoBa poboTa) ’




126 [IpoexTyBaHHS CUCTEM YIPABIIHHSA 100 3aJiK, ICUT
o iHpOopMaIIiitHOIO 6€3MeKOI0 (B T.9.KypCOBHIA ’
IIPOEKT)
127, MenempxkMeHT iHpopMaIiifHOT Oe3neKu 7,0 3aJiK, ICIUT
1.28 HopmaTuBHO-po3mopsigi 3acaan yrpaBiliHHS 40 iciut
o iH(opMaIliiiHO Oe3MeKOr0 ’
129 BupoOHnua npakTrka 9,0 3aJiK
1.30. [lepegnumioMHa npakTuka 45 3aJIiK
1.31. BbakanaBpcrka kBamidikamiitna podoTta 10,5
3aragbHuii 00cAT 000B’I3KOBUX KOMIIOHEHT 180
BUBIPKOBI KOMIIOHEHTH 3A BUNIbBHUM BUBOPOM CTYJEHTA
3arajbHi
2.1. OcBIiTHIII KOMIIOHEHT 3 TyMaHITapHOI Ta (H110COPCHKOT 3,0 3aITiK
miaroroBku 3 b/IBB
2.2. OCBITHII KOMIIOHEHT 3 CYCHLILHO-TIOJITUYHOT MiITOTOBKH 3,0 3aJIiK
3 5/IBB
2.3. OcCBITHIM KOMIIOHEHT 3 €KOHOMIUHO1 miarotoBku 3 b/IBB 3,0 3aJIiK
24, OcCBIiTHIIf KOMITOHEHT MiITOTOBKHU 3 IHO3€MHOT MOBH 3 3,0 3aUTiK
BJ/IBB
[Tpodeciitni
2.5. OcsitHili komnoHeHT 1 3 B/IBB 5,0 3aITIK
2.6. OcsiTHili komnoHeHT 2 3 b/IBB 5,0 3aITIK
2.7. OcsitHill komnoHeHT 3 3 b/IBB 5,0 3aITIK
2.8. OcsiTHili komnoHeHT 4 3 B/IBB 5,0 3aITIK
2.9. OcsiTHil koMroHeHT 5 3 B/IBB 5,0 3aITIK
2.10. OcsiTHil koMnoHeHT 6 3 B/IBB 5,0 3aIIIK
2.11. OcsiTHil komnoHeHT 7 3 bJIBB 6,0 3aIIIK
2.12. OcsiTHili komnoHeHT 8 3 B/IBB 5,0 3aIIIK
2.13. OcsiTHili komnoneHT 9 3 B/IBB 3,0 3aIIIK
2.14. OcsitHiii komnoneHT 10 3 B/IBB 4.0 3aIIIK
60
3ATAJIbHUM OBCST 3A IIJIAHOM 240
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2.2. CTPpYKTYpPHO-JIOTiYHA cXeMa OCBITHLO-NpodeciiiHOl mporpamMu

1 ceMecTp 2 CEMeCTp 3 ceMecTp 4 ceMecTp 5 CceMecTp G CceMecTp T CceMecTp 3 ceMecTp
OK 1 OK 4 OK 2 OS5 OK 3 OK 15 OK 19 QK 20
OK 5 O & OK 5 oK 11 OK 18 0K 25 QK 26 QK 26
OK 6 O 6 OH 11 oK 12 Ok 17 OK 29 OK 27 oK 27
OKT OKT OK 12 OK 14 OK 24 BK 3 OK 28 OK 30
OK & oK 11 OK 13 OK 15 OK 25 BX 9 BE 4 Ok 31
OH S OK 21 BK 1 OK 16 BK T BK 10 BK 11 BK 4
OK 10 QK 22 BK 5 BK 2 BK & BK 12

S— - - . BX 9
QK 22 OK 23 BK 14 BX &

BK 14




3 ®opmu atectanii 3100yBaviB BUIOI OCBITH

®opmu aTtecTauii 3100yBa4yiB BUII0I OCBITH

ArecTanis 3A1MCHIOETECA Y (POpPMI €IUHOTO JEp’KaBHOIO KBaji(hiKaliiHOTO
ICIUTY Ta MyOJIYHOr0 3aXUCTY KBali(iKaliiHOT poOOTH.

Jlo arecranii JOMYCKAalOTbCA CTYAEHTH, SIKI BUKOHAJIM BCl BUMOTH IPOrpaMH
MMATOTOBKH.

€nuanii  gepkaBHUM  KBamipikallifHUN ICOUT mependayae  OIIHIOBAHHS
JOCSTHEHb  PE3yJbTaTiB HAaBUaHHS, BHU3HAYEHHX CTAaHAAPTOM Ta OCBITHHOIO
IPOrpamoro.

Bumorn 1o kBanidikaiiitHoi poOOTH/TIPOEKTY

Kpanidikamiitnuéi  mpoekt/pobora  Mae  mepeadadyaTd  poO3B’s3aHHS
CrieliaaizoBaHoi 3a/1a4i B raiy3i iHpopmalliitHoi Ta/abo kibepoOe3nexu.

KBanidikauiitauii npoext/podoTa Mae OyTH NepeBipeHui Ha mariart.

KBamidikamiitna podoTa nmoBuHHa OyTH OmyOJiKOBaHa Ha caifTi BiHHMIIBKOTO
HaI[I0HAJLHOT'O TEXHIYHOTO YHIBEPCUTETY.

4 BUMOTH 10 HAsiBHOCTI CMCTeMH BHYTPIlIHbOI0 3a0e31eYeHHs
SIKOCTi BUILIOI OCBITH

VY BuIOMy HaBUaJIbHOMY 3akjiajai (QYHKI[IOHYE cHCTeMa 3a0e3MeUYeHHS SIKOCTI
OCBITHBOI JISUTBHOCTI Ta SIKOCT1 BUIIOT OCBITH (CHCTEMa BHYTPIITHBOTO 3a0e3MeUeHHS
SIKOCTI), sIKa nependavae 3M1MCHEHHS TaKUX MPOIIEAYP 1 3aX0/I1B:

1) BU3HAYCHHS MIPUHIUITIB Ta MPOLEAYP 3a0e3MeueHHsI SKOCTI BUIIOT OCBITH;

2) 3A1ICHEHHSI MOHITOPHMHTY Ta MEPIOIUYHOIO MEPErISIIy OCBITHIX IIPOIrpam;

3) mIopiuHE OIiHIOBaHHS 3700yBadiB BHIOI OCBITH, HayKOBO-IIE€JArOriuHUX 1
NeJaroriYyHUX  MPAIiBHUKIB ~ BUINOTO HABUYAJbHOTO 3aKjajy Ta peryispHe
OTPWIIIOTHCHHS PE3y/IbTaTIB TaKUX OIIHIOBaHb Ha OQiliifHOMY BeO-caliTi BHIIOTO
HABYaJILHOTO 3aKJIajy, Ha IHPOpMAaIIHHUX CTEH/IaX Ta B OyIb-SIKUM 1HIIHK CIIOCIO;

4) 3a0e3nedyeHHS MIABUINCHHS KBaii(ikaiii MmeJaroriyHmx, HAyKOBHX 1
HayKOBO-II€/IarOT1YHMX MPaIliBHUKIB;

5) 3a0e3neyeHHs] HASBHOCTI HEOOXITHUX PecypciB Il OpraHizaiii OCBITHBOTO
Mporecy, y TOMY YHCII CaMOCTIMHOT pOOOTH CTYAEHTIB, 3a KOXHOIO OCBITHBOIO
MIPOrpPamoro;

6) 3abe3nedeHHs HASBHOCTI iHQOpMAIIMHUX cHCTEM IS e()EKTHBHOTO
VIPABIIIHHS OCBITHIM MPOIIECOM;

7) 3abesmeuyeHHs MyOiuHOCTI iH(pOpPMAIli PO OCBITHI MPOTPaMH, CTYICHI
BHIIIO1 OCBITH Ta KBaTipiKaIlii;

8) 3abesmedycHHS ©(PEKTHBHOI CHUCTEMH 3amo0iraHHs Ta  BHSBJICHHS
aKaJeMIvyHOTO TUIariaTy y HAyKOBUX TMpAISIX TMPAI[IBHUKIB BUIIMX HABYAIBHUX
3aKJIa/1iB 1 3100yBaviB BUIIOT OCBITH;

9) iHmMX MpoIEeayp i 3aX0/iB, SAKI 3a0€3MEeUyIOTh HAJICKHUM PIBEHb SKOCTI
BUIIIO1 OCBITH.
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5 IlepeJtik HOPpMATUBHUX JOKYMEHTIB, HA AKHX 0a3ye€TbCs
OCBIiTHS Iporpama

— 3akoH Ykpainu «IIpo Bumy ocity» 01.07.2014 Nel556-VII - [Pexum
noctyny: http://zakon4.rada.gov.ua/laws/show/1556-18];

— 3akoH VYkpainu «IIpo 3axuct iH@opmauii B  iHpopMauLiiHO-
TEJICKOM YHIKAI[IHHUX CHUCTEMax» [Pexum JTOCTYIY: http://
https://zakon2.rada.gov.ua/laws/show/80/94-sp];

— 3akon VYxkpainu «IIpo ocHOBHI 3acaau 3a0e3mnedeHHs KiOepOesneku
VYkpainu» - Bimomocti BepxosHoi Panu (BBP), 2017, Ne45, c¢1.403;

— TlocranoBa Kabinery MinictpiB Ykpainu Big 30.12.2015p. .Nel187 «IIpo
3arBep/ukeHHsT JIEeH31MHUX yMOB NPOBAJKEHHS OCBITHBOI JISUIBHOCTI» [Pexum
noctyny: http://zakon4.rada.gov.ua/laws/show/1187-2015-n/page]:

— TlocranoBa KabGinery MinictpiB Ykpainu «IIpo 3aTBep/KeHHS MEpenniKy
rajxys3eil 3HaHb 1 CHEIIaJIbHOCTEH, 3a SKUMU 3IMCHIOETHCS IMIATOTOBKA 3/00yBaviB
Bumioi  oceitw»  Big  29.04.2015  p.Ne266. [Pexum  goctymy:  http://
zakon.rada.gov.ua/laws/show/266-2015-m];

— Hamionaneauii knmacudikatop Ykpainu: "Knacudikatop mpodeciity K
003:2010 [Pexxum moctymy: http://www.003.com];

— Haka3z MOH VYkpainu Ne1074 «IIpo 3aTBepiskeHHS CTaHAAPTY BUIIOT OCBITH
3a cremiabHIcTIO 125 «Kibepbesneka» ramysi 3Hanb 12 «IHbopmalliiHi TeXHOJIOT1i»
JUTs Tiepinoro (6akanaBpchKoTo) piBHS BHIIOi ocBiTH» Bix 04.10.2018 p.;

—  «/loxtpuna iHpoOpMarliiitHOT Oe3meku YKpaiHu», 3aTBEP/KEHO YKa3oM
[Ipesunenta Ykpainu Big 25 miotoro 2017 poky Ned7/2017. [Pexxum poctymy:
https://www.president.qov.ua/documents/472017-21374];

—  Pimenns Pagu HamioHanpHOT Oe3meku 1 00oponu Ykpainu «IIpo cTparerito
kibepOesnekn Ykpainm» Big 27.01.2016 p., yBeaeHoro B air0 Yka3zom llpesupenta
VYkpainu BiJl 15.03.2016 p. No96. [Pexxum JIOCTYIY:
https://www.president.qgov.ua/documents/2422016-20141];

— TlonoxxeHHsa mpo TeXHIYHUH 3axUCT 1HGopmarii B YKpaiHi, 3aTBEpHKECHE
VYkazom [lpesunenta Ykpaiau Big 27 Bepecust 1999 p. Nol1229;

— TlomoxeHHS TIPO TOPSAOK 3IIMCHEHHS KPUITOTPa(igHOTO 3aXHUCTy
iHdopMmarii B Ykpainu, 3aTBepkeHe Yka3om IIpesumenra Ykpainu Big 22 TpaBHS
1998 p. No505;

— IlpaBuna 3abe3nedeHHs 3axucty 1HGopMmanii B  1HGOpPMALIAHUX,
TEJIEKOMYHIKAI[IMHUX Ta 1HHOPMALIHO-TeIEKOMYHIKAIIHHUX CUCTEMAaX, 3aTBEPAKEHI1
noctanoBoto Kabinety MinictpiB Ykpaiau Big 29 6epesns 2006 p.

Ne373.
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http://zakon4.rada.gov.ua/laws/show/1341-2011-%C3%90%C2%BF%5d
http://www.003.com/
https://www.president.gov.ua/documents/472017-21374
https://www.president.gov.ua/documents/2422016-20141

IHosicHIOBAJILHA 3aIIUCKA

OciTHbO-TIpO(ECiiiHa TporpamMa MICTUTh MNPOTPaMHI KOMIETEHTHOCTI, IO
BHU3HAYalOTh crenu(iky miAroToBKM O0akanaspiB 31 crenianbHocTi 125 «KibepOesneka
Ta 3aXUCT 1H(OpMaLIi» Ta MporpaMHi pe3yJbTaTh HaBYaHHS, KI BUPAXKaIOTh TE, 110
CTYJEHTIOBUHEH 3HATH, PO3YMITH Ta OYTH 3JaTHUM BUKOHYBATH MICJS YCHIIIHOTO
3aBEpIICHHS OCBITHBOI porpamu. B Tabnuisix 1, 2 HaBeAeH1 MaTpHUIll BIAMOBIAHOCTI
BHU3HAUYEHHX OCBITHBOIO MPOrPaMOI0 PEe3yJIbTAaTiB HaBYaHHS (KOMIIETEHTHOCTEH) Ta
OCBITHIX KOMIIOHEHTIB.
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JlomaToxk A

Ta6auusa 1. MaTpuus 3a0e3neyeHHs IPOrpaMHUX Pe3yJibTaTiB HABYAHHSA 000B’I3KOBUMH OCBITHIMH KOMIIOHEHTAMH

OK 1
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+| OK 4
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+
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+
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+
+
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PH 4 + + +
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+|+|+|+|+|+]| OK 29
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PH6 + + | + + +
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PH + | + +
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PH + |+ |+ +
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PH + |+ + + + +
15

PH + + +
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PH + +
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20

PH + |+ | +
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SI3KOBUM OCBITHIM KOMIIOHEHTaM
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Jonartok b

Tabamnus 3. 3segena tadauus GaxoBuX KOMIIETEHTHOCTEH Ta pe3yJIbTATIiB

HaBYaHHA

daxoBi KOMIIETEHTHOCTI

Pe3ynpratn HaBUaHHS

CK 1. 3partHicTh 3aCTOCOBYBATH
3aKOHOJABYY Ta HOPMaTUBHO-
npaBoBy 0a3y, a TaKOX JAEpXkaBHI Ta
MIDKHapOAH1 BUMOTH, MPAKTUKHU 1
CTaHIApTH 3 METOI0 3JIHCHEHHS
npodeciifiHoi IAIBHOCTI B ramysi
1H(popMaLiifHOT Ta/abo
Ki0epOe3neKu.

— TOTYBaTH MPOIO3HUIIT JO HOPMATUBHUX AKTIB 1
JIOKyMEHTIB 3 METOI0 3a0e3MeUeHHs BCTAHOBJIEHOT
HOJIITUKH 1H(popMaLiiHOT 0e3nexku 1/abo
KibepOe3nexu;

—  pO3pOo0JISTH TMPOEKTHY [IOKYMEHTAIlilo, 00
IPOrpaMHUX Ta MPOTrpaMHO-aNapaTHUX KOMILIEKCIB
3aXHUCTY 1H(popMaLIHUX, 1H(popMalliitHO-
TENEKOMYHIKAI[IHHUX (aBTOMATHU30BaHUX) CUCTEM;
— BHUKOHYBAaTH aHaji3 peams3amii HOpUHAHATOL
NOJIITUKH 1H(OopMarliitHoi 1/a00 KibepOe3neKH.

CK 2. 3aaTHICTh A0 BUKOPUCTAHHS
1H(OpMaIlIfHO-KOMYHIKaI[IHHUX
TEXHOJIOT1H, Cy4YaCHUX METOIB 1
Mozenelt iHpopMaliiHoi Ta/abo
KibepOe3neKu.

— 3IiicHIOBATH MpOo(deciiiHy AisUIbHICTH Ha OCHOBI
3HaHb CyYacHHMX 1H(OpMaliitHO-KOMYyHIKalIHHUX
TEXHOJIOT1H;

— po3po0ATH Ta aHaJIi3yBaTH MIPOCKTH
1H(OpMaIITHO-TEIeKOMYHIKaIlITHIX CUCTEM
0a3yrounch Ha CTAaHJAPTHU30BAHMX TEXHOJIOTIAX Ta
POTOKOJIaX Mepeaayl JaHuX;

— 3acTOCOBYBaTH B  MpodeciiHiil  AisUTbHOCTI
3HAHHS, HaBUYKH Ta TMPAKTUKH, IIOJO0 CTPYKTYp
CydyaCHUX OOYHUCITIOBAJIbHUX CHUCTEM, METOMIB 1
3aco0iB  00poOkum  iHdoOpMmarllii,  apXiTEKTyp
ornepariiHuX CUCTEM;

— 3IIMCHIOBAaTH 3aXHUCT PECYpPCIiB 1 MpOIECIB B
iH(hOopMaIlIHHO-TEICKOMYHIKAIlIHHUX CHUCTEMaxX Ha
OCHOBI Mojenei Oe3neku (KIHIEBHX aBTOMATIB,
ynpasiiaas notokamu, Bell-LaPadula, Biba, Clark-
Wilson, Ta iHII1), @ TAaKOX BCTAaHOBIICHUX PEKUMIB
Oe3neyHoro  ¢GyHKIIOHYBaHHS  1H(GOpMAIlIHHO-
TEJIEKOMYHIKAIlIHHUX CHCTeMaX;

— BHUKOHYBATH aHalli3 MPOrpaMHOTO 3a0e3leueHHs
3 METOI0 OL[IHKM Ha BIiINOBIAHICTH BCTAHOBJICHUM
BUMoraMm iHdopmariitHoi i/a6o kiGepbOe3nexkun B
iH(OpMaIfTHO- TeTEeKOMYHIKaIlIHUX CUCTeMaX.

CK 3. 3aaTHICTh 10 BUKOPHCTAHHS
MPOrPaMHUX Ta MPOTPaMHO-
amapaTHUX KOMILIEKCIB 3aC00y
3axucTy iHpopmarii B
iHpopMmariiitHo-
TeTEKOMYHIKalliTHIX
(aBTOMAaTHU30BaHUX) CUCTEMAX.

— 3a0e3MevyyBaTUIIPOIIECH 3aXHCTY
iH(OpMAIIITHO-TEIeKOMYHIKAIITHIX
(aBTOMATM30BaHUX) CUCTEM LUISIXOM BCTAHOBJICHHS
Ta KOPEKTHOI eKCIUTyaTanii MOporpaMHHUX  Ta
porpaMHO-anapaTHUX KOMILJICKCIB 3ac00iB
3aXHCTY;

— 3a0e3neuyBaTH (YHKIIOHYBAHHS CIIELIATHHOTO
IPOTPaMHOTO 3a0€3MEUEHHs, MO0 3aXUCTy AaHUX
BiJl pyHHYIOUMX MPOTPAMHHX BIUIMBIB, PYHHYIOUNX
KomiB B iHQopMamiiiHux,  iHpopMaIiiiHo-
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TENIEKOMYHIKaIllHHUX (aBTOMATH30BaHUX)
cUCTEMaX;

—BHKOHYBAaTH pPO3pOOKy eKCIUTyaTalliHOo1
JIOKyMEHTAIlI Ta KOMIUIEKCIB 3aCO01B 3aXUCTY.

CK 4. 3natHicTh 3a0e3neuyBaTu
HETEepPEepPBHICTH O13HECY 3T1IHO
BCTaHOBJICHOT MOJITUKHU
1H(popmMaiifHoi Ta/abo
KibepOe3nexu.

— BUpINIYBaTH 331a4i cynpoBoay ( B T.9UCIII:

OTJIsiZl, TECTyBaHHS,  MIA3BITHICTb)  CHUCTEMHU
YIPAaBIIIHHSA JOCTYIIOM 3T'1IHO IPUHIIUIIIB, KPUTEPIiB
JOCTYIy JO BCTAQHOBJICHOI TOJITUKK O€3MEKH B

1H(popMaLITHUX Ta 1H(popMaliifHO-
TEeNIEKOMYHIKaI[IHHUX (aBTOMATHU30BaHUX )
CUCTEMAX;

— peani3oByBaTH 3aXOJd 3 MPOTHJIIi OTPUMAHHIO
HECaHKLIOHOBAHOTO JIOCTYIY J0 1HQOpMaLIHiHUX
pecypciB 1 mpoueciB B 1HGOpMaUiWHUX Ta
1H(pOopMaLITHO-TEIeKOMYHIKaIlITHIX
(aBTOMATHU30BaHUX) CHCTEMAX;

— BHpIUIYBaTH 3a/ayl YNpaBIiHHSA JOCTYNOM 0
iHQopMalifHUX  pecypciB  Ta  MpOLECIB B
1H(popMaIiHIX Ta 1H(opMaIiitHo-
TEJIEKOMYHIKAI[IHHUX (aBTOMATHU30BaHUX )
CUCTEMax Ha OCHOBI Mojejeill  ympaBiiHHS
JOCTynoM (MaHAATHUX, TUCKPELIHHUX, POJIbOBUX);
—  BHpIIIYBaTH 3aJadl LEHTPaII30BaHOr0 1
JIELIEHTPAIII30BAaHOIO  aIMIHICTPYBaHHS JOCTYIOM
N0 1H(popMaliiHUX pecypciB 1 MpoLEciB B

1H(popMaLiTHIX Ta iH(pOopMaIiiHo-
TeJIEKOMYHIKaI[IHHUX (aBTOMATHU30BaHUX )
CUCTEeMaXx;

— 3a0e3nedyBaTH BBEICHHS MiA3BITHOCTI CHCTEMHU
YIOpaBJIiHHSA JOCTYNOM iH(QOpMAIIHUX pecypciB 1
mporeciB B 1HGOpMaIIHHO-TEICKOMYHIKAIIHHUX
CUCTEMax.

CK 5. 3natHicTh 3a0e3meuyBaTu
3aXUCT iHpOpMAIIii, 10
00po0bmsieThes B iHPOpMaIIiifHO-
TeJIeKOMYHIKaI[IHHUX
(aBTOMAaTH30BaHUX) CHUCTEMax 3
METOI0 peajizailii BCTaHOBIICHOI
MOJIITUKY 1H(pOpMaIiiHOT Ta/abo
KibepOe3neKu.

— o0upaTtu OCHOBHI METOAM Ta 3aCO0U 3aXHCTY
iHpopMmarii BIAMOBIZHO JO BHMOT CyYacHHUX
cTaHaapTiB iHopmarliitHoi Ta/abo KibepOe3neku, Ta
KpuTepiiB Oe3meku iH(QOpMaIIMHUX TEXHOJIOTIH,
3aCTOCOBYIOUM CHCTEMHHM MiJXi/l Ta 3HAHHS OCHOB
Teopii 3axucty iHpopMmaiii,

— BHpINIYBaTH 3aJadvi YIpPaBJIiHHS MpOIEIypaMu
inenTrdikaii, aBTCHTHU(IKAIIIT, aBTOpH3aIlii
KOPHUCTYBauiB 1 TMpolieciB B iH(MOpMALIHHUX Ta
iH(OpMAIIITHO-TEIeKOMYHIKAIITHIX
(aBTOMATHU30BaHUX) CUCTEMAX;

— MPOEKTYBaTH Ta pPeali30ByBaTH KOMIUIEKCHI
CHUCTEMHU 3axHCTy iHQopmalii B aBTOMaTH30BaHUX
CUCTeMaxX oOprasizaiii (MiJnpueMcTBa) BiAMOBIIHO
0 BHUMOT HOPMATHBHUX JOKYMEHTIB CHCTEMU
TEXHIYHOTO 3aXHUCTy iH(popMarlii;

— BHUpIIIYBaTH 3aJ1a4i 3aXUCTY OTOKIB JaHUX B
iHpOopMaliitHuX, iHPpOpMaIiiHO-
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TENEKOMYHIKAI[IHHUX (aBTOMAaTU30BAHUX )
cUCTEMaX;

— BH3HAUYaTH PIBEHb 3aXMILEHOCTI 1H(HOPMALIIITHUX
pecypciB B iHpopMaliiHUX Ta 1H(OpMaIiitHO-
TEJIEKOMYHIKAIIMHUX (ABTOMAaTU30BAHUX )
CUCTEMAX;

— BHUKOpDUCTOBYBaTH IHCTPYMEHTaJbHI 3acolu
OITIHIOBAaHHS MOJKJIMBOCTI peasi3allii MOTEeHIIHHUX
3arpo3 iHdopmarilii, 1Mo 00poOISETHCS B
iH(opMaILiiiHO-TeNeKOMYHIKaIHHIX
(aBTOMATHU30BaHUX) CUCTEMAX.

CK 6. 31aTHICTh BITHOBIIIOBATHA
mTaTHe QYHKIIOHYBaHHS
1H(popMaLiifHKX, 1HOpMaLIIiHO-
TeJIEKOMYHIKaIIHUX
(aBTOMATU30BaHMX) CUCTEM HICIIS
peaizaiii 3arpo3, 3A1CHEHHS
kibepartak, 300iB Ta BiIMOB Pi3HUX
KJIaCIB Ta MOIIKOKEHHS.

—  BHpIUIyBaTH 3aJa4l YNpaBIiHHSA Mpolecamu
3a0e3neYeHHs 0e3nepepBHOCTI 0i3HeCcy 3
BUKOPHUCTaHHSIM nporeyp pe3epByBaHHS
nporpaMHoro 3abe3nedyeHHd Ta Oe3nocepeaHbo
1H(OopMaLIHUX pecypciB;

— BUpIIIYBaTH 3aJayl KOpeKUii LiJel, cTpaTerii,
iaHiB  3a0e3neueHHs Oe3mepepBHOCTI  Oi3Hec-
MpoIIeCciB Michs 3AiiiCHEeHHs KibOeparak, 300iB Ta
BIJIMOB Pi13HUX KJIACIB;

— CTBOPIOBATH 1 BIPOBADKYBATH IIAHH TPOIECY
3a0e3neueHHs 6e3nepepBHOCTI Oi3HeCy;
—BHUKOHYBATH aHaJli3 HAJIAIITYBaHb €JIEMEHTIB
iHpopMalIMfHMX CHUCTEM Ta KOMYHIKAIIIHOTO
oOJytaTHaHHS.

CK 7. 3naTHicTh BOPOBAKYBaTH
Ta 3a0e3mevyyBaTu
(hYyHKITIOHYBaHHS KOMIUIEKCHUX
CHUCTEM 3aXHCTy iHpopMaIii
(KOMIUIEKCH HOPMAaTHUBHO-
IIPaBOBUX, OpraHi3aIifiHuX Ta
TEXHIYHHUX 3aC00IB 1 METO/IIB,
MIPOIEAYP, MPAKTUIHUX MTPHHOMIB
Ta iH..).

— BHUpIIIYBATH 33/1a4ul CyIpPOBOy Ta
BIIPOBA/PKEHHSI KOMILJIEKCHUX CHUCTEM 3aXUCTY
iH(hOopMaIlii, a TaKOXK MPOTHU/IiT HECAHKITIOHOBAHOMY
JIOCTYITY JIO PECYPCIB 1 MPOIIECIB B IHPOPMAIITHUX,
iH(hOpMaIIHHO-TEIeKOMYHIKAIIHHUX
(aBTOMaTHU30BaHUX) CUCTEMAX;

— BIIWCHIOBAaTH  OINIHKY  PIBHA  3aXHIIEHOCTI
iHpopMarii mo 06pobseThes B iHGOpMAIliiiHO-
TEJIEKOMYHIKAI[ITHIX CHUCTEMaX, BUKOPUCTOBYBATH
IHCTpyMEHTaJIbHI 3aCO0M OIlIHIOBAaHHSI HasBHOCTI
MOTEHIIMHUX BPa3IMBOCTECH;

— BHpINTYBaTH 3a7a4i YIPaBIiHHSI KOMILIEKCHOIO
CHUCTEMOI0 3axHcTy iHhopmarllii B iHGopMaIliiHuX,
iH(OpMAIIITHO-TEIEeKOMYHIKAIITHIX
(aBTOMATU30BaHUX) CHCTEMAX;

— BUPINIYBaTH 3aJa4i €KCIEPTU3H, BUIPOOYBAHHS
KOMITJIEKCHUX CHCTEM 3aXHCTy 1H(hOpMaIii.

CK 8. 3gaTHICTb 301HCHIOBATH
MPOLEAypHU YIIPABIIHHS
IHITMIEHTaMH, TPOBOAUTH
po3ciiayBaHHs, HaJaBaTH iM
OLIIHKY.

—  BUpINIYBaTH 3aja4i MOMEPE/HKEHHS Ta
BUSIBIICHHSI, 1eHTUIKalLlli, aHaTi3y Ta pearyBaHHS
Ha IHOMJASHTH B iHQOpMauiiHuX, iH(opmaiiiHo-
TEJIeKOMYHIKAIIITHIX (aBTOMATHU30BaHUX )
CHCTEMaXx;

—  TpOBOAWUTH  PO3CIIAYyBaHHS  IHIMICHTIB
iHpopmariiiiHoi Oe3meku Ta/abo KibepOe3mexu
0a3yrounch Ha HAIIOHAIBHUX Ta MDKHAPOIHUX
PETYJIOI0UNX aKTax, MPOLEAYPax Ta MOJOKEHHIX
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chepi 1H(popMaiitHOoi Oe3neku Ta/abo
KibepOe3nexu;

— 3a0e3medyBaTu JOTPUMAHHS TONITUKH BEICHHS
KYypHaIIB peecTpanii MOAIM Ta I1HIOUAEHTIB 3

BCTAHOBJICHUM pPiBHEM JIeTaji3allii.

CK 9. 3garTHicTh
3nificHIOBaTH npodeciitny
MISUIBHICTH Ha OCHOBI
BIIPOBADKEHOI CUCTEMHU
yIpaBIiHHS 1H(QOPMALIITHOO
Ta/ab0 KibepOe3neKoro.

— 3a0e3neuyBaTy Oe3MepepBHICTH O13HEC MPOILIECiB
oprasi3zauii Ha 6a31 Teopii pU3UKIB Ta CUCTEMHU
yIpaBIliHHS 1HPOPMALIHHOIO O€3MEKOI0, 3T1AHO
BITYM3HAHUX Ta MI)KHAPOJHUX BUMOT 1 CTaHIAPTIB;
— 3a0e3nevyyBaTy (PyHKIIIOHYBaHHS CUCTEMU
yIpaBJliHHA 1HPOpMaLiiHOIO Ta/abo
K10epOe3neKoro opraHizallii Ha OCHOBI KEpyBaHHS
1H(OpMALITHUMH pU3UKaMHU, 3A11CHEHHS
Mporeayp iX KUIbKICHOTO 1 IKICHOTO OI[IHIOBAHHS.

CK 10. 3gaTHICTh

3aCTOCOBYBAaTH METOJH Ta 3aCO0U
KpUnTorpapiyHoro Ta TEXHIYHOTO
3axucTty iHpopMmaillii Ha 00’ ekTax
1H(pOpMaLIHOT JISTBHOCTI.

—  aHaMi3yBaTH Ta BU3HAYATH MOXKIIUBICTh
3aCTOCYBaHHS TEXHOJIOT1i, METO/IB Ta 3aC00iB
KpUNTOrpaiqHOro 3axXucTy iH(popmarii;

— 3aCTOCOBYBAaTH alTOPUTMIYHI ~MaTeMaTHUYHI
aCHeKTH KpUNTorpadiyHoro 3axucty iHdpopmariii;

— aHami3yBaTHM Ta BH3HAYaTH  MOMXJIHMBICTh
3aCTOCYBaHHSI TEXHOJIOTiH, METOIIB Ta 3aco0iB
TEXHIYHOTO 3aXUCTy iH(popMarrii;

— BUSBIATH HEOE3MEYHI CUTHAIM TEXHIYHHMX
3ac001B;

— BUMIpIOBaTH MapaMeTpu HeOe3lneyHux Ta
3aBaJIOBUX CUTHAIIB TMiJ] 4ac 1HCTPYMEHTAIbHOIO
KOHTPOJIIO 3aXHIIEHOCTI 1H(opMallli Bil BUTOKY
TEXHIYHUMHU KaHaJlaMU;

— BU3HauYaTH €PEKTUBHICTb 3aXHCTY 1HGOpMAIIii Bi
BUTOKY TEXHIYHUMH KaHAJIaMH BIAIOBITHO JI0
BUMOI  HOPMAaTUBHMX  JOKYMEHTIB  CHUCTEMHU
TEXHIYHOTO 3aXUCTy iH(popMaIrii;

—  IHTepmpeTyBaTH  pe3yJbTaTH  IPOBEICHHS
CHeIlialbHUX BHUMIPIOBaHb 3  BHKOPUCTAHHSIM
TeXHIYHUX 3ac00iB, KOHTPOJIO XapaKTEPHUCTHUK
1H(popMaIifHO-TeTIeKOMYHIKaIlIHHIX CHCTEM
BI/IMOBITHO 70 BHMOT HOPMAaTHBHHUX JIOKYMCHTIB
CUCTEMU TEXHIYHOTO 3aXHCTy iH(pOopMAIlii;

—  OOTpyHTOBYBAaTH  MOJIMBICTb  CTBOPEHHS
TEXHIYHUX KaHaJiB BUTOKY iH(popMallii Ha 00’ eKkTax
iH(opMaIiifHOT TISTTBHOCTI,

— BIPOBAKYBATH 3aX0JIM Ta 3aCO0M TEXHIYHOTO
3axucTy 1H(QopMamii BiJ BHTOKY TEXHIYHHUMHU
KaHaJaMHu.

CK 11. 3naTHicTh BUKOHYBAaTH
MOHITOPHHT TPOLIECIB
¢byHKIIOHYBaHHS, 1H()OpPMAIIHHO-
TEJIEKOMYHIKaIIHHUX
(aBTOMATH30BaHMX) CHCTEM 3T1HO
BCTAHOBJICHOI

— 3a0e3nedyBaTy MPOLECH MOHITOPHHTY JOCTYILY
0  pecypciB 1 mpomeciB  iH(popmarliiiHO-
TEJIEKOMYHIKAIIHHUX CHCTEM;

— 3a0e3neuyBaTH KOHQITYpyBaHHS Ta
(YHKIIOHYBaHHS CUCTEM MOHITOPHHTY PECYpCiB Ta
IpoIIeCiB B iHPOpPMAIiHHO-TETIEKOMYHIKAI[iHHUX
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MOJIITUKH 1HQOpMaILiiiHO1 Ta/abo
K10epOe3neKu.

CHUCTCMaAXx.

CK 12. 3gaTHicTh

aHaTi3yBaTH, BUSIBJISITH Ta
OL[IHIOBATHU MOKJINBI1

3arpo3u, ypas3JnBOCTi Ta
NecTablI3y04ul YNHHUKA
1H(}OopMaIiifHOMY TTPOCTOPY Ta
1H(pOpMaLIfHUM pecypcam 3riTHO
3 BCTAHOBJIEHOL

MOJIITUKH 1HPOpMaLiiHOT Ta/abo
KibepOe3neKu.

— BUKOHYBATH BIPOBA/HKEHHS Ta NIATPUMKY
CUCTEM BUSBIICHHS BTOPTHEHb Ta BUKOPUCTOBYBATH
KOMIUIEKCH 3aXHCTy AJIs1 3a0€e31eUeHHs
HEOOX1THOTO PiBHS 3aXUIIEHOCTI 1H(opMallii B
1H(popMaLiifHKuX, 1H(OpMaLIIIHO-
TEeJEKOMYHIKAI[IHHUX (aBTOMAaTU30BaHMX )
CUCTEMAX;

— a”ami3yBaTu €(EKTUBHICTh CHUCTEMH BUSBICHHS
Ta TPOTUJII HECAHKI[IOHOBAHOMY JOCTYMY O
pecypciB 1 mporeciB B iHpopMaIliiiHo-
TEJIEKOMYHIKAIITHUX CUCTEMaX;

— aHaJli3yBaTH Ta BOPOBAKYBATU CUCTEMH 3aXHCTY
B/l 37T0BMUCHHUX MPOTPAMHHX KOJIB.
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