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JIMCT ITOI'OJDKEHHA

OIIII Ki6ep6esneka indopmaniiinax TexnoJorii Ta cucrem

PiBeHs BUIIOI OCBITH niepiui (HakanaBpChKuUin)

CnenianpHicTh 125 Kibepbesneka Ta 3axuct iHdopmaii

I'apant OIIIT
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Hupexrop Lleatpy / i

3abe3neueHHs SKOCTi OCBiTH A~ i Onecs BOUTOBUY
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OcsiTHBO-nIpOdECiiiHy NporpaMy pO3INAHYTO Ta CXBAIEHO Ha 3acijaHHi
kadeIpyu MeHePKMEHTY Ta Ge3neku iHdopMaiiiHuX CHCTEM;
nporokon Ne§ Bin 17 rpyaus 2022 p.

3aBinyBay Kadenpu éZ Bacuns KAPITIHEILD

OINT po3risHyTO Micis HAOXONKEHHS BCIX 3ayBaKeHb Ta MPOIO3MIINA Ta
CXBAJIEHO HA:

3acizanni Buenoi panu dakynsTeTy MeHeKMEHTY Ta iHQopManiiiHol Gesnexy;

mpoToxoi Ne5 Bix 18 ciurs 2023 p.

Tonora V /}/ Ipuna ENNIOAHOBA

3acizanHi MetoauyHoi pagu BHTY, O
nporokon Ne ¢, Bim (g ciuasg 2023 p.

Tonosa v Omnexcannp [TETPOB




IIPEAMBYJIA

OIIT KIBEPBE3IEKA IHOOPMAIIAHAX TEXHOJIOI'TA TA CHCTEM

PiBens BUIOI OCBiTH niepruuii (6akaraBpChKHiA)

CrenianpHicTs 125 Kibep6esnexa Ta 3axuct iHdopmarii
Pospobnena Ha OCHOBi crammapty Bumioi ocBity (Hakas Ne 1074 Bim «04» xoOBTHS
2018p.)

PO3POBHUKH

I'apanr OINI, 1.1.H., mpod. xadexpr MBIC Opiit APEMYYK
3aBinyBau xadenpu MBIC, K.1.H., foneAT : Bacuns KAPITIHEID
Crapumit Bukianay kadpenpu MBIC, k.1.1. Amnaromiit TPULIAK

OcpiTHBO-TIpOdECiiiHy IPOrpaMy PO3TLIHYTO Ta CXBAJIEHO Ha 3acijanHi CTyeHTCHKOT
panu (aKyJIbTeTy MEHEDKMEHTY Ta iH(opMailiHol 6e3meKu;

nporoxon Ne 1 Bix 05 ciurms 2023 p.

I"'onoBa Mupocnaea ['TPHUK

PELEH3II-BIAI'YKH POBOTOJABI{IB
Ha ocsimso-npo@eciﬁﬂy TpoTpaMy HajiclIany penessii Ta Biaryku:

I'pumanoscekuit  Mukona MuxomaioBud, HadalsHHK 3-ro  Biyuiny VYmpasmiaes
JlepaxaBHOT Ciyx0U CIIELIaTEHOTO 3B’I3KY Ta 3axucty iHbopmarii y BiHauiskii obnacti

Ilpoxod’er Muxaitno IBaHOBWY, HOKTOp TEeXHIYHWX HAyK, AUpEKTOp HaykoBo-
JOCIIIHOTO LEHTPY CHCTeM TeXHigHoro 3axucry indopmanii "TE3IC" HTYY «KIII im.
Irops Cixopcskoroy, Bime-mpesument Aconjanii 3axucHukiB iHdopmauii "A3IC",
3aciTy Kenuii IpaliBHUK OCBITH YKpaiHu : i

Bonuseus Onexcanap IOpiioBus, xepisHUK mpoekTiB B IT kommanii Morebis,
BUITYCKHUK KaDempu MeHeKMeHTy Ta Oesmekn indopmaniiiumx cucrem BHTY 3a
crieljanpHicTIO "YTipaBiings iHdopMamiiiromo Ge3nexorn”

besnanuiit Kupuno Banepitiopud, crapmmii imxenep po3pobnux B IT xommanii Exadel,
BUIyCKHUK Xadenpu MeHeIKMeHTYy Ta Oesnmexu indopmaniiinmx cucrem BHTY 3a
crenianbHiCTIO 'Y npaBiEH 1HGOpManiliro Ge3nekorn”
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OcsitHbO-TIpOeciiina

nporpama  (aii

BCTYII

OIIIl) migroroBku OakamaBpiB 3a

cnemianbHicTio 125 «Kibepbesneka Ta 3axuct iHpopMalii» po3polieHa 13 BpaXyBaHHAM
cTanmapTy BuIoi ocBiTH (Haka3 Ne 1074 Bix «04» xoBTHs 2018p.).

1 MPO®LIb OCBITHHO-IIPO®ECIMHOI IPOT'PAMM

1 —3aranbHa indopmanis

IloBHA HA3Ba BUIIIOT'O

BinHunpkuil  HaAlOHATBHUNA  TEXHIYHUN  YHIBEPCHTET,

HABYAJBHOIO 3aKJaAy Ta | Kapeapa MEHEIKMEHTY Ta Oe3neku 1H(popMaliiHUX
CTPYKTYPHOIO HMiAPO3ai1y | CUCTEM
Cryninb Bumoi ocsitu Ta | bakanasp

Ha3Ba OCBITHBHOL
KBaJi(ikanii MOBOIO
OpHUTriHAJLY

bakanaBp 3 kibepOe3neku

Odiniiina Ha3Ba OCBITHBOI
NporpamMu

KibGepOe3neka iH(popMaLifHUX TEXHOIOTIH Ta CUCTEM

Tun quniomy Ta odcsr
OCBITHBOI IPOrpamMu

Jlurutom GakanaBpa, OTMHUYHUI

Ha 6a3i [1C30 - 240 kpenutis €KTC, TepmMiH HaBYaHHS —
3 poku 10 micsiis.

Ha 6a3i cTynens «monoamuii 6akanaBp» (OCBITHbO-
KBaTi(IKAI[IHHOTO PIBHS «MOJIOAIIUN CIICIIATICTY)
nepe3apaxoByeTbes He Outbine Hik 120 kpeautiB EKTC,
OTPUMaHUX B MEXax MOMEpeaHbOI OCBITHBOT IPOTpaMu
M1TOTOBKU MOJIOIIIOTO 6akaigaBpa (MOJIOAIIOTO
crienianicra), TepMiH HaBuaHHs — 1 pik 10 micsiiB.

KBaugigikauisa B runiomi

Crynias BUIoOi OcBITH — bakanasp

CrnemianpHicTh — 125 KibepOesneka Ta 3axuct iHpopMmarrii
OcaiTHs nporpama — KibepoOesmneka iHdopmaliiitHux
TEXHOJIOTIN Ta CHCTEM

uxkJ/piBeHb 6 pisenb HPK Vkpainu, nepmmii muxn FQ-EHEA,
6 piBeab EQF-LLL
IepexymoBu [loBna 3arampHa cepeAHss oOcBiTa ab0  OCBITHBO-

KBaMiiKaIiiHUNA PIBEHh «MOJIOJIINH CriemiamicT (CTyniHb
«MOJIOIIIH# OaKasaBp»)

MoBa (1) BUKJIaJaHHSI

YKpaiHCbKa

InTepHer-aapeca
NMOCTIHOr 0 PO3MillleHHS
OIMUCY OCBITHBOI
nporpamMu

https://vntu.edu.ua/uk/information-for-
enrollee/progmagbak.html

2 — MeTa OCBITHHOI IpOrpaMu

[TinroroBka (haxiBiiB B ramy3i iHbOpMaliifHUX TEXHOJOTIH 31 cnerianbHOoCcTi 125
«KibepOesrieka Ta 3axucT iH(pOpMAaIii», 3MaTHUX JI0 MPAKTUYHOI peani3allii OTpuMaHnux
3HaHb B Haylli, BUPOOHUITBI Ta Gi3Heci. PO3BUTOK TBOPYOro HAYKOBOTO MOTEHIATY
MOJIOIi, HAMaraHHs JI0 CAMOOCBITH Ta CAMOPO3BUTKY OCOOUCTOCTI SIK KUTTEBOT

HEOOX1IHOCTI.

3 — XapakTepHCTHKA OCBITHbOI IPOrpamMu

IIpeameTHa 00J1acTH

| Tany3s 3nanb — 12 Indopmartiiini TexHomorii
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(ranysb 3HaHb,
cneniajbHiCTh)

CrerianbHicTs — 125 Kibepbesneka Ta 3axuct iHpopmariii

00’exTH npogeciiinoi
AiSIJILHOCTI BUIYCKHUKIB

- 00'exTu iHpOpMaTH3allii, BKIIOYAIOUNA KOMI'FOTEPHI,
aBTOMAaTH30BaH1, TEJIEKOMYHIKallliH1, IHpOpMaIiiiHi,
1H(popMaLifHO-aHAIITUYHI, 1H(OpMaLIHO-
TEJIEKOMYHIKaIliiH1 cucTeMH, 1HPOopMaIiiiHI pecypcH i
TEXHOJIOT1I;

— TEXHOJIOT1] 3a0e3ne4eHHs 0e3nexku 1HpopMmaliii;

— IpoLEeCcH yTpaBJliHHsA 1H(opMarliiiHoo Ta/abo
K10epOe3nexoto 00’ €KTIB, IO MIJUISITaI0Th 3aXUCTY

ini HaBYaHHSA

niAroToBKa (haxiBLiB, 31aTHUX BUKOPUCTOBYBATH 1
BIIPOBA/KYyBaTH TEXHOJOT11 1HpOopMalLiifHOi Ta/abo
KibepOe3nexu

Teopern4nmii 3micT
npeaMeTHOoI 00.1acTi.
3HaHHSA

- 3aKOHOJJaBY01, HOPMAaTUBHO-TIPaBOBOi 0a3u YKpaiHu Ta
BUMOT BIJIMOBIIHMX MIKHAPOJAHUX CTAHIAPTIB 1 MPAKTUK
1010 3/iCHEeHHs TTpodeciitHOT AISTBHOCTI;

— TIPUHIIAITB CYTIPOBOJIy CHCTEM Ta KOMILICKCIB
1H(opmMmariitHoi Ta/abo kibepOe3neku;

— Teopii, MoJieel Ta MPUHIIMITIB YIPaBIiHHS JOCTYIIOM A0
1H(pOpMaLITHUX pecypCiB;

— Teopii CUCTEM yTpaBiiHHS 1H(GOpPMaIiIifHOIO Ta/abo
Ki0epOe3nexoro;

— METO/IB Ta 3ac001B BUSBJICHHS, YIIPaBJIIHHS Ta
1meHTudiKaIii pu3mKiB;

— METO/IB Ta 3ac001B OIIHIOBAHHS Ta 3a0€3I1eYeHHSI
HEOOX1THOTO PIBHS 3aXHUIIEHOCTI 1H(popMaIii;

— METO/IB Ta 3aC00IB TEXHIYHOT'O Ta KpUNTOrpadhiaHOTO
3aXUCTy iHpopMaIIii;

— Cy4acHHUX 1H(POPMAIIITHO-KOMYHIKAIIIHHUX TEXHOJIOTIH;
— Cy4acHOT0 MpOTrpaMHO-anapaTHOro 3abe3neueHHs
1H(popMaIifHO-KOMYHIKaIlIHHUX TEXHOJIOTIH;

— aBTOMAaTH30BAaHUX CHCTEM MPOEKTYBAHHSL.

OpienTanisa ocBITHBOI
nporpamu

OIIII opienTOBaHAa Ha MPUHIIUIIN CYTIPOBOLY CUCTEM Ta
KOMIIJIEKCIB KibepOe3neku; Teopii, MOl Ta IPUHIUITH
YIPaBJIiHHS TOCTYTIOM JI0 iH()OpPMAaIlIHHIX PECYPCIB;
METOJIM Ta 3acO0U BUSBIICHHSI, YIIPABJIiHHS Ta
ineHTrdiKaii pu3uKiB; METOAM Ta 3aCO0M OIIHIOBAHHS Ta
3a0e3neYeHHsT HeOOX1THOTO PiBHS 3aXUIEHOCTI
iH(popMallii; METOM Ta 3aCO0M TEXHIYHOTO Ta
KpunTorpagiqHoro 3axucty iHpopmarlii; cydacHi
iH(hOpMaIITHO-KOMYHIKaIlIHI TEXHOJIOT1i; CydyacHe
porpaMHO-anapaTHe 3abe3neyeHHs iHhopMaIliitHo-
KOMYHIKaIlIHHUX TEXHOJIOT1H.

MeToan, METOIUKH Ta
TEeXHO0JIOTii

Metoau, MeToauKy, iHPOpMaLIHHO-KOMYHIKAIiiTHI
TEXHOJIOT1i Ta 1HII TeXHOJIOTii 3a0e3meueHHs Kibepoe3neku
iH(pOpMaIIITHUX CHCTEM.

IncrpymenTn Ta
00JIaJHAHHS

Cucremu po3poOku, 3a0e3nedeHHs, MOHITOPHHTY Ta
KOHTPOJTIO IPOIIeCiB KibepOe3neku; cydacHe MporpaMHo-




anapatHe 3a0e3neyeHHs 1H()opMaLifHO-KOMYHIKalIHHUX
TEXHOJIOT1H.

OcHoBHUH (OKYC
OCBITHBOI IporpamMu Ta
cremiasizamii

3aranbHa OCBiTa 31 CHELIAIBHOCTI K10epOe3neku. AKIEHT
poOuThcs Ha (hOpMyBaHHI Ta PO3BUTKY NPOQeciitHuX
KOMIIETEHTHOCTEN 11010 3aXUCTy 1H(popMalii Ha 00’ eKTax
1H(OpMaLIHOI JISUIbHOCTI; BUBYEHHI TEOPETUYHHUX Ta
METOJIMYHUX IOJIOKEHb, OPTraHI3allifHIX Ta TPAKTUYHHUX
IHCTPYMEHTIB 31 CHelaJIbHOCTI K1I0epOe3neKn; METOUKN Ta
TEXHOJIOT1i 3a0e3neyeHHs Oe3neku iH(popmarii.

Oco0smmBoCTI MporpamMu

®opMyBaHHS BIIMOBITHUX KOMIIETEHTHOCTEN y cdepi
1H(popMaliifHOi Ta KiIOepHeTUUHO1 Oe3MeKH, HacamIepes,
Kki0epOe3nexu 1HOpMaLIfHUX TEXHOJIOTIH Ta CUCTEM, B
yMOBax HecTabUIbHOCTI 1H(OpMaLIfHOTO cepeloBUIIIa Ha
OCHOBI NPUHIUIIIB IHHOBALIMHOTO PO3BUTKY Ta Cy4YaCHUX
1H(OpMaLITHUX TEXHOJIOT1H, MOEIHYIOUN IPYHTOBHY
dbyHIaMeHTalnbHY MIATOTOBKY 13 CydacHOI0 podeciiftHoo
MiAT0OTOBKOI0, BUKOPUCTOBYIOYH IIPH IIbOMY BECh HAYKOBO-
TEeXHIYHUN MOTEHI[ia) YHIBEPCUTETY B i cdepi, y nepiry
4epry, 3aIy4eHHs] HAyKOBO-TIeJarorivHOT0 MEPCOHAIY,
anapatypu Ta o0JaJHaHHS BIAMOBIIHUX HAYKOBO-
JOCTIAHUX J1ab0paTopiil Ta HaBUAIbHO-HAYKOBUX IIEHTPIB, Y
TOMY YHCJII THUX, IO 3A1MCHIOIOTH CBOIO JISITbHICTh
BIJIMOB1/THO 710 JiitieH3ii Jlep:kaBHOT CITy»KOM CrieliaJbHOro
3B’SI3KY Ta 3aXUCTy iHbopmMarllii Ykpainu 3 HaJaHHS
HAYKOBO-TE€XHIYHUX MOCTYT Ta BUKOHAHHS HAYKOBHX-
JOCIITHUX POOIT y TalTy31 KpunTorpadiuHoro ta
TEXHIYHOTO 3axXuCTy iH(popmarltii. BaximBuM Takox €
opienraris OIIIl Ha MixkHapOHI TTpOdeCiiiHi MPOTrpaMH,
BKJTFOYAIOYHM CepPTU(IKOBaHI, BiJ MPOBITHUX KOMITaHIH-
BUPOOHUKIB KOMIT FOTEPHOTO Ta MEPEKEBOTO OO THAHHS,
IPOrpaMHOTO 3a0e3MeyeHHs, TEXHOJIOT1H Ta pillieHb 3
KibepOe3neKku, 30KpeMa Takux Kommasii sk Microsoft,
Cisco, IBM, HCL Technologies, Spyse Ta iH.

4 — IlpuaaTHiCTh, BUMYCKHHUKIB /10 MPaleBJIAIITYBAHHA TAa MOAAJIbIIOT0 HABYAHHSA

HpuaaTHicTs 10
npaneBJalITyBaHHA

daxiBenp 3 kibepOesneku iHGopMaIifHIX TEXHOJIOTIH Ta
CUCTEM 1 MOKe 3aiiMaT Taki MEePBUHHI MOCA/IN:
— aaMiHicTpaTop iHGopMaIliiiHoi Ta Kibepoe3neku;
— aynurtop/mientectep Oe3meku  iH(poOpMmarliiiHo-
KOMYHIKAI[IHHUX CUCTEM;
— po3poOHUK 3ac00iB 3aXUCTy iHPOpMAIii;
— TPOBIMHUN  CHEIATICT/KEPIBHUK  CIIY>KOH
TEXHIYHOTO 3aXUCTy iH(opmarlii;
— ¢axiBenb 3 pPO3pOOJEHHS KOMI'FOTEPHUX
nporpam;
— TexXHIK 13 KOH(IrypoBaHOI KOMITIOTEPHOI
CUCTEMU;
— (axiBeup 3 opranizamii 3axucry iHdopMmarii 3
00MEKEHUM JIOCTYIIOM;




— (axiBelp 3 peKUMY CEKPETHOCTI;
— 1HCHEKTOp 3 Oprasi3amii 3aXUCTy CEKPETHOI
1H(popMmalii;
— TEeXHIK oOuucaoBalbHOrO (1HPOpPMAIIHHO-
00YHUCITIOBAIBHOTO) IICHTPY;
— TEXHIK 13 CHCTEMHOI'0 aIMIHICTPYBaHHS;
— TEXHIK-IPOTpaMicT;
— (¢axiBelp 3 IHPOPMALIHHUX TEXHOJOTIH;
— (¢axiBelp 3 KOMIT'IOTepHOI rpadiku (au3aiiHy);
— (paxiBenp 3 pPO3pOOKKM Ta TECTyBaHHS
MIPOTrpamMHOTO 3a0e3MeYeHHSI.
[TpaBa BUITyCKHUKIB Ha MpaleBIalITyBaHHS HE
0OMEKYIOThCHI.

Ioxaabine HABYAHHSA

MoOXIHUBICTh  MPOJOBXKHUTH  HAaBYaHHS HA  JIPYroMy
(MaricTepcbKOMY) piBHI BUIIOi OCBITH.

5 — BukjagaHHs Ta OLMiHIOBAHHSA

Buxsiaganus Ta HaBuyanHs | Jlekuii, mpakTU4H1 3aHATTS, BUKOHAHHS KYpPCOBHX POOIT,

JIOCITITHULIBKI TabopaTopHi poOOTH, caMoCTiitHa poOoTa
Ha OCHOBI MiJIPYyYHHUKIB, HaBYAIbHUX MMOCIOHUKIB Ta
KOHCIIEKTIB JICKI[i{, KOHCYJIbTAIIll 13 BUKJIaauaMu,
HayKOB1 CeMiHapH, J€MOHCTpAIllifH1 KJIacH, eJIeMEHTH
JTUCTaHLIMHOTO (OHJIAlH, €JIEKTPOHHOTO) HaBYaHHS
MPOXO/HKEHHSI MPAKTUKHU Ha MiANPUEMCTBAX Ta B
HAYKOBO- JOCIIHUX YCTaHOBAX, MiATOTOBKA
kBamidikaiiiHoi poOoTH.

OuiHoBaHHA

MeToau oIiHIOBaHHS — €K3aMEHH, TECTH, PAKTHKa,
KOHTPOJIbHI, KypCOB1 po0OOTH, ece, MPe3eHTAIlli.
®dopmaTuBHI (BXiJIHE TECTYBaHHS Ta IOTOYHUI
KOHTPOJIb): TECTYBaHHS 3HaHb 200 yMiHb; YCHI
MPE3eHTAIlll; 3BITH PO J1abopaTopHi poOOTH; aHATI3
TEKCTIB a00 JTaHMX; 3BITH MPO MPAKTUKY; OTJIST
JiTepaTypH TOIIIO).

CymaTuBHi (TiZICYMKOBHI KOHTPOJIb): €K3aMEeH

(MMCHbMOBHI 3 TOJANBIIUM YCHUM OIUTYBAHHSM); 3AJTIK
(3a pe3yibpTaTamMu (OPMATUBHOTO KOHTPOJIIO).

»

— IIporpamMHi KOMIIETEHTHOCTI

InTerpaabna
KOMIETEHTHICTH

3MaTHICTh PO3B’sA3yBaTH CKIIAIHI CIIeIiali30BaHi 3a/1a4i Ta
MPaKTUYHI MPOOJIEMH y TalTy31 3a0e3MeUeHHSI
iH(popmariitHoi 6e3nekn 1/abo kibepOesnexu, 1mo
XapaKTepU3YETHCS KOMIUIEKCHICTIO Ta HEMTOBHOIO
BH3HAYCHICTIO YMOB.

3arajibHi KOMIIEeTEeHTHOCTI
(BK)

3K 1. 3parHicTh 3aCTOCOBYBAaTH 3HAHHS Y MPAKTUYHHX
CUTYaIIisIX.

3K 2. 3naHHA Ta pPO3yMIiHHS NpeAMETHOI 00iacTi Ta
pO3yMiHHS Tpodecii.

3K 3. 3patHicTh mpodeciiHO CIIIKYBAaTUCS AEP>KaBHOIO
Ta 1HO3€MHOIO MOBaMHU SIK yCHO, TaK 1 MUCHMOBO.

3K 4. BMiHHS BUSBIATH, CTaBUTH Ta BUPIIIYBATH
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npo0semMu 3a npodeciitHuM CIpSIMyBaHHSIM.

3K 5. 3pmaTHicTh O TONIYKY, OOpOOJEHHS Ta aHali3y
1H(popmarii.

3K 6. 3naTHicTh peali3yBaTH CBOI IpaBa 1 000B’sI3KU SIK
qJIcHA CyCHIbCTBA, YCB1IOMJIIOBAaTH IIHHOCTI
IrPOMAJITHCHKOTO (BLIBHOTO JE€MOKPATUYHOTO)
CYCIUJIbCTBA Ta HEOOXIJHICTh WOT0 CTajJoro pPO3BUTKY,
BEPXOBEHCTBA TMpaBa, MpaB 1 CBOOOJX JIOJUHU 1
rpoMaJisiHUHA B YKpaiHi.

3K 7. 3paTHIicTh 30epiratv Ta NPUMHOKYBAaTH MOPAJbHI,
KyJbTYPHI, HAYKOB1 LIIHHOCTI 1 JIOCSTHEHHSI CYyCHIIbCTBA
Ha OCHOBI PO3YMIHHS ICTOpli Ta 3aKOHOMIpPHOCTEH
PO3BUTKY MPEAMETHOI 00JacTi, i MICI Yy 3arajbHii
CUCTEMI 3HaHb MPO NPUPOAY 1 CYCHUIBCTBO Ta Y PO3BUTKY
CYCNUJIbCTBA, TEXHIKM 1 TEXHOJIOT1H, BUKOPUCTOBYBATH
Pi3HI BUIU Ta (OPMU PYXOBOI AKTUBHOCTI 11 aKTUBHOTO
BIJIMOYMHKY Ta BEJCHHS 3J0POBOrO CIIOCOOY KUTTH.

CnenianbHi (paxosi)
koMmnetreHTHOCTI (CK)

CK 1. 3parHicTh 3acTOCOBYBAaTHM 3aKOHOJaBUy Ta
HOPMAaTUBHO-TIPAaBOBY 0a3y, a TakoX Jep)KaBHI Ta
MIXKHApOJHI BUMOTH, TMPAKTUKH 1 CTaHJIAPTH 3 METOIO
3MIACHEHHs  mpodeciiiHoi  AISUTBHOCTI B Tamys3i
iHopmMmariitHoi Ta/abo kibepOe3neKu.

CK 2. 3paTHicTh A0 BUKOPUCTAHHS 1H(OpMaIIiHO-
KOMYHIKAI[IHHUX ~ TEXHOJIOT1M, Cy4acHHMX METOMAIB 1
Mojenel iHpopMarliitHoi 6e3meku Ta/abo Kibepoe3neK.
CK 3. 3pgaTHicTh A0 BUKOPHUCTAaHHS IPOTPaMHUX Ta
NpOrpaMHO-aMapaTHUX KOMIUIEKCIB  3acO0iB  3aXHCTY
iHpopMmamii B iHopMamiiHO-  TeJEeKOMYHIKaIllIHHUX
(aBTOMATHU30BaHUX) CUCTEMaX.

CK 4. 3naTHicTh 3a0e3medyBaTH HEMEPEPBHICTH Oi3HECY
3TiIHO BCTAHOBJICHOI MOJITHKK 1H(opMaIiitHoi Ta/abo
KibepOe3neKu.

CK 5. 3pgaTtHicTh 3a0e3medyBaTH 3aXHCT iH(popMalii, 110
00pobIIsieTbcss B IHPOPMAIIHO- TEJICKOMYHIKAIlIHHIX
(aBTOMaTHU30BaHMX) CHUCTEMax 3 METOI0 peajizaiii
BCTAHOBJICHOI ~ TOJNITUKM  iH(popMaliifHoi  Ta/abo
KibepOe3neKu.

CK 6. 3naTHICTh BiIHOBJIIOBATH ITaTHE (DYHKIIIOHYBaHHS
iHdQopMaIiifHuX, 1HQOPMAIIHHO- TEIEKOMYHIKAIIHIX
(aBTOMATH30BaHMX) CHUCTEM IIiCIsl peaizallii 3arpos,
3MicHeHHs Kibeparak, 300iB Ta BiIMOB pi3HHX KJIaciB Ta
MOIIIKOJ[KCHHSI.

CK 7. 3parHicTh BHOpPOBAKyBaTH Ta 3a0e3ledyBaTH
(GYHKIIIOHYBaHHSI ~ KOMIUIEKCHUX  CHUCTEM  3aXHUCTy
iHpopMmartii (KoMILIEKCH HOPMaTUBHO-TIPaBOBHX,
OprafizaliiHUX Ta TEXHIYHUX 3ac00iB 1 METO/iB,
npoueayp, NPaKTUYHUX IPUHOMIB Ta iH.).

CK 8. 3parHicTe 3miMICHIOBATH MPOLEAYPH YNPaBIIHHSI
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IHIUJICHTaMH, TPOBOJUTU PO3CIIAyBaHHS, HAIaBaTH IM

OLIIHKY.
CK 9. 3paTHicTh 311lcHIOBaTH po(deciiiHy IIsSIbHICTh Ha
OCHOBI BIIPOBAJDKEHO]T CUCTEMH YIPaBIIIHHA

1H(popMaiifHOIO Ta/abo KibepOe3neKoro.

CK 10. 3pgaTHicTh 3aCTOCOBYBaTH METOJIU Ta 3acolu
KpUOTOrpaivHOro Ta TEXHIYHOIO 3aXUCTy 1HpOpMaIii Ha
00’exTax 1HPOpMaLIHOT TISITBHOCTI.

CK 11. 3paTHICTP BUKOHYBAaTH MOHITOPUHI IPOILIECIB
¢GyHKIIOHYBaHHS  1H(OpMaIitHUX, 1H(popMaliiHO-
TEJIEKOMYHIKAIITHUX (aBTOMAaTHU30BaHUX) CUCTEM 3T1JIHO
BCTAHOBJICHOI  MOMITHKH  1HoOpMaIiidHoi  Ta/abo
Ki0epOe3nexu.

CK 12. 3paTHicTh aHaMI3yBaTH, BUSBISTH Ta OI[IHIOBATH
MOXIJIMBI ~ 3arpo3W, Ypas3JMBOCTI Ta JAecTabuIi3yroYl
YUHHUKK 1HGOpMaLIHHOMY MPOCTOPY Ta 1HQOpMaIiiTHUM
pecypcaM  3riIHO 3  BCTAHOBJICHOI  IOJITHUKOIO
1H(popMariitHOi Ta/abo KibepOe3neKH.

CK 13. 3maTHiCcTh 10 3aCTOCYBaHHS Cy4acHUX TEXHOJOTIN
3aXUCTY JUTA 3a0e31eYeHH KibepOe3nexu
1H(OpMAaLIITHUX CUCTEM.

CK 14. 3naTHicTh BUSBIATH Ta OJOKYBaTH KaHAJIU BUTOKY
iHopmMarii, MeToau HECaHKII0HOBAHOTO JOCTYIY JI0
iHopmarii, mKepen 1 cHocobiB  aecTabili3yrdoro
BIUIMBY Ha 1H(OpMAIIo, 31HCHIOBATH MOIIYK 3aKJIaTHUX
IIPUCTPOIB.

CK 15. 3gaTHICTh 3aCTOCOBYBAaTH TE€OPETHYHI 3HAHHS Ta
MpaKTUYHI HaBUYKUA 3 BHU3HAYCHHS 3arpo3 iHdopmaiiii B
ABTOMATH30BAaHUX CHCTEMaX.

7/ — IlporpamHi pe3y/JibTaTH HABYAHHS

PH 1. 3actocoByBatu 3HaHHS JEp>KaBHOI Ta 1HO3EMHHUX
MOB 3 METOI 3a0e3neueHHs] epeKTUBHOCTI MpodeciiHOi
KOMYHIKaIrii.

PH 2. OpranizoByBatu BiacHy NnpoQeciiiHy isIbHICTB,
o0upaTH ONTUMAaJbHI METOAHM Ta CIIOCOOH PO3B’SA3yBaHHS
CKJIQJIHUX CIEUIalli30BaHUX 3aJad Ta TMPAKTHUYHUX
npobiemM y mpodeciiiHii AisSIBHOCTI, OIIHIOBATH iXHIO
e(hEeKTHUBHICTb.

PH 3. BuxopucroByBaTH pe3yibTaTH CaMOCTIHHOTO
MOIIYKY, aHalli3dy Ta cuHTe3y iHdopmarii 3 pi3HUX
JoKepell IS €(EKTHBHOTO PIIICHHS CIelliadi30BaHuX
3as1a4 podeciitHol AisSTBbHOCTI.

PH 4. AnanizyBaTu, apryMeHTyBaTH, MPUHAMATH PillIEHHS
Py PO3B’SI3aHHI CKIATHUX CIEIiaTi30BaHUX 3a7ad Ta
OPaKTUYHUX MpobseM y mnpodeciiiHiid AisTBHOCTI, SKi
XapaKTepU3YIOThCSI ~ KOMIUICKCHICTIO Ta  HEMOBHOIO
BU3HAYEHICTIO YMOB, BiJIIOBIIaTH 3@ MPUIHATI PillIEHHS.
PH 5. AnantyBarucsi B yMOBax 4acToi 3MiHU TEXHOJOTIH
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npodeciiHoi  JIANBHOCTI, MPOTHO3YBaTH  KIHIEBUI
pe3ynbTar.

PH 6. KputuuHo ocMHUCIIOBaTH OCHOBHI Teoplii,
IPUHILIMIINA, METOAM 1 OHATTS y HABYAHHI Ta MpodeciitHiif
ISTIBHOCTI.

PH 7. JliaTn Ha OCHOBI 3aKOHOJABYOi Ta HOPMATHUBHO-
mpaBoBoi 0a3um VYkpaiHM Ta BHUMOT  BIJIOBIJIHUX
CTaHAApTIB, y TOMY 4YHCIlI MDKHApOJHUX B Tramysi
1H(popMaLiitHOi Ta/abo KibepOe3neKH.

PH 8. 'oTyBatu npomno3uiiii 10 HOPMaTUBHUX aKTIB L1010
3abe3neyeHHs 1HpOopMaIliitHOT Ta/abo KiGepOe3meKu.

PH 9. BmpoBamxyBaTu mnpouecu, 1o 0a3yroThCs Ha
HAI[IOHATBHUX Ta MDKHAPOJHUX CTaHJApTaX, BHUSBICHHS,
1IeHTH(iKalii, aHaji3dy Ta pearyBaHHS Ha IHLIMJEHTH
1H(popMaliitHOi Ta/abo KibepOe3neKH.

PH 10. BuxonyBaTu aHamiz Ta JICKOMITO3HUIIIIO
1H(OpMaIIITHO-TEIEKOMYHIKAIIITHUX CUCTEM.

PH 11. BukonyBatu aHani3 3B’s3KiB MIXK 1H(QOpMaIiitHUMU
mpollecamMu Ha BiJIaJICHUX OOYMCITIOBAIbHUX CUCTEMaX.
PH 12. Po3po0:sTi Mozeni 3arpo3 Ta MOpyIIHUKA.

PH 13. AmnanizyBaTu  MNpoekTd  iH(opMamiiiHo-
TEIEKOMYHIKAIIHHIX CHCTEM, 0a3yroUunCh Ha
CTaHJAPTU30BAHUX TEXHOJIOTIAX Ta MPOTOKOJIAX Mepeaadi
JaHUX.

PH 14. BupimyBaTu 3aBHaHHS 3aXHCTy MporpaMm Ta
iHpopmMmarii, 1o o0pobssieThcs y  iH(POpMaLIiHO-
TEJIEKOMYHIKAI[ITHUX CUCTEMaxX MPOrpaMHO- anapaTHUMU
3aco0aMM Ta JaBaTH OIIHKY Pe3yJbTaTUBHOCTI SKOCTI
NPUMHSTHX PIllICHb.

PH 15. BukopuctoByBatu cy4acHe NpOorpaMHO- anapaTHe
3a0e3neyeHHs iHopMariitHo- KOMYHIKaIllfHIX
TEXHOJIOT1H.

PH 16. PeamizoByBaTH KOMIIJIEKCHI CHCTEMH 3aXHCTY
iHpopmamii B  aBTOMarm3oBaHux cucremax (AC)
opraHizarmii (MIMIPUEMCTBA) BIAMOBIZHO JO BHUMOT
HOPMAaTHUBHO-TIPABOBHX JJOKYMEHTIB.

PH 17. 3abe3neuyBatu mpoliecd  3axUCTy Ta
GyHKITIOHYBaHHS iHpopMaIifHO-TeTeKOMYHIKAIITHUX
(aBTOMaTHU30BaHMX) CHCTEM HA OCHOBI MIPAKTHK, HABUYOK
Ta 3HAHb IOAO CTPYKTYPHHUX (CTPYKTYPHO-JIOTIYHHX)
CXeM, TOIOJIOTII Mepexi, Cy4aCHHUX apXiTeKTyp Ta
MoOJIeJIel 3aXHUCTy eIEeKTPOHHMX 1H(popMaIliitHUX pecypciB
3 BIJIOOpaKEHHSIM B3a€EMO3B’S3KIB Ta 1H(OpMAaIIHHUX
MOTOKIB, TPOIECIB JUIsi BHYTPIIIHIX 1 BiJJIaJeHUX
KOMITOHEHT.

PH 18. BukopuctoByBaTH mporpamHi Ta NpOTrpaMHO-
armapaTHI KOMIUIEKCH 3aXUCTY 1H(OpMAIIITHUX pecypciB.
PH 19. 3actrocoByBatu Teopii Ta METOAM 3aXHCTy JUIS
3abe3neueHHs1 Oesneku iHdopmalii B iHGoOpMaIliiiHO-
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TEJIEKOMYHIKAI[IHHUX CUCTEMAX.

PH 20. 3abe3neuyBatu (pyHKIIOHYBaHHS CIIELIAJIbHOTO
IPOrpaMHOTO 3a0e3MeYeHHs, II0A0 3aXHUCTy 1H(popmMarii
BIJl pyHHYIOUMX MPOTrPaMHUX BIUIMBIB, PYHHYIOUHX KOJIB
B IH(pOpMaIiiTHO- TEeIEKOMYHIKAIIITHIX CUCTEMaX.

PH 21. BupimyBatu 3amaui 3a0e3reueHHs Ta CyIpOBOIY
(B T.4.. oOrIsAA, TECTyBaHHS, IIJ3BITHICTh) CHUCTEMH
YIOPAaBIIIHHS JOCTYNOM 3TiJHO BCTAHOBJIEHOI IOJITHKU
Oe3neku B iIHQopMaliiHuX Ta  1HPOpMaLIiHO-
TEJIEKOMYHIKAIITHMNX (aBTOMaTU30BaHUX) CUCTEMAX.

PH 22. BupimyBatu 3aiayi ynpaBlliHHA NOpOLEAypamMHu
imenTudikaii, aBTeHTUdIKaIll, aBTOpPHU3aIll MPOLECIB 1
KOpPHUCTYBayiB B  1H(pOpMaLiiHO-TEIEKOMYHIKalIHHUX
CHCTEMAax 3T1JHO BCTAHOBJICHOI MOJITHUKU 1HPOpMAIIHOT
1/a00 k10epoOe3neKu.

PH 23. PeanizoByBaTu 3axoAu 3 MNPOTHAIl OTPUMAHHIO
HECaHKILIOHOBAaHOTO  AOCTYymy A0  iH(pOpMaliiHUX
pecypciB 1 npoiieciB B iHopmaiiiiHuX Ta iHQopmaliiiHo-
TeJIeKOMYHIKAIIHIX CUCTEM (aBTOMATH30BaHUX )
CUCTEMax.

PH 24. BupimyBatu 3aaadl ynopaBIiHHS JOCTYIOM [0
1H(popMaLIfHUX pecypciB Ta MpoIleciB B iHPOpMALIHHUX
Ta iHopMmariitHo- TeJIEeKOMYHIKaIlIHHUX
(aBTOMaTH30BaHMX) CHUCTEMax Ha OCHOBI MoJenei
YOpaBIiHHA JOCTYNIOM (MaHAATHUX, JUCKPELIHHHX,
POJIbOBUX).

PH 25. 3aGe3neuyBatu BBEICHHs MIA3BITHOCTI CHCTEMH
YOPaBJIiHHSA JOCTYIIOM JI0 €JEKTPOHHUX 1H(OpMaLiiHUX
pecypciB 1 mporieciB B iHQopMaliifHuX Ta iHGOopMaIiitHo-
TEJIEKOMYHIKAIlIHHUX (aBTOMATHU30BaHUX) CHCTEMaxX 3
BUKOPHUCTAHHAM JKypHAIIIB peecTpallii Mmoaii, iX aHamizy
Ta BCTAHOBJICHUX MPOLEAYP 3aXUCTY.

PH 26. BmpoBamxkyBaTH 3axoiu Ta 3a0e3ledyBaTH
peamizaimiio  TPOIECiB  TMOMEPEeHKEHHS  OTPUMaHHIO
HECaHKI[IOHOBAHOTO JIOCTYMY 1 3aXHCTy iH(OpMaIiifHuX
Ta iHdopmaiitHo- TeJIEeKOMYHIKalllHHIX
(aBTOMaTHU30BaHMX) CUCTEM HAa OCHOBI €TaJIOHHOI MOJIei
B3a€MO/IIT BITKPUTHUX CHUCTEM.

PH 27. BupimyBaTu 3amadi 3aXMCTy TOTOKIB JaHUX B
iHpopManiifauX, i1HGOpMamiiHO- TeJeKOMYHIKaIlIHHIX
(aBTOMATU30BaHUX) CUCTEMAX.

PH 28. AnanizyBaTu Ta MpOBOJUTH OIIHKY €(EKTUBHOCTI
Ta pIBHS 3aXUIICHOCTI pecypciB pI3HUX KIaciB B
iHdopMatiiftHuX Ta iH(QOpMaIliiiHO- TeJIeKOMYHIKaIIHHIX
(aBTOMaTHU30BaHMX) CHUCTEMax B XOJI TMPOBEACHHS
BUIIPOOYBaHb 3T1JTHO BCTaHOBJIEHOL MOJIITUKH
iH(popMarliitHoi Ta/abo kibepoOe3nexu.

PH 29. 3piiicHroBaTy OIiHIOBaHHS MOXJIMBOCTI peatizarii
NOTEHIIHNX 3arpo3 iHdopmarii, mo o0pobiseThCs B
iHhopManiiiHO-  TENEKOMYHIKAIMHUX  CHCTEMax  Ta
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e(eKTUBHOCTI ~ BUKOPHCTAHHA KOMIUJIEKCIB  3aco0iB
3aXHCTY B YMOBaX peaiizallii 3arpo3 pi3HUX KJIaciB.

PH 30. 3miiicHroBaTH  OMIHIOBAHHS  MOYKJIMBOCTI
HECaHKI[I0HOBAHOTO JOCTYTY hi (o) €JICMCHTIB
1H(OpMaLIITHO-TEIEKOMYHIKALIIMTHUX CUCTEM.

PH 31. 3actocyBaTu Teopii Ta METOAU 3aXHUCTy IS
3a0e3neueHHss  Oe3neku  eJeMeHTIB  1H(opMaliifHO-
TEIEKOMYHIKAI[IMHUX CUCTEM.

PH 32. BupimyBatu 3agadi yOpaBlliHHS IpoLiecaMu
BIJTHOBJICHHSI IITATHOTO (DYHKIIOHYBaHHA 1H(GOpMaIiiiHO-
TENIEKOMYHIKAI[IHHUX CHUCTEM 3 BUKOPUCTAHHAM
IpOUEYp pe3epBYBaHHS 3T1JTHO BCTAHOBJIEHOI MOJIITUKH
Oe3neKu.

PH 33. Bupimysatu 3amaul 3a0e3neYeHHS
Oe3rnepepBHOCTI Oi3HEC MPOIECIB OpraHizailli Ha OCHOBI
TeOopii pU3HKIB.

PH 34. Ilpuitmatu yyacTh y po3poOIll Ta BIPOBAHKEHHI
cTpaterii iHpopmarliiinoi 6e3neku Ta/abo KibepOesneku
BIJIMOB1/THO JIO IIUJICH 1 3aBJIaHb OpraHi3aiii.

PH 35. BupimyBaru 3amaui 3a6e3ne4eHHs] Ta CYMPOBOIY
KOMILJIEKCHUX CHCTeM 3axucTy iH(dopmalii, a TaKox
OPOTUIIT HECaHKILI0HOBAaHOMY JOCTYITy hi (4]
iHpopMaLIfHUX pecypciB 1 mpoleciB B iHPpOpMaLIHHUX,
iHpOopMaIiifHO- TEIeKOMYHIKalIMHIUX (aBTOMATHU30BaHUX )
CHUCTEMaXx 3T1JTHO BCTAHOBJIEHOT MOJITUKHU 1H(OpMAIIHHOT
1/a60 ki0epOe3neKu.

PH 36. BusBnaru HeOe3neyHl CUTHAJIA TEXHIYHHUX
3ac00iB.

PH 37. BumiproBaTu mapaMeTpd HeOE3MEUYHHX Ta
3aBaJIOBUX CHUTHAIIB TiJ Yac I1HCTPYMEHTAJIbHOTO
KOHTPOJIIO TIPOIIECiB 3aXUCTy iH(OpMAIlii Ta BU3HAYATH
e(eKTUBHICT,  3axXWCTy 1HGopmalli BiJ  BHTOKY
TEXHIYHUMHA  KaHAJIaMUA  BIJAIIOBIIHO 10  BUMOT
HOPMATUBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHUCTYy
iHpopmMarrii.

PH 38. [IarepmperyBatu pe3yibTaTd IPOBEACHHS
CHeIliaTbHIUX BUMIPIOBaHb 3 BHUKOPHCTAHHSM TEXHIUHUX
3aco0iB, KOHTPOJIO XapaKTEPHUCTHK 1H(OpMAaIiitHO-
TEeJIEKOMYHIKAIlIHHUX CHUCTEM BIAMOBIAHO IO BHUMOT
HOPMATUBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHCTY
iH(pop™marii.

PH 39. IIpoBoauTu arecraiito (CIUparYuch Ha OOMIK Ta
00CTEXKEHHSI) PEXUMHHUX TEPUTOPid (30H), MPHUMIIICHD
TOIIO B YMOBax JOACPXKAHHS PEKUMY CEKPETHOCTI i3
(bikCyBaHHSM pE3yJbTATIB y BIAMOBITHUX TOKYMEHTAX.
PH 40. InrepnperyBatum pe3yiabTaTH IPOBEJIEHHS
CHeliabHUX BUMIPIOBaHb 3 BHKOPHCTAHHSAM TEXHIYHUX
3aco0iB, kKoHTpomto xapakrepuctuk ITC BiamoBimHo 10
BUMOT HOPMATHMBHHX JIOKyMEHTIB CHCTEMH TEXHIYHOTO
3axucTy iHpopmarrii.
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PH 41. 3a0e3neuyBaTi HEMEPEPBHICTH MPOLIECY BEICHHS
KYpHaIIB peecTpanii Mojaid Ta IHUUACHTIB Ha OCHOBI
aBTOMAaTHU30BAaHUX MPOLEAYP.

PH 42. BnpoBamkyBaru  IpOLECH  BUSBIICHHS,
iIeHTH(iKalii, aHami3y Ta pearyBaHHS Ha IHUUJACHTH
1H(popMaLiifHOi 1/a00 KibepOe3neKH.

PH 43. 3acrocoByBaTu HalliOHaJdbHI Ta MIDKHApOIHI
perymtoroui  akthu B chept  kiOepOe3meku A
pO3CHiyBaHHs 1HIIUICHTIB.

PH 44. Bupimysaru 3ajaui 3a0e3neyeHHs
Oe3rnepepBHOCTI O13HEC-TIPOIECIB OpraHi3ailii Ha OCHOBI
TeOpii PU3MKIB Ta BCTAHOBJIEHOI CHUCTEMH YIpaBIIHHS
iH(popMaliiiHOIO Oe3MneKor0, 3riAHO 3 BITYM3HSHUMHU Ta
MDKHApOJHIUMH BUMOTaMHU Ta CTaHIapTaMH.

PH 45. 3actocoByBaTM  pi3HI  KJacH  MOJITHK
iH(popmaniifHoi Oe3neku Ta/abo KiGepOe3meku, 110
0a3yl0TbCsS Ha PHU3UK-OPIEHTOBAHOMY KOHTPOJi JOCTYIY
10 1HGOpMAIIHHUX aKTUBIB.

PH 46. 3niiicHioBaTH aHaji3 Ta MiHIMI3aIlll0 PHU3UKIB
00poOKH 1H(popmarii B 1H(popMaliiHO-
TEJIEKOMYHIKAI[IHHUX CUCTEeMaX.

PH 47. BupimyBatu 3amaui 3axucTy iH(opmarii, 1o
00pobnseTbcss B iHQOpMaIiiHO- TeIEeKOMYHIKaIIHUX
CUCTEMaxX 3 BHUKOPUCTaHHSIM Cy4YaCHHX METO/IB Ta
3aco01B KpunTorpadiuHoro 3axXucty iHpopmariii.

PH 48. BukonyBaTH BHOpPOBaDKEHHA Ta MIATPUMKY
CUCTEM BHUSBJICHHS BTOPTHEHb Ta BHUKOPUCTOBYBATH
KOMIIOHEHTH KpUOTOrpadiuHOrOo 3aXUCTy JUTSI
3a0e31eYeHHs HEOOX1THOTO piBHS 3aXUILEHOCT1
iHpopMmanii B iH(opMaIiitHO-TeIeKOMYHIKaIlIHHIX
cUcCTeMax.

PH 49. 3aGesneuyBatu Halie)kHe (DYHKI[IOHYBaHHS
CHCTEMH MOHITOPUHTY 1H(pOpMalIMHUX pecypciB i
MPOIIECiB B 1H(opMaIifHO-TeIeKOMYHIKaIllHHIX
CUCTEeMaXx.

PH 50. 3a6e3neuyBatu (GyHKIIOHYBaHHS MPOTPAMHUX Ta
POrpaMHO-amapaTHUX KOMIUICKCIB BUSBIICHHS
BTOPTHEHb PI3HUX PIBHIB Ta KJIaciB (CTaTHCTHUYHHX,
CUTHATYPHHX, CTATUCTUYHO- CUTHATYPHUX).

PH 51. [linTrpuMyBaTh mpare3iaTHICTh Ta 3a0e3MeuyBaTH
KOHQITYpyBaHHS CHCTEM BHSIBJICHHS BTOPTHEHb B
1H(OpMAIIITHO-TEIEKOMYHIKAIIITHIX CUCTEMAaX.

PH 52. BuxopucroByBaTH iHCTpyMEHTapid  Jajs
MOHITOPUHTY POIIECiB B iH(popMaIliiHo-
TEJICKOMYHIKAI[ITHIX CUCTEMaX.

PH 53. BupimyBaru 3amadi aHaiizy HpOTPaMHOTO KOy
Ta HAsSBHICTh MOXKIJIMBHX 3arpo3.

PH 54. VYcBigmommoBaTe MIHHOCTI TPOMAJSHCHKOTO
(BUIBHOTO JEMOKPaTUYHOIO) CYCILIbCTBA Ta
HEOOXIJHICTh HOro CTaJoro pPO3BHTKY, BEPXOBEHCTBA
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mpaBa, Mpas 1 CBOOO/1 JIOJIMHHU 1 TPOMAJITHIHA B YKpaiHI.
PH 55. 3abe3neunt  HajeXHE  3aCTOCYBaHHS
ANTOPUTMIYHUX MaTeMaTUYHHUX acCIIEeKTIB
KpUOTOrpapiqHOro 3aXUCTy 1HPOpMaIli.

PH 56. BupimyBaru 3amaui TOMNEPEKEHHS Ta
BUSBJICHHS, 1eHTU(IKalll, aHalli3y Ta pearyBaHHS Ha
crietiagbHUK 1H(HOPMAIIHHO-TICUXOJIOTTYHHUI BILJTUB.

PH 57. 3aGe3neuyBaru iHpopmaiiiitHe TpoTUOOPCTBO i
BIUIMBOM  BHCOKHMX  (1H(QOpMAaIiiiHO-KOMYHIKALIMHHX)
TEXHOJIOT1H.

8 — PecypcHe 3a0e3neueHHs peaJtizailii mporpamu

Kanpose 3a0e3ne4eHHs

Kanpose 3a0e3neuenns OIIIl ¢popmyeThbesi, B OCHOBHOMY
32 paxyHOK Kadeapu MEHEIKMEHTYy Ta Oe3nexku
iHpopMmaniiftHux cucteM. Jlo BUKIAaJaHHS JUCHUILIIH
3amydaloThesl  TakoK  1HIIL  Kadenpu  ¢akyibTeTy
MEHEPKMEHTY Ta Oe3neku 1HPOpMaliiHUX CHUCTeM, 1
yHiBepcuTeTy. KepiBHUK NpPOEKTHOI TpyNHU OCBITHHOT
mporpamMu Ta BUKJIQJAlbKUM CKIAJ, SKUW 3a0esneuye il
peamizaimito, BIAMOBIIAIOTh  BHUMOTaM, BHU3HAYCHHUM
JlineH3iiHUMU  YMOBaMU  MPOBAPKEHHS  OCBITHBOI
ISJIBHOCTI.

MarepiajibHO-TeXHIYHE
3a0e3nmeYeHHs

MarepianbHO-TEXHIYHE 3a0e31e4eHHs BIIIIOB1Ia€
BuMoraM JIIEeH31MHUX yMOB TMPOBAKEHHS OCBITHBHOI
TISTBHOCTI, B TOMY WYHCII BKIIOYae B cebe cydacHi
nabopatopii IlenTpy iHbOpMaIIHHMX TEXHOJOTIM Ta
3axucty 1H(opmMmalii, 30KpemMa KOMIT'IOTEpHI KJIacH
mepexeBoi akamemii Cisco ta IT Axamemii Microsoft,
HaykoBo-mocnigny nmabopatopito  TEXHIYHOTO 3aXHCTY
1Hpopmarrii.

Indopmaniiine Ta
HABYAJbHO-METOANYHE
3a0e3MmeYeHHs

BianosigHo n0 Bumor JIiNEH31MHMX yMOB MPOBaKEHHS
OCBITHBOI [ISUIBHOCTI BKJIOYae B cebe 010mioTeuHi
pecypcH, eNeKTpOHHI HaB4allbHI pecypcH, cat BHTY ta
caiT kadeapu, Ha TKUX PO3MIIIEHa OCHOBHA 1HOpMAITis
1010 OCBITHBHOI IistiibHOCTI 3a OIN.

9 — AkageMiuHAa MOOLIBHICTH

HaunionaabHa KpeauTHA
MOOLIBHICTH

3MiMCHIOETHCS HA MiACTaBl YKIAASHHS YTrOJ PO
CIIBPOOITHUIITBO MK YHIBEPCUTETOM Ta 3aKJIaJlaMH BUIIOT
OCBITH YKpaiHH.

MixHapoaHa KpeaAUTHA
MOOLIBHICTH

3niACHIOETHCS Ha MIACTaBl YKIaJACHHS YTO MiX
YHIBEpCUTETOM Ta IPYIOI0 3aKJIaiB BUIIOT OCBITH PI3HUX
KpaiH 3a y3ro/DKeHUMH Ta 3aTBEPIKEHUMH Y
BCTAHOBJICHOMY TIOPSIKY 1HIWMBIIyaIbHUMH HAaBYAJIbHUMU
TUTAHAMHU CTYJICHTIB Ta NMPOrpaMaMy HaBYaJIbHUX
JUCITUILIIH, & TAKOX B paMKax MIKYPSIOBHUX yroJ Mpo
CHIBPOOITHULITBO B ray3i OCBITH, MXKHAPOJHUX MPOCKTIB,
B SIKUX YHIBEPCUTET NPUKUMAE y4acTh, TPAHTIB Ta iH.

HaBuanHs iHO3eMHHX
3100yBa4iB BHIIIOI OCBITH

3a 1aHOI0 OCBITHHOKO MPOTPAMOIO HE TepedaueHo
HaBYaHHS 1HO3EMHUX 3/100yBayiB BUINOI OCBITH
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MEPEJIK KOMIIOHEHT OCBITHHO-ITIPO®ECIMHOI IPOTPAMM TA

IX JOT'TYHA MOCJIIIOBHICTD

2.1 Ilepestik KOMIIOHEHT OCBITHBO-NIPOdeciiiHOl MporpamMmu

Kon KomnoneHTH 0cBiTHROT IpOTpamMu (HaBYAJIbHI KinbkicTb dopma
H/1 JTMCLUIUTIHU, KYpCOBI TPOEKTH (poOOTH), TPAKTHUKH, KPEIUTIB | MiICYyMKOBOTO
kBayidikariiina poboTa) KOHTPOJIIO
OBOB’A3KOBI KOMITOHEHTU
3aranpHi
1.1. IcTopis Ta KynbTypa YKpainu 3,0 3aJiK
1.2. dinocodist 3,0 3aJiK
1.3. ITonitonoris 3,0 3aJIIK
1.4. VYkpaiHcbka MoBa 3a IpoeCiiHUM CIIPSIMYBaHHAM 3,0 3aJIIK
1.5. [HO3eMHa MOBa 3a mpodeciiiHUM CrIpsSIMyBaHHSIM 8,0 3aJIiK
1.6. Buiia maremaTnka 12,0 ICIIUT
1.7. di3nka 10,0 ICIIUT
[Tpodeciiini
1.8. OCHOBH KOMIT'FOTEPHOT TEXHIKH 3,0 ICIIUT
1.9. [adopmartiitai TeXHOIOTIi 3,0 3aJTiK
1.10. Internet-rexuoJorii Ta kibepririeHa 4,0 ICIIUT
1.11. TeopeTnuHi 0CHOBHU NpoIIeCiB y KibepOesmeni 11,0 ICIIUT
1.12. CxeMOTeXHIKa 8,0 3aJ1iK, ICITAT
1.13. MarteMaTtnuHi OCHOBHU Kpuntorpadii 4,0 ICTTUT
1.14. CremianibH1 BUMIpIOBaHHS Ta CTaHAapTu3amisi y cdepi 3,0 3aUTiK
3axucTy iHbopmarlii
1.15. OcHOBH HAyKOBHX JOCHIDKEHb, aHAI3y Ta CHHTE3Y 4.0 ICIIUT
1HbOopMmartii
1.16. VYrpaBiaiHHS pU3UKaMH Ta OIIHIOBAHHS 3aXHUIEHOCTI 6,0 ICIIUT
iHbopMmartii
1.17. [HdopmartiitHO-TeTeKOMYHIKAIIiHI CUCTEMU 3,0 ICIIUT
1.18. OCHOBHM TEXHIYHOTO 3aXHCTy iHDOpMaItii 5,0 ICTTUT
1.19. Exonomika, opranizamis Ta  ynopaBiiHHA ~— Oi3HeC 3,0 3aJTiK
porecaMu
1.20. YrpaBiiHHs iHIHASHTaMH iHQOpMaIiifHOT Oe3MeKn 4.0 ICIIUT
1.21. OcHoBH iH(dopMarliiiHOi 6e3mexu (BcTymn 110 daxy) 3,0 3aITiK
1.22. Texnounorii mporpamyBaHHs (B T.4. KypcoBa poOoTa) 11,0 3aUTiK, ICTTHT
1.23 3axuCcT NPOrpamMHOro 3a0e3MeYCHHSI 4,0 ICIIUT
1.24 ba3u nanux i 3HaHb (B T.4. KypcoBa poboTa) 6,0 ICIIUT
1.25. OcHoBu kpunrorpadiuHoro 3axucrty iHdopmarii (B T.4. 8,0 3aUTiK, ICITUT
KypcoBa po0oTa)
1.26. KommuiekcHi cucrtemu 3axucty iHdopmauii (B T.4. 10,0 3aJiK, ICIUT
KYpPCOBHI MTPOEKT)
1.27. ITomituka, cTpareris Ta MEHEIPKMEHT KibepOe3neku 7,0 3aJ1iK, ICIIAT
1.28. IIpaBoBe Ta oprasizauiiiHe 3a0e3neueHHs iHPOPM- Ta 4,0 icnut
kibepOesnexu
1.29. BupoOHuua npakTuka 9,0 3aJiK
1.30. [lepegnumnuoMHa npakTuka 45 3aJiK
1.31. bakanaBpceka kBamidikariiina podora 10,5
3araabHuii 00cAr 000B’I3KOBHX KOMIIOHEHT 180
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BUBIPKOBI KOMIIOHEHTH 3A BIV/IbHUM BUGOPOM CTYJIEHTA

3aranpHi

2.1. OcCBIiTHIf KOMIIOHEHT 3 TyMaHiTapHOi Ta (imocopcrKoi 3,0 3aJiK

mnigroroBku 3 b/IBB
2.2. OcCBiTHI# ~ KOMIIOHEHT 3  CYCIUIbHO-TIOJITUYHOI 3,0 3aJiK

migrorosku 3 b/IBB
2.3. OcCBiTHIII KOMIIOHEHT 3 EKOHOMIYHO1 IiaroToBku 3 b/1BB 3,0 3aJIiK
2.4, OCBITHIII KOMIIOHEHT ITIATOTOBKMA 3 1HO3E€MHOI MOBH 3 3,0 3aJIiK

5JIBB

[Ipodeciiini
2.5. OcgitHiit komnoneHt | 3 B/IBB 5,0 3aJTiK
2.6. OcgitHiit komnoneHt 2 3 b/IBB 5,0 3aJTiK
2.7. OcgitHiit komnoneHt 3 3 b/[BB 5,0 3aJTiK
2.8. OcgitHiit komnoneHt 4 3 b/[BB 5,0 3aJTiK
2.9. OcgitHiit komnoneHt 5 3 b/[BB 5,0 3aJTiK
2.10. OcgitHiit komnioHeHT 6 3 B/IBB 5,0 3aJTiK
2.11. OcgitHiit komnoneHT 7 3 b/[BB 6,0 3aJTiK
2.12. OcgitHiit komnoneHT 8 3 B/[BB 5,0 3aJTiK
2.13. OcgitHiit komnoneHT 9 3 B/[BB 3,0 3aJTiK
2.14. Ocairtniit kommoHeHT 10 3 B/[BB 4,0 3aUTiK
Bceboro 3a BUOIpKOBMMHM KOMIIOHEHTAMHM 60
3AT'AJIBHUU OBCSIT 3A IINIAHOM 240
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2.2. CTPYKTYpPHO-JIOTiYHA cXeMa OCBITHBLO-NIPodeciiiHOI NporpamMu

1 ceMecTp 2 CEMECTp 3 CceMecCTp
O 1 OK 4 O 2
OK 5 O 5 OK 5
oK 8 oK § DK 11
OR T DR T oK 12
oK 8 OH 11 oK 13
oK g OK 21 BK 1
oK 10 oK 22 BK 5
oK 22 OK 23 BK 14

4 ceMecTp

OK 5

OK 11

oK 12

Ok 14

oK 15

oK 16

EK 2

BK &

BH 14

5 CEMeCTp

OK3

OK 16

OK A7

OK 24

OK 25

BKY

BK 2

G ceMecTp

oK 18

OK 25

OK 29

BK 3

EK O

BK 10

T CeMecCTp

0K 19

OK 26

OK 27

OK 28

BK 4

BK 11

BK 12

8 ceMecTp

OK 20
OK 26
OK 27

OK 30

OK 31

BK 4

EK O
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3 ®OPMU ATECTAIIII 3JIOBYBAYIB BUIIIOI OCBITH

®opmu aTtecTanii 3100yBaviB BUILOI OCBIiTH

ATecTariis 311HCHIOETbCA Y (DOPMI €IMHOTO JEPKABHOTO KBaII(PIKALIHHOTO ICIIUTY
Ta MyOIIYHOIO 3aXUCTY KBali(ikauiiHOT pOOOTH.

Jlo atecTarlii IOMyCKarOThCS CTYIEHTH, AKI BUKOHAJIM BCl BUMOTHM IPOTPAMHU
MMATOTOBKH.

€nuHuii nep>xaBHUN KBami(iKallIiHUN 1CIUT Tiependayae OliHIOBaHHS JOCATHEHb
pe3yJIbTaTiB HABYAHHS, BU3HAYEHUX CTaHJapTOM Ta OCBITHBOIO MPOIPaMoIo.

Bumorn no xBamigikaiiitHoi poOOTH/IPOEKTY

Kramidikamiitauii mpoekt/pobdora Mae nepeadadyatv po3B’si3aHHs CIeIiaTi30BaHO1
3a/aul B ramysi iHpopMmailiitHoi Ta/abo kibepOe3neKH.

KBanidikauiiinuii npoekT/podora Mae OyTH NepeBipeHUid Ha TuIariar.

KBamidikauiiina pob6ota nmoBuHHa OyTu omyOIsikoBaHa Ha cailTi BiHHUIIBKOTO
HaIlIOHAJILHOT'O TEXHIYHOTO YHIBEPCUTETY.

4 XAPAKTEPUCTHUKA CUCTEMHU BHYTPIIIHbBOI'O 3ABE3INEYEHHSA
AKOCTI HIIAI'OTOBKU BAKAJIABPA

Y BiHHUIIBKOMY HAI[IOHAJIHPHOMY TEXHIYHOMY YHIBEpCHUTETI (PyHKIIOHYE CHUCTEMa
3a0e3medYeHHs] SIKOCTI OCBITHBOI JISUIBHOCTI Ta SKOCTI BHINOi OCBITH (cHUCTeMa
BHYTPIIITHBOTO 3a0e3MeueHHs SKOCT1), sSKa mepeadayae 3AIMCHEHHS TaKuX Mpoueayp i
3aXO0/IB:

1) BU3HAYCHHS IPHUHIIMIIIB Ta MPOIIETYp 3a0e3MeUeHHsI SIKOCTI BUIIOI OCBITH;

2) 31iiiCHEHHSI MOHITOPUHTY Ta MEPIOAUIHOTO MEPETIIAAY OCBITHIX IIporpam;

3) mopivyHe OIlIHIOBaHHs 3700yBayiB BHINOi OCBITH, HAayKOBO-TICAArOTiYHHUX 1
TIeIaroriyHUX TPAIiBHUKIB 3aKJIaJy BWIIOI OCBITH Ta PETYJSpPHE OIPHIIOIHCHHS
pe3yabpTaTiB TaKUX OIlIHIOBaHb Ha ogiriiHoMy BeO-calTi 3akjaay BHUIINOI OCBITH, Ha
iHQopMaIlIHHUX CTeHIax Ta B OyIb-IKWM IHIIHWHA CIIOCiO0;

4) 3abe3neyeHHs MiABUINEHHS KBamidikalli megaroriyHuX, HayKOBUX 1 HAyKOBO-
MeIaroriYHuX MpPaIliBHUKIB,

5) 3abe3nedyeHHsT HAsBHOCTI HEOOXITHHMX pecypciB JUIsl opraHizarlii OCBITHHOTO
Mporecy, y TOMY YHCJII CaMOCTIHHOI pOOOTH CTYJCHTIB, 3a KOXXHOK OCBITHBOIO
MPOrPaMOI0 YH CHEIaIbHICTIO;

6) 3a0esreueHHsT HAsSBHOCTI iH(QopmaliiiHUX cucreM Ui €PEKTUBHOTO
yIPaBIIiHHSA OCBITHIM IIPOIIECOM;

7) 3abe3nedeHHs MyOIYHOCTI 1H(pOpMAIlii TPO OCBITHI MPOrpaMH, CTYIEHI BUIIOI
OCBITH Ta KBamidikaii,

8) 3abesneueHHsT e(HEKTUBHOT CUCTEMH 3arl00IraHHs Ta BHUSIBICHHS aKaJeMidHOTO
IUIariaTy y HayKOBHX MpalsfiX MpaliBHUKIB 3aKIaIiB BHUINOI OCBITH 1 3700yBayiB BHIIO]
OCBITH;

9) iHmUKX mpoueayp i 3axX0iB.
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5 HNEPEJIK HOPMATUBHUX JOKYMEHTIB, HA AIKUX BA3YETbHCs
OCBITH4 ITPOI'PAMA

1. 3axon Ykpainu «IIpo Bumy ocBity» 01.07.2014 Nel1556-VII - [Pexum
noctyny: http://zakon4.rada.gov.ua/laws/show/1556-18];

2. 3axkon VYkpainum «lIpo 3axuctr iHdopmanii B 1H(OpMaLIiHO-
TEJIECKOMYHIKalIHHUX CHUCTEMAaX» [Pexxum JOCTYyIY:
http:// https://zakon2.rada.gov.ua/laws/show/80/94-sp];

3. 3akoH Ykpainu «IIpo ocHOBHI 3acanu 3a0e3nedeHHs KibepOe3mneku
VYkpainu» - Bigomocti Bepxosuoi Pagu (BBP), 2017, Ne45, ¢1.403;

4. TloctanoBa KaGinety MinictpiB Ykpainu Bim 30.12.2015p. .Nel187
«IIpo 3arBepxeHHs JIiEeH31MHUX YMOB MPOBAIKEHHS OCBITHBOI AISUIBHOCTI»
[Pexxum moctymy: http://zakon4.rada.gov.ua/laws/show/1187-2015-n/page]:

5. IlocranoBa KabGinery MinictpiB VYkpainu «lIpo 3arBepmxeHHs
NepeNiKy rajy3ei 3HaHb 1 CHEIIaTbHOCTEN, 32 SKUMH 3I1IMCHIOETHCS MIJATOTOBKA
3100yBaviB BuIIoi ocBiTH» Bix 29.04.2015 p.Ne266. [Pexxum noctymy: http://
zakon.rada.gov.ua/laws/show/266-2015-m];

6. Hamionanpauit xnacudikarop VYkpainu: "Knacudikatop npodeciiin
JIK 003:2010 [Pexxum moctymy: http://www.003.com];

7. Hakxaz MOH Vkpainu Nel074 «IIpo 3aTBepmXeHHs CTaHIApPTy BUIIO1
OCBITH 3a crerianbHicTio 125 «KibepOe3neka» ramysi 3Hanb 12 «lHbopmarlriitHi
TEXHOJIOT1i» s mepmoro (0akamaBPChKOro) piBHSA BHINOI OCBITH»  BiJ

04.10.2018p.;

8. «JlokTpuHa iHMOpMaIliifHOT Oe3nekn YKpaiHuy», 3aTBEPIKEHO YKa30M
[Ipesunenta Ykpainu Big 25 motoro 2017 poky Ned7/2017. [Pexum goctymy:
https://www.president.qov.ua/documents/472017-21374];

9. Pimennss Panu namionaneHOi Oesneku 1 ob6oponu Ykpainu «IIpo
cTparerito kibepoesneku Ykpainu» Big 27.01.2016 p., yBeneHoro B airo Ykazom
[Ipesunenta VYipainu Big 15.03.2016 p. Ne96. [Pexum moctymy:
https://www.president.qgov.ua/documents/2422016-20141];

10. TlonoxxeHHs TpPO TEXHIUHMMA 3axUCT 1HGopmamii B  YKpaiHi,
3arBepkeHe YkazoM [Ipesunenta Ykpainu Bin 27 Bepecus 1999 p. Nel1229;

11. TlonoxxeHHA TPO TOPSIOK 3MIMCHEHHS KPUNTOrPaQidHOTO 3aXHCTY
iHbopmarlii B Ykpainm, 3aTBepmkene Ykazom Ilpesumenta Ykpainu Bim 22
TpaBHs 1998 p. Ne505;

12. TlpaBuna 3a0e3medeHHs 3axucTy iH(opMmamii B iHGOpMAIITHUX,
TEIEKOMYHIKallIMHUX  Ta  1HQOpMAalIHHO-TEIEKOMYHIKAIIMHUX  CUCTEMaX,
3aTBepakeH1 noctaHoBoIo Kabinery MinicTpiB Ykpainu Big 29 Gepesns 2006 p.

Ne373.
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MNOACHIOBAJIBHA 3AIIUCKA

OcaiTHBO-TIpO(ECIiiHA TporpamMa MICTUTh HPOrpaMHI KOMIIETEHTHOCTI, IO
BHU3HAYAIOTHh CHENU(iKy MiAroToBKM OakamaBpiB 3i cremianbHOCcTi 125 «KibepOesneka
Ta 3aXUCT 1H(pOpMalii» Ta MPOrpaMHi pe3yabTaTH HaBYaHHS, sIKI BUPAXalOTh TeE, 1110
CTYJIEHT NOBUHEH 3HATH, PO3YyMITH Ta OyTH 3JaTHUM BUKOHYBATH MICJS YCIIIIHOTO
3aBEpIICHHS! OCBITHROI mporpamu. B Tabmuisax 1, 2 HaBeAeH1 MaTpHIll BiAMOBITHOCTI
BU3HAUYEHUX OCBITHBOIO IMPOTpamMol0 pe3yJibTaTiB HaBYaHHS (KOMIETEHTHOCTEH) Ta
OCBITHIX KOMITOHEHTIB.
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Tabauus 1. MaTtpuus 3a6e3nedeHHs MPor

DAMHHUX

€3yJIbTATIiB HABYAHHS 000B’SI3KOBUMH OCBITHIMM KOMIIOHEHTAMM

JlomaTok A

OK 1

OK 2

OK 3

OK 4

OK 5

OK 6

OK 7

OK 8

OK 9

OK
10

OK
11

OK
12

OK
13

OK
14

OK
15

OK
16

OK
17

OK
18

OK
19

OK
20

OK
21

OK
22

OK
23

OK
24

OK
25

OK
26

OK
27

OK
28

OK
29

OK
30

OK
31

PH

+

+

+

PH

PH

PH

PH

PH

PH

PH

PH

PH
10

PH
11

PH
12

PH
13

PH
14

PH
15

PH
16

PH
17
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OK1

OK2

OK3

OK4

OKS5

OKo6

OK7

OK8

OK
10

OK
11

OK
12

OK
13

OK
14

OK
15

OK
16

OK
17

OK
18

OK
19

OK
20

OK
21

OK
22

OK
23

OK
24

OK
25

OK
26

OK
27

OK
28

OK
29

OK
30

OK
31

PH
18

PH
19

PH
20

PH

PH
22

PH
23

PH
24

PH
25

PH
26

PH
27

PH
28

PH
29

PH
30

PH
31

PH
32

PH
33

PH
34

PH
35

PH
36

PH
37
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OK1

OK2

OK3

OK4

OKS5

OKo6

OK7

OK8

OK
10

OK
11

OK
12

OK
13

OK
14

OK
15

OK
16

OK
17

OK
18

OK
19

OK
20

OK
21

OK
22

OK
23

OK
24

OK
25

OK
26

OK
27

OK
28

OK
29

OK
30

OK
31
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Taboauus 2. MaTpuus BiinoBiTHOCTI KOMIIETEHTHOCTEH 000B’I3KOBHMM OCBiTHIM KOMIIOHEHTAM

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK
10

OK
11

OK
12

OK
13

OK
14

OK
15

OK
16

OK
17

OK
18

OK
19

OK
20

OK
21

OK
22

OK
23

OK
24

OK
25

OK
26

OK
27

OK
28

OK
29

OK
30

OK
31

+

+

+

+

+

+

+

+

+

+

+

+

+

+

+
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OK |OK |OK |OK |OK |OK [OK |OK |OK |OK |OK |OK |OK |OK |OK |OK |OK [OK |OK |OK [OK |OK |OK |OK |OK |OK |OK |OK |OK |OK |OK
1 |2 |3 |4 |5 |6 |7 |8 |9 |10 |11 |12 |13 |14 |15 |16 (17 |18 |19 (20 |21 |22 |23 |24 (o5 |26 |27 |28 |29 |30 |31
CK + |+ + + + |+ |+
10
CK + + + |+
11
CK + |+ + + + + |+ + |+ |+
12
CK + + + + + + + + +
13
CK + +
14
CK + + + + +

15
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Honarok b

TABJINIA 3. 3BEJIEHA TABJIAISI ®AXOBUX KOMIIETEHTHOCTEM TA
PE3YJIBTATIB HABYAHHSA

daxoBi KOMIIETEHTHOCTI

Pe3ynbTatn HaBYaHHS

CK 1. 3naTHicTh 3aCTOCOBYBATH
3aKOHOJIaBYy T4 HOPMATUBHO-
MpaBoBYy 0a3zy, a TaKOX JepKaBHI
Ta MKHAPO/HI BUMOTH, PAKTHKU
1 CTAaHJAPTH 3 METOIO 3AIMCHEHHS
npodeciiHOi TiSTBHOCTI B Tamy3i
1H(popMaliitHOi Ta/abo
KibepOe3nexu.

— TOTYBaTH MPOIO3HUIIT JO HOPMATUBHUX aAKTIB 1
JIOKyMEHTIB 3 METOI0 3a0e3MeUeHHs] BCTaHOBIEHOT
HOJIITUKH 1H(popMaLiitHOi Oe3neKu 1/abo
KibepOe3nexu;

—  pO3poO0JISITH MPOEKTHY MOOKYMEHTAIlilo, II0A0
IPOrpaMHUX Ta MPOTPAMHO-aNapPATHUX KOMILJIEKCIB
3aXHUCTY 1H(popMaLIHUX, 1H(popMaLiiftHO-
TEJIEKOMYHIKAIITHUX (aBTOMaTU30BaHUX) CUCTEM;
— BHUKOHYBaTH aHaji3 peami3auli MNpuHRHATOL
NOJIITUKH 1HQOpMaIiiiHoi 1/abo KibepOe3neKu.

CK 2. 3naTHICTh 10 BUKOPUCTAHHS
1H(OpMaIlIHHO-KOMYHIKaI[IHHUX
TEXHOJIOT1H, Cy4YaCHUX METO/IB 1
Mozenel iHdopmarlliiiHoi Ta/abo
KibepOe3neKu.

— 3IiicHIOBATH MpOo(deciiiHy AisUIbHICTh HA OCHOBI
3HaHb CyYacHHMX 1H(opMaliitHO-KOMyHIKalIHHUX
TEXHOJIOT1H;

— po3polaTH Ta aHaTi3yBaTH MIPOCKTH
1H(OpMaIIITHO-TEIeKOMYHIKaIlITHIX CUCTEM
0a3yrounch Ha CTaHJAPTU30BAHMX TEXHOJOTIAX Ta
IPOTOKOJIAaX Mepesadi TaHuX;

— 3aCcTOCOBYBaTH B  TMpodeciiiHii  MisUIBHOCTI
3HAHHS, HABUYKU Ta TMPAKTUKH, ILIOJAO0 CTPYKTYp
CydyaCHUX OOYHUCITIOBAJIbHUX CHUCTEM, METOMIB 1
3aco0iB  00poOku  iHdopMalii,  apxiTeKTyp
ornepaiiHuX CUCTEM;

— 3IIMCHIOBAaTH 3aXHCT PECypciB 1 MpOIECIB B
iH(OpMaIIHHO-TEICKOMYHIKAIIIHHAX CHUCTEMax Ha
OCHOBI Mojenei Oe3mexku (KIHIEBHX aBTOMATIB,
ynpasiiaas motokamu, Bell-LaPadula, Biba, Clark-
Wilson, Ta iHII1), @ TaKOX BCTAHOBJIECHUX PEKUMIB
oe3neyHoro  ¢GyHKIIOHYBaHHSA  1H(OpMAIIHHO-
TEJIEKOMYHIKAI[IHHUX CHCTEeMaX;

— BHUKOHYBATH aHalli3 MPOrpaMHOTO 3a0e3MeYeHHs
3 METOIO OI[IHKH HAa BIAMOBIAHICTH BCTAHOBJICHUM
BUMoOraMm iH(popmaiiitHoi 1/a6o kibepOesneku B
1H(opMaIIiifHO- TeJIEKOMYHIKAI[IHHUX CUCTEMAX.

CK 3. 3naTHicTh 10 BUKOPUCTAHHS
MPOrPaMHUX Ta MPOTPAMHO-
amapaTHUX KOMIUIEKCIB 3ac00y
3axuCTy iH(poOpMaIlii B
iH(pOopMaIIiifHO-
TEJIEKOMYHIKaIIHHUX
(aBTOMAaTHU30BaHUX) CUCTEMAX.

— 3a0e3nevyBaTH MpoLecu
iH(OpMaIIITHO-TEIeKOMYHIKAIITHIX
(aBTOMATHU30BaHUX) CUCTEM IIJISIXOM BCTAHOBJICHHS
Ta KOPEKTHOI eKCIuTyaTaimii mporpaMHUX Ta
MPOTpaMHO-anapaTHUX KOMITJICKCIB 3aco0iB
3aXUCTY;

— 3a0e3neuyBaTH (PyHKIIOHYBaHHS CIIELIaTbHOTO
IPOTPaAMHOTO 3a0e3MeUeHHs, MOA0 3aXHCTy AAHUX
BiJl pyHHYIOUHMX IPOTPAMHHUX BIUIMBIB, PYHHYIOUHX

3aXUCTY
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KOZ1B B 1H(pOopMaLIHHUX, 1H(popmariiitHo-
TEJIEKOMYHIKAI[IHHUX (ABTOMaTU30BAaHUX) CUCTEMAX;

— BUKOHYBaTH PO3pOOKY €KCILTyaTaliiHOl JOKYMEHTalli
Ta KOMILIEKCIiB 3aC00IB 3aXUCTY.

CK 4. 3naTHicTh 3a0€3ne4yBaTH
HETEepPEePBHICTH O13HECY 3T1THO
BCTAHOBJICHOT MOJITUKH
1H(popMaiifHOi Ta/abo
KiOepOe3nexu.

- BUpIIIYBAaTH 3ajadl CynpoBoAy (B T.YHCIIi: OTJIS,
TECTyBaHHS, MIA3BITHICTb) CUCTEMU YNPABIIHHS JOCTYIIOM
3riJHO TPUHLHUIIB, KPUTEPIiB JOCTYNy A0 BCTAHOBIEHOI
NOJIITUKK Oe3neku B 1HQoOpMamiiHuX Ta 1H(OpMaIiiiHo-
TEJIEKOMYHIKAI[IHHUX (ABTOMaTU30BAaHUX) CUCTEMAX;

—  peami3oByBaTH 3aXOAM 3 TPOTUAIl OTPUMAHHIO
HECaHKLI0HOBAHOTO AOCTYMYy J10 1H(OpMaLiHUX pecypciB

1 mpoueciB B iHpopMmauiiHux Ta 1H(OpMmarliiiHo-
TeJIEKOMYHIKaIIITHIX

(aBTOMaTHU30BaHMUX) CUCTEMAX;

—  BUpIIIyBaTH 3aJayl yOpPaBIIHHS  JOCTYIOM  JIO

1H(pOpMaLIfHUX pecypciB Ta MpoleciB B iHPOpMaIIITHUX Ta
1H(OpMaIIfHO- TENeKOMYHIKAIMHUX (aBTOMATU30BaHUX )
CUCTEMax Ha OCHOBI MOJEJel YIpaBiIiHHSA JOCTYIOM
(MaHIATHUX, TUCKPELIHUX, POJIHOBUX);

- BUPIIIYBaTH 3ajayi LEHTPaJI30BAHOTO 1
JEIeHTPaTI30BAaHOTO  aIMIHICTPYBaHHS  JIOCTYIIOM  JIO
iH(popMamiifHX pecypciB 1 MpoIeciB B iHPOPMAIIHHUX Ta
iH(opMaIiifHO- TeNeKOMYHIKAIlIHHUX (aBTOMATHU30BaHHX)
CUCTEMaX;

—  3a0e3nedyBaTH  BBEJEHHS IIJI3BITHOCTI CHUCTEMU
YOpaBIiHHA ~ JOCTynoM iH(MOpMaliiHUX pecypciB 1
MpolieciB B iHGOPMAIITHO-TEICKOMYHIKAIIIMHUX CUCTEMAX.

CK 5. 3patHicTh 3abe3mnedyBaTh

3aXUCT iHdopmarrii, 110
00pobmsieTbest B iH(MOpMAIIIHHO-
TeJIeKOMYHIKaI[IHHUX

(aBTOMATH30BaHUX) CHCTEMaxX 3
METOI0 peaiizaiii BCTaHOBIICHOI
MoJIITUKKM 1H(oOpMaliiitHoi Ta/abo
KibepOe3meKy.

— o0upaTH OCHOBHI METOAM Ta 3acO0M 3aXHUCTY
iHopmMarii BIAMOBIAHO O BUMOT CyYacHHMX CTaHIApTiB
iH(opMariifHoi Ta/abo kibepOe3neKu, Ta KpUTepiiB Oe3MeKu
iHQOpMaIIfHIX TEXHOJOT1M, 3aCTOCOBYIOYHM CHCTEMHHUI
MIJX11 Ta 3HAHHS OCHOB TEOPii 3aXUCTy iH(popMaIii;

—  BHUpINIYBaTH 3aJadl  YMOPaBIIHHSA  MPOIETypaMH
inenTudikaiii, apTeHTH]iKaIii, aBTOpU3aIlii KOPHCTYBaviB
1 mpomeciB B iHpopMamiiHMX Ta  iH(pOpMaIliiHO-
TeJICKOMYHIKaI[IHHUX

(aBTOMaTHU30BaHUX) CUCTEMAX;

— TIPOEKTYBAaTH Ta pPEai30ByBaTH KOMILIEKCHI CHUCTEMH
3axucTy iH(Qopmarii B aBTOMATH30BaHUX CHUCTEMAaX
opranizamii  (miAmMpueMcTBA)  BIAMOBIAHO /O  BUMOT
HOPMAaTUBHUX JIOKYMEHTIB CHCTEMHU TEXHIYHOTO 3aXHCTY
iH(pOpMaIii;

—  BUPINIYBATH 331241 3aXUCTY MOTOKIB JJTAHHUX B
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1H(popMaLifHKX, 1H(HOpPMaLIIHO-

TEJIEKOMYHIKAI[IHHUX (aBTOMaTHU30BaHUX) CUCTEMAX;
BHU3HAYaTU PIBEHb 3aXUIIEHOCTI 1HPOPMaLIHHUIX
pecypciB B iHpopMalIiHUX Ta 1HPOPMaALIHHO-
TEJIEKOMYHIKAI[IHHUX (aBTOMATHU30BaHUX) CUCTEMAX;
BUKOPUCTOBYBATH IHCTpYMEHTAJIbHI 3acoou
OI[IHIOBaHHS MOXJIMBOCTI peaiizallii NOTeHI[IHHUX 3arpo3
iHpopmanii, mo o0pobnseTbcs B 1HQOpMaLiiHO-
TEJIEKOMYHIKAI[IHHUX

(aBTOMATHU30BaHUX) CUCTEMaX.

CK 6. 3naTHiCcTh BIJHOBIIOBATH
mTaTHe QYHKIIOHYBaHHS
iHpopManiiftHux,  1HQOpMaLiiiHO-
TeJIEKOMYHIKaIIHIX
(aBTOMAaTU30BaHUX) CUCTEM HICIS
peaizaiii 3arpo3, 371HCHEHHS
kiOepartak, 300iB Ta BIIMOB pPi3HUX
KJIaCIB Ta MOMIKOKEHHS.

- BUPILIYBATH 3a/1a4l YIIPaBIiHHS MpolecaMmu
3a0e3neueHHs1 Oe3nepepBHOCTI Oi3HECY 3 BUKOPUCTAHHAM
npoueayp pe3epBYBaHHS MPOrPaMHOTO 3a0e3MeyYeHHs Ta
6e3nocepeIHbO 1HPOPMALIHHUX PECYPCIB;

BUpIIIYBaTH 3a/ayl KOpeKuii wijied, cTpaTerii,
TiaHiB 3a0e3neyeHHs Oe3mepepBHOCTI Oi3HEC- MPOIIECIB
micis 37iiicHeHHsT kiOeparak, 300iB Ta BIMOB pI3HHX
KJIACIB;

CTBOPIOBATH 1 BIPOBAPKYBaTH IUIAHU TIPOLECY
3a0e3neueHHs 6e3nepepBHOCTI Oi3HeCy;

—BHKOHYBATHU aHaJii3 HaJlallITYBaHb €JIEMEHTIB

1HpopMaLifHIX CHUCTEM Ta KOMYHIKaIliifHOTO
oOJtaTHaHHS.
CK 7. 3natHicTh BOpOBaP)KyBaTH |—  BHUPINIYBAaTH 3a7adi CyIIPOBOAY Ta
Ta 3a0e3mevdyBaTu BIIPOBA/KEHHS KOMIUIEKCHUX cuCcTEeM 3aXHCTy
(GyHKIIOHYBaHHS KOMIUIEKCHUX |1HpOpMaIlii, a TakoX MNPOTUAIl HECAHKI[IOHOBAaHOMY
CUCTEM  3axXWcTy  1H(oOpMaIii|A0CTyny 10 pecypciB 1 mporeciB B 1HGOpMAIIMHUX,
(KoMILIeKCH HOPMATHBHO- | iHOpMaIiHHO-TEICKOMYHIKaIIHHUX
NpaBOBUX, OpraHizaliiHUX  Ta|(aBTOMATH30BaHMX) CHCTEMAX;

TEXHIYHHUX 3aC00IB 1 METO/IB,
IpOLEAYP, MPAKTHUYHUX HPUHOMIB
Ta iH..).

3MIMCHIOBATH OIIHKY PiBHS 3aXWIIEHOCTI 1H(opmarii
110 00poOIISIETHCS B 1H(POpMAIIITHO-

TEJIEKOMYHIKAIIMHUX  CHUCTeMaX,  BUKOPUCTOBYBATH
IHCTpyMEHTaJIbHI ~ 3aCO0M  OIlIHIOBAHHS  HAasBHOCTI
MOTEHIIMHUX BPa3IMBOCTEH;

—  BHUpINIYBaTH 3a/Jadl yOpPaBIIHHA  KOMIUIEKCHOIO
CHUCTEMOI0 3axucTy iHdopmarii B iH(OpMAaIIHHHUX,
1H(opMaILifHO-TeTIeKOMYHIKaIlIHHIX
(aBTOMAaTU30BaHUX) CUCTEMAX;

— BUpIIIYBaTH 3ajJadi  EKCIEePTU3H, BHUIPOOYBAHHS

KOMITJIEKCHUX CHCTEM 3aXHUCTy 1H(hOopMaIrii.

CK 8. 3marHicTh 3a1iiCHIOBAaTH
MPOLIEyPH yTIPABIiHHS

THITMIEHTaMH, MIPOBOJIUTHU
po3ciiyBaHHS,  HajJaBaTu  iM
OLIIHKY.

BUPIIIYBATH 3a/1a4i MONEPEHKEHHS Ta

BUSBJICHHS, ileHTU(IKAIll, aHami3y Ta pearyBaHHS Ha
THIUJCHTH B iH(hOpMaIIIfHUX, iH(popMaIiiiHo-
TEJIEKOMYHIKAI[ITHIX (aBTOMAaTU30BaHUX) CUCTEMAX;
MPOBOJIUTH PO3CITiTyBaHHS IHI[AIEHTIB
iHpopMmariiitHoi Oe3nexu Ta/abo KibepOe3nexu

0a3yr0uiCh Ha HAI[IOHATHHUX Ta MDKHAPOIHUX
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pEeryJIIoI0YuX aKTax, Mpoleaypax Ta TMOJOXKEHHIX B cdepi
1H(opMariitHoi Oe3neku Ta/abo kibepOesnexu;

— 3a0e3nedyyBaTH JOTPUMAHHS MOJITUKH BEACHHSA JKypHaliB
peecTpaiiii Mol Ta IHIWACHTIB 3 BCTAHOBJICHUM pIBHEM
JeTani3arii.

CK 9. 3narHicTh
3M1ACHIOBATH Npodeciiiny
MISUIBHICTH Ha OCHOBI
BIIPOBAJKEHOI CUCTEMHU
YIPaBIIIHHA
1H(popMaliifHOIO Ta/abo
K10epOe3neKoro.

— 3a0e3nedyBaTH O€3MepepBHICTH O13HEC TTPOLIECIB

oprasizanii Ha 0a3l Teopii PU3MKIB Ta CUCTEMH YIPaBIIHHS
1H(popMaLiifHOIO Oe3MeKoI0, 3T1IHO

BITYM3HAHMUX Ta MIKHAPOJHUX BUMOT 1 CTaHJapTIB;

— 3abe3nedyBary (QyHKIIOHYBAaHHS CUCTEMH YIPABIIIHHS
1H(popmMaliiftHOO Ta/abo

Ki0epOe3nexoro oprasizarii Ha OCHOBI KepyBaHHS
1H(OpMaLITHUMK pU3UKaMU, 3A1HCHEHHS

MpoLeayp iX KUTbKICHOTO 1 SIKICHOTO OILIIHIOBAHHS.

CK 10. 3gaTHicThb
3aCTOCOBYBAaTH METOJH Ta
3acobu kpunrorpadiuHoTro
Ta TEXHIYHOTO 3aXHCTY
iH(popmarrii Ha 00’ ekTax
1H(pOpMaLIfHOT AISUTBHOCTI.

- aHaTI3yBaTH Ta BU3HAYATH MOXIIUBICTh

3aCTOCYBaHHS TEXHOJIOT'1H, METO/IIB Ta 3aco0iB
KpUOTOrpagiqHOro 3aXUCTy 1HPOpMaIlii;

—  3aCTOCOBYBATH aJTOPUTMIYHI MaTeMaTU4Hl aCleKTH
KpUNTOrpagiqHOro 3axXucTy iHpopmarii;

- aHai3yBaTH Ta BU3HA4YaTH MOXMIIMBICTh 3aCTOCYBAaHHS
TEXHOJIOT1H, METOJIB Ta 3aco0IB TEXHIYHOTO  3aXHUCTy
1Hpopmarrii;

—  BUSBIIATH HeOE3II€UHI CUTHAIN TEXHIYHHUX 3aC001B;

—  BUMIPIOBAaTH TapaMeTpu HEOE3MEeYHUX Ta 3aBaJOBHX
CUTHAJIIB MiJ Yac 1HCTPYMEHTAJILHOTO KOHTPOJIO 3aXUIIEHOCTI
iH(opMarii BiJy BUTOKY TEXHIYHUMHU KaHAJaMU;

— BH3HayaTH €(EKTUBHICTh 3axXUCTy iHGOpMAIli Bii BHUTOKY
TEXHIYHUMH KaHaJlaM{ BIJIMOBIJHO [0 BUMOI HOPMAaTHBHHX
JIOKYMEHTIB CUCTEMHU TEXHIYHOTO 3aXUCTy iH(opMaIrii;

— IHTEpIpETyBaTU PE3YJNbTaTH TPOBEACHHS CHeEIlaTbHUX
BHUMIPIOBaHb 3 BUKOPUCTAHHSM TEXHIYHUX 3aC001B, KOHTPOIIO
XapaKTEePUCTHK 1HHOPMAIIHHO-TEICKOMYHIKAIIIMHUX CUCTEM
BIJIMOBIHO /IO BUMOT HOPMATHBHUX JOKYMEHTIB CHCTEMHU
TEXHIYHOTO 3aXUCTy iH(opMarrii,

- OOTPYHTOBYBaTH MOXJIUBICTH CTBOPEHHS TEXHIYHUX
KaHAIIB BUTOKY iH(Mopmalii Ha 00’ektax iHpOpMariitHOT
JUSUTBHOCTI;

— BIPOBAKYBAaTH 3aXOJld Ta 3aCO0M TEXHIYHOIO 3aXHCTY
iH(opMarlii BiJ BUTOKY TEXHIYHUMHU

KaHaJaMHu.

CK 11. 3gaTHicTh
BUKOHYBaTH MOHITOPUHT
nporeciB GyHKITIOHYBaHHSI,
iH(pOopMaIIiifHO-
TEJIEKOMYHIKaIIHHUX
(aBTOMATHU30BaHUX) CUCTEM
3T1IHO

— 3abe3medyBaTy MPOLIECH MOHITOPUHTY JOCTYMYy J0 PECYpCiB
1 iporieciB iHPOpPMAIIHHO- TEJIEKOMYHIKAI[IHHUX CUCTEM;

— 3abe3nedyBatu KOH(IrypyBaHHS Ta

(GYHKIIIOHYBaHHSI CHCTEM MOHITOPUHTY PECYPCIB Ta
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BCTAHOBJICHO] HOJIITUKHA
1H(popMaLiifHOi Ta/abo KibepOe3neKH.

IpoLeciB B
CHUCTEMaXx.

1H(pOpMaLITHO-TEIEKOMYHIKALIIMHUX

CK 12. 3gaTHicTh aHali3yBaTH,
BUSIBJIATH Ta OLIHIOBATH MOKJINBI1
3arpo3u, ypas3JnBOCTi Ta
JeCTa0lI3y0ul YNHHUKU
1H(}OopMaIIfHOMY TTPOCTOPY Ta
1H(pOopMaLIfHUM pecypcaM 3riJHO 3
BCTAHOBJICHOI MOJITHKH
1H(popMaiifHOi Ta/abo KidepOe3neKH.

— BUKOHYBATH BIIPOBA/KEHHS Ta MIATPUMKY

CUCTEM BUSBJIEHHS BTOPrHEHb Ta BUKOPHCTOBYBATHU
KOMIUIEKCH 3aXHCTy Ui 3a0€3MeUYeHHs HEOOX1THOTOo
PiBHSI 3aXHILEHOCT] iHpopMallli B

1H(popMaLiifHKuX, 1H(OpMaLIIIHO-
TEIEKOMYHIKAIIHHUX (ABTOMAaTU30BAaHUX) CUCTEMAX;
aHaji3yBaTH €()eKTUBHICTh CUCTEMU BUSBIICHHS Ta
IPOTUIIT HECAHKI[IOHOBAHOMY JOCTYILY JI0 PECYPCIB 1
mpoiieciB B 1HGOpPMAIIHO- TEJIEKOMYHIKallIHHIX
cUCTEMaXx;

— aHaJi3yBaTH Ta BOPOBAKYBAaTU CHCTEMH 3aXUCTY
B/l 37I0BMUCHHUX MTPOTPAMHUX KOZIB.
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JUCTOK PEECTPALIILI 3MIH

16 rpynns 2022 poky «lIIpo
BHECEHHSI 3MIH /IO NepemniKy
ramxysei 3HaHb 1
CIIEIIAJIbHOCTEH, 3a SKUMH
31HACHIOETHCS MIrOTOBKA
3100yBaviB BUIIIOi OCBITH

Howmep BBenenus B airo [o 3MiHMIOCS Konu BcTynarots

3MIHA B JIIIO

1 Haka3 Ne 593 Bix 28.05.2021 |3wmina y Ilpodimi OII, Tumy | 2022-2023 H.p.
"IIpo BHECEHHS 3MiH 10 TUIUIOMY Ta O0O0CST OCBITHBOI
JCSIKAX CTaHIAPTIB BHIOT porpaMu
ocBiTH"

2 Pimennst Buenoi paqu BHTY | 3mina y mepemiky ocBiTHiX | 2022-2023 H. p.
(mpotokon Ne 5 Big 10.11.21) | KOMIOHEHTIB JUist  37100yBadis,
Hakaz Ne34 Big 10.11.21 010 BCTYyNWJIU Y

2019 p.

3 Haka3 Ne 26 Bix 13.01.2022 3miHa popMu aTecTarii 2022-2023 H.p.
"I[Ipo BHECEHHSI 3MiH /10
JCSIKUX CTaHIaPTIB BHIOT
ocBiTH"

4 IToctanoBa KMY Ne 1392 Bix | 3MiHa Ha3BH CIIELIAJILHOCTI 2023-2024 u.p.
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