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1 IMPO®LIb OCBITHbO-IIPO®ECIMHOI IPOT'PAMUA

1 —3aranbHa indopmanis

IloBHua Ha3Ba 3BO ta
CTPYKTYPHOIO HigApo3aiay

Binnunpkuii HalllOHATBHUM TEXHIYHUM YHIBEPCUTET,
Kadeapa MEHEePKMEHTY Ta 0e3MeKku iHpopMaliiHux
CHCTEM

PiBeHn BUIIIOI OCBiTH

[Mepmmii (6GakanaBpChbKuit)

OcBiTHs KBagdidikauis

bakanasp 3 kibepOe3neku Ta 3aXucTy iHpopMalii

KBanigikauisa B rumiiomi

CryniHp BHUIIO1 OCBITH — OaKayiaBp

CrneuianbHicth — F5 Kibepbe3neka Ta 3axuct iHpopmartii
OcaitHs nporpama — TexHOJI0riT aAMIHICTPYBaHHS Ta
HITYYHOTO 1HTEJIEKTY B KiOepOesmeni

Odiniiina Ha3Ba OCBITHBOI
NnporpamMu

TexHonorii ajAMIHICTpYBaHHS Ta IITYYHOTO IHTENIEKTY B
kibepOesmeri

®opMHu 3100yTTH OCBITH

JleHHa, 3a04Ha

Tun quniiomy Ta odcsr
OCBITHBOI IPOrpamMu

Juniom GakanaBpa,

o0csr ocBiTHBOI porpamu 240 kpeautiB EKTC (Ha ocHOBI
[13CO), repmin HaBuaHHS — 3 poku 10 MicAwiB (04Ha
(1eHHa), 3a04Ha);

Ha 0a3l 37100yTHX OCBITHIX CTYIEHIB MOJIOJIIOTO
OakanaBpa, (axoBOro MOJOIIIOTO OakajaBpa (OCBITHBO-
KBamidikaiiHoro piBHsI MoJoxmoro cremiamcra) BHTY
Mae TpaBO Tiepe3apaxyBaTd He Ouibine HixK 60 KpeauTiB
€KTC, otrpumanux B MeXKax IMOMNEPEAHBOT OCBITHBOL
porpamMu MiAroTOBKH (haxiBIliB.

Minimym 50% oOcsiTy OCBITHBOI IPOrpaMu CIPSIMOBAHO Ha
3a0e3meyeHHss 3arajbHUX Ta CHemaJlbHUX ((haxoBuUX)
KOMIETEHTHOCTEW, BU3HAUYCHUX CTAHJIAPTOM BUIIO1 OCBITH.

uka/piBeHb HPK VYkpainu — 6 piBenb,
EQF-LLL — 6 piens,
FQ-EHEA — nepmmii ki
IlepenymoBu [ToBHna 3arambHa cepedaHss oOcBiTa abo0  OCBITHBO-

KBaMiQiKaIiiHUNA PIBEHh «MOJIOIINHN CHeIiadicT (CTyHiHb
«MOJIOIIH OaKaxaBp»)

MoBa (1) BUKJIaJaHHSI

YKpaiHCbKa

InTepHer-agpeca
NOCTIHHOT 0 PO3MillIEeHHS
OIHUCY OCBITHBHOL
NporpamMu

https://jetig.vntu.edu.ua/edu_progs/ep_list.php?I=1

2 — MeTa OCBiTHBOI pPOrpamMu

®opmyBaHHS TBOPUOi OCOOMCTOCTI HOBOT'O MOKOJIIHHS, 3/1aTHOI YCIIIITHO peaTi30ByBaTH
HaOyTi cydacHi mpodeciiiHi KOMIETEHTHOCTI 3 TEXHOJOTIA aJMiHICTpYBaHHS Ta

IITYYHOTO  iHTENEKTy B

KibepOe3neni, IHTENEKTyaJbHUH TOTEHIIaJ, HaBUKH

MPAaKTUYHOTO JIOCBIAy Ta IHHOBALIWHOI AISUIBHOCTI B ramy3i KiOepOe3meku Ta 3aXUCTy

iHpopmartii,

a TakoX COIAJbHO-NATPIOTUYHI

Ta MOPAJIbHO-CTUYHI I[HHOCTI Y




17100aJIbHOMY CYCHUIBHO-€KOHOMIYHOMY IPOCTOPI.

3 — XapakTepHuCTHKA OCBITHbOI POrpamMu

I'any3b 3HaHB

F Indopmartiitai TexHoorii

CnenianbHicTh

F5 Kibepbe3neka Ta 3axuct iHpopMmarlii

OpiedTanisa 0oCBiTHBOI
NporpamMmu

OcaitHbO-TIpO(ECiiiHA

IIpeamerHa odJ1acTh

O0’ekTH BUBUYEHHS Ta Qi1 ILHOCTI:

TEXHOJIOT11 KibepOe3neku Ta 3axucTy 1H(opmMallii; mporecu
yIpaBIiHHA KiOepOe3neKoro Ta 3aXUCToM 1HhopMaIlii;
00'exTH 1HOHOPMAIIHHOI TISTBHOCTI, B TOMY YHCI1
1H(popMaliifHi Ta iHPOpMAaIITHO-KOMYHIKallIiHI CUCTEMH,
1H(popMalliiiHI pecypcH 1 TEXHOJIOTII.

jini naBuanus. [linroroBka (axiBIliB, 3M1aTHUX
BUKOPUCTOBYBATH 1 BIIPOBA)KyBaTU TEXHOJIOTIT
kibepOe3neku Ta 3axucTy 1H(popMmallii Ta po3B’sI3yBaTH
CKJIQJHI 3a/1a4l y Tally31 KioepOe3neKku Ta 3aXUcTy
1H(popmarii.

TeopeTnyHui 3MiCT NpeIMeTHOI 00J1aCTI:

TIPUHIIMITA, KOHIICTIIIIT, TEOpii 3aXUCTY KUTTEBO BAXKITUBUX
IHTEpECIB JIFOAUHH, CYCIIbCTBA, IEPKABHU 111 4ac
BUKOPHUCTaHHS KiOEpIpoCTOpy, 3a AKOro 3a0e3neuyeThes
CTaJui PO3BUTOK 1H(GOPMAIIHHOTO CYCIIILCTBA T
(GpPOBOro KOMYHIKaTUBHOI'O CEPEIOBHUIIA, CBOEYACHE
BUSIBJICHHS, 3aM00ITaHHS 1 HEUTpasi3allis pealbHuX 1
MOTEHIIMHUX 3arpo3 HallloHAJIbHIN Oe3neri YKpainu y
KibeprpocTopi.

Metoau, MeTOAMKH Ta TeXHOJOrii. MeTo 1, METOMKHU Ta
TEXHOJIOT1i PO3BS3aHHS TEOPETUYHUX 1 MPAKTUYHUX 33]1a4
kibepOe3neku Ta 3axucTy iHdopmarrii.

IHcTpymenTH Ta 06JaaHaHHA. 3aCO0H, TPUCTPOI,
MEpEeKHE yCTaTKyBaHHS, MPUKIIAHE Ta ClieliaTi30BaHe
nporpamHe 3abe3nedeHHs, iHpopMalliitHi CHCTeMH Ta
KOMIUIEKCH MPOEKTYBaHHS, MOJICTIOBAHHS, KOHTPOJTIO,
MOHITOPHHTY, 30epiranas, oOpoOKu, BiT0OpaXKeHHS Ta
3aXUCTy JaHuX (1HPOPMAIIHHUX TTOTOKIB).

OcobsmBocTi mporpamMu

dopmyBaHHS BIAMOBIIHIX KOMIIETEHTHOCTEH y cepi
iH(opMaIiifHOT Ta KIOepHETHYHOT Oe3MeKH, HacaMIIepe/I,
aJMIHICTpYBaHHs Ta MITYYHOTO IHTENEKTY Yy KibepOesmnerri, B
yMOBaX HeCTaOUIbHOCTI iH(OPMAIIIIfTHOTO CepeloBHUIIa Ha
OCHOBI MPUHITUIIIB IHHOBAIIIHHOTO PO3BUTKY Ta Cy4aCHUX
1H(OPMAaIITHIX TEXHOJIOTH, MOEIHYIOUN IPYHTOBHY
dbyHIaMeHTanbHYy MiATOTOBKY 13 CydacHOI0 npodeciitHoro
HiATOTOBKOI0, BUKOPUCTOBYIOUH IIPH 1IbOMY BECh HAYKOBO-
TEXHIYHHUH MMOTEHIIIa] YHIBEPCUTETY B Wi cdepi, y nepury
4epry, 3aJIy4eHHsI HayKOBO-TI€JaroriyHOro NepcoHaiy,
amapaTypH Ta o0JaJHaHHS BiAMOBIAHUX HAYKOBO-
JOCHITHUX JabopaTopiil Ta HABYAJIbHO-HAYKOBHX IIEHTPIB, Y




TOMY YHCJII TUX, IO 3A1MCHIOIOTH CBOIO NISUIBHICTh
BIJINMOB1IHO J10 JitieH3ii JleprkaBHOT CiTy>K0H crienialbHOro
3B’SI3Ky Ta 3aXMCTy iH(popmalii YKpaiHu 3 HalaHHS
HAyKOBO-TE€XHIYHUX MOCITYT Ta BUKOHAHHS HAYKOBHUX-
JOCTIAHUX POOIT y ramysi KpunrorpagiyHoro ta
TEXHIYHOT'O 3aXUCTY 1H(opmarlii. BaxnuBum Takox €
opienTanis OIIIl Ha MixkHapoAHI MpodeciiiHi TporpaMu,
BKJIIOUAIOYU CcepTU(]PIKOBaHI, BIJ MPOBIIHUX KOMIaHI1i-
BUPOOHUKIB KOMIT' FOTEPHOTO Ta MEPEKEBOT0O 001 THAHHS,
MIPOTrpaMHOTO 3a0e3MeYeHHSs, TEXHOJIOT1H Ta PillleHb 3
KibepOe3neku, 30KkpemMa Takux KommaHii sk Microsoft,
Cisco, IBM, HCL Technologies, Spyse Ta iH.

4 — IlpuaaTHicTh BUNYCKHHUKIB /10 MPaleBJAITYBAHHSA TAa NOJAJbIIOT0 HABYAHHA

[puaarHicTs 10
npaueBJaAIITYBaHHS

Ha nocanu y cTpyKTypHUX MiJIpoO3aiiax
yCTaHOB/MIANPUEMCTB/OpraHizalliii, Kl nepeadoayarTh
HasIBHICTH BUIIIOT OCBITH 31 crieriajibHOCTI 125
KibepOesneka Ta 3axuct iHpopmarii.
daxiBelb 3 TEXHOJIOTH aJMIHICTPYBaHHS Ta IITYYHOTO
IHTEJEKTY B KibepOe3meli MoXke 3aiiMaTH Taki epBUHHI
MoCaJu BIJMOBITHO 0 3aTBEPHKEHUX MPOQeCiifHIX
CTaH/JapTIB, 30KpeMa:
— 2139.2 AnMiHicTpaTop O€3MeKH Mepexk 1 CUCTEM
— 2139.2 daxisenp chepu 3axucty iHGopMarii
— 2139.2 ®daxiBenp 3 nuTaHb Oe3neku (iHopmariiHo-
KOMYHIKAI[i{HI TEXHOJIOT1)
— 2132.2 KoHCTpYKTOp CHCTEM KibepOe3neku
— 2139.2 daxiBelb 3 HiITPUMKA
1H(pacTpyKTypH KiOep3axucTy
— 2139.2 @axiBenb 3 pearyBaHHS Ha
IHIUJICHTH KiOepOe3neku
— 2139.2 ®daxiBenps 3 KpuUOTOrpadiyHOTO 3aXUCTY
iHpopmMmarii
— 2139.2 daxiBenpb 3 TEXHIYHOTO 3aXUCTY 1HGOpMAITii
— 2139.2 daxiBenpb 3 TECTYBaHHS CUCTEM 3aXHUCTY
iHpopmMmarii
— 2139.2 Ayautop iHQOpMAIIHHUX TEXHOJOTIH
(3 xibepOe3IeKn)
— 2139.2 ®@axiBenp 3 OIIIHKK 3aXOJliB  3aXHCTYy
iHdopmarrii (kibepOe3rnexn)
[IpaBa BUITYCKHUKIB Ha MpaleBIaIITyBaHHS HE
00MEXYIOThCSI.

IHoganbine HABYAHHSA

[IponoBKeHHS OCBITH 3a APYTUM (MaricTepCbKUM) piBHEM
BUIIO1 OCBITH. 3100yTTs1 200 BIOCKOHAJIEHHS OCBITH Ta
npodeciifHOl MiATOTOBKY B CHCTEMi OCBITH JOPOCIIHX.

5 — BukiaagaHHd Ta OMiHIOBAHHSA




BI/IKJIa)IaHHﬂ Ta HABYAHHA

CrTyAeHTOLEHTPOBAHE HABYAHHS1, CAMOHABYAHHS,
Ipo0JIEMHO-OpIEHTOBaHE HaBYAHHSI, JabOpaTopHa
IPAKTHUKA.

Jlexuli, mMpakTU4HI 3aHATTS, BAKOHAHHS KypPCOBUX IPOEKTIB
Ta po0it, T1abopaTopHi poOOTH, caMOCTiitHa poOoTa Ha
OCHOBI TIJPYYHHKIB, HABYAJIbHUX MOCIOHUKIB, KOHCIICKTIB
JeKU1H, HAyKOBUX POOIT Ta HIIKX JKepen 1HdopMalii,
KOHCYJIbTallli 13 BUKJIaJayaMu, HAyKOB1 CEMIHapH,
TEXHOJIOT1i 3MIIIAHOTO HaBYaHHS, MPOXOIKEHHS TPAKTUKU
Ha IpOoQIIbHUX MIANPUEMCTBAX, MIATOTOBKA
KBaJTi(pikaiiHoi pobOTH.

OuinoBanHus

MeToau OIIHIOBAHHS — €K3aMEHH, 3aJIIKH, TSCTH,
BUKOHAHHA Ja00OPaTOPHUX 1 MPAKTUYHUX POOIT, KypCOBUX
IPOEKTIB, KypCOBUX poOIT, Mpe3eHTalllll, ece.

[ToTouyHMit Ta ceMecTpOBHUI KOHTPOJIb: 3BITH, IPE3EHTALll,
€K3aMEHH, 3aJ1iK1, TECTHU, MOJIyJIbHI KOHTPOJIbHI POOOTH,
3aXUCTU KypPCOBUX POOIT 1 MPOEKTIB, 3aXUCT 3BITY 3
NPAKTUKH.

[ToToYHMIT KOHTPOJIb: TECTYBaHHS, IPE3CHTAllIi, 3BITH,
MOJYJIbHI KOHTPOJIBHI poOOTH, aHAI3 TEKCTIB a00 TaHUX,
OTJISI/T JKEpet.

[TincyMKoBUI KOHTPOJIb: €K3aMEH, 3aJliK, 3aXHUCT 3BITY 3
MPAKTUKH, 3aXUCT KYPCOBUX POOIT 1 TPOEKTIB.

»

— IIporpamMHi KOMIIETEHTHOCTI

Inrerpaabna
KOMIIETEHTHICTH

IK. 31aTHICTh PO3B’sA3yBaTH CKJIAHI CIIeliali30BaH1 3a/1a4l
1 TpaKTUYHI 3aBJaHHA Yy Taly31 Ki0epOe3neKku Ta 3aXUcTy
1Hpopmarrii.

3arajbHi KOMIETeHTHOCTI
(GK)

3K 1. 3paTHiCTh 3aCTOCOBYBaTH 3HAaHHS Y MPaKTHYHHUX
CUTYaITISX.

3K 2. 3HaHHS Ta PO3YMIHHSA TMpeaMeTHOi objacTi i
pO3yMiHHS TipodeciitHOT AISITBHOCTI.

3K 3. 3marHICTh CHIIKYBaTHCS ICP>KaBHOK MOBOIO SIK
YCHO, TakK 1 MUCbMOBO.

3K 4. 31aTHICTh CHUIKYBAaTHCS 1HO3EMHOIO MOBOJO.

3K 5. 3marHICT, BYHMTHCS 1 OBOJIOJIBATH Cy4aCHUMU
3HAHHSIMH.

3K 6. 3naTHicTh peaizyBaTH CBOi MpaBa 1 0OOB’S3KH SIK
yJIcHa CYCH1IbCTBA, YCBIJIOMJTFOBATH IIIHHOCTI
IPOMAISTHCHKOTO (BLIBHOTO AEMOKPATUYHOT0) CYCHUIBCTBA
Ta HEOOXiJHICTh HWOTO CTAJIOr0 PO3BUTKY, BEPXOBEHCTBA
npaBa, Mpas 1 CBOOO]I IOJIMHYU 1 TPOMAITHUHA B YKpaiHi.
3K 7. 3paTHICT yXBaliOBaTH pINICHHS Ta MdisTH
JOTPUMYIOUUCH TPUHIIUITY HEMPUIYCTUMOCTI KOPYMIIii Ta
OyAb-SKHX 1HIIUX MPOSBIB HETOOPOUECHOCTI.

3K 8. 3marnicTe 30epiratu Ta MPUMHOXKYBATH MOpPAJbHI,
KyJIbTYpH1, HAYKOBI LIHHOCTI 1 IOCATHEHHS CyCIIJILCTBA HA
OCHOBI PO3yMIHHS ICTOpIi Ta 3aKOHOMIPHOCTEH PO3BHUTKY




npeAMETHOI 00JacTi, 1 MICIS Yy 3arajibHii cUCTeMi 3HaHb
PO MPUPOAY 1 CYCIUIBCTBO Ta y PO3BUTKY CYCHUIbCTBA,
TEXHIKA 1 TEXHOJIOT1M, BUKOPUCTOBYBATH PI3HI BHJIU Ta
dbopMH pyxoBOT aKTUBHOCTI JIJIs aKTUBHOTO BIJIMOYMHKY Ta
BEJICHHSI 3JJ0POBOT0 CIIOCOOY KHUTTSI.

CrnenianbHi (paxosi)
koMmneTeHTHOCTI (CK)

CK 1. 3parHicTh 3acTOCOBYBaTHM 3aKOHOJABYy Ta
HOPMATHUBHO-TIPaBOBY 0a3y, a TakoX Jep)KaBHI 1
MDKHApOAHI  BUMOTM, TPAaKTHUKH 1 CTaHJapTH Yy
npodeciiiHiid TiSIbHOCTI.

CK 2. 3paTHICTP BHUKOPUCTOBYBATH  1H(pOpMAaIliifHi
TEXHOJIOT1i, Cy4acHI MeToau 1 Mojeni KibepOesneku Ta
CUCTEMHU 3axXHCTy 1H(hOpMallii.

CK 3. 3parHicTh 3a0e3medyBaTH HEMEpPEepBHICTH Oi3HEC-
MPOIIECIB 3T1THO BCTAHOBJIEHOT MOJITHKU KiOepOe3nexku Ta
3aXUCTy 1HpOpMaIi.

CK 4. 3parnictp 3abe3nedyBaTv 3axucT iHQopMmalii B
iHpopMaliiHuX  Ta  1H(OPMALIHHO-KOMYHIKAIHHUX
CHUCTEMaXx 3T1IHO BCTAHOBJICHOT MONITHUKU KiOepOe3neku i
3aXUCTy 1HpOopMaIli.

CK 5. 3parnicts BiIHOBIIOBATH  (YHKI[IOHYBAHHS
iHpopManiitHuX  Ta  1HGOPMAaLIHHO-KOMYHIKAIHHUX
CHUCTEeM Ticis peaiizaiii 3arpo3, 3AIMCHEHHs KiOepaTak,
300iB 1 BIIMOB Pi3HHMX KJIACIB Ta MOIIKOKEHHS.

CK 6. 3parHICT, BHOpPOBaIKyBaTH Ta 3a0e3nedyyBaTh
(GYHKIIOHYBaHHSI ~ KOMIUIEKCHHX  CHUCTEM  3aXHUCTY
1HpopMmarrii (KOMILIEKCH HOPMAaTHUBHO-TIPABOBHUX,
OpraHizalliiHUX Ta TEXHIYHUX 3aco0iB 1 METO/IIB,
HpOLEAyp, IPAKTHUYHUX TPUHOMIB TOIIIO).

CK 7. 3nmaTHicTh 3aiHCHIOBATH NMPOdeCiiHy TisIIbHICTh Ha
OCHOBI BIIPOBA/KEHOT CUCTEMU yIpaBIIiHHS
1H(opMaliifHOI Ta KidepOe3neKoro.

CK 8. 3paTHicTh 3acTOCOBYBAaTHM METOAM Ta 3acolu
KpunrorpadgigyHoro 3axucty iHdopmarii Ha 00’€ekTax
1H(opMaIiifHOT TISITBHOCTI.

CK 9. 3paTHicTh 3aCTOCOBYBaTH METOAM Ta 3acolu
TeXHIYHOTO  3axMCcTy  iHopmarmii  Ha  00’eKkTax
1H(opMaIiifHOT ISITBHOCTI.

CK 10. 31aTHICTh BUKOHYBaTH MOHITOPUHT
iHQoOpMaIIfHUX  TPOLIECiB,  aHaNli3yBaTH, BUSBJIATH,
OLIIHIOBATH MOKJINBI1 Bpa3JIMBOCTI Ta 3arpo3u
iH(popMaliitHOMy TpocTopy ¥ iH(MOpMaIiitHIM pecypcam
3riJHO 3 BCTAHOBJICHOIO TMOJITHKOI i1HQOpMAaIiiHOI
Oe3meKH.

CK 11. 3naTHicTh BUKOPUCTOBYBAaTH OCHOBHI TEXHOJOTIT
IITYYHOTO 1HTENEKTY IS PO3POOKH IHTEIEKTyaJbHHX
cucteM y kibepOesrmert.

CK 12. 3paTHiCTh BHUKOPHUCTOBYBaTH METOIU Ta 3acodu
MITYYHOTO 1HTENEKTY JJIsl 3aXUCTY iHQOpMaIliHHUX CHCTEM




Ta KOH(DIACHIINHUX NaHUX BIJ BHYTPIIIHIX Ta 30BHIMIHIX
3arpo3, MUIAXOM BHUSBJIEHHS MOTEHLIMHUX pHU3HKIB Yy
IpOrpaMHO-anapaTHUX KOMILIEKCax, MOHITOPUHTY,
BUSIBJICHHS, PO3CIiAyBaHHs, aHalli3y Ta pearyBaHHS Ha
noJiii 0e3neKy, THM CaMHUM 3MEHIIYIOYH PU3HKH B PEXKHUMI
peanbHOro yacy.

CK 13. 3pgatHicTh hopMyBaTU KOMILIEKC 3aXOMIB (TIpaBu,
Opoueayp, HNpakTUYHUX  [pUHOMIB  Ta  1H.)  JUIS
aJMIHICTpYyBaHHS Ki0epOe3neKolo.

7 — IlporpamHi pe3y/jibTaTH HABYAHHSA

PH 1. BinbHO crniiKyBaTHCS JI€p:KaBHOIO MOBOIO YCHO Ta
NUCHMOBO MPU BUKOHAHH1 NpodeciitHnX 000B’A3KiB.

PH 2. CuoinkyBaTtucsi 1HO3€MHOIO MOBOK 3 METOIO
3a0e3neueHHs e(heKTUBHOCTI NMPoQeciitHOI KOMyHIKaIii.
PH 3. 3acrocoByBaTM MNpPUHUUI HEOPHUILyCTUMOCTI
KOpymuii Ta OyAb-sIKHX IHIIUX MPOSIBIB HETOOPOUECHOCTI
y npodeciiHii AisTbHOCTI.

PH 4. OpranizoByBatu BiacHy mpogeciiiHy isiIbHICTB,
obupaTd 1 BHUKOPHUCTOBYBATH ONTHUMajbHI METOIU Ta
crocoOu po3B’s3yBaHHS CKJIAHUX CTEIlaTi30BaHUX 3a7a4
1 MpakTUYHUX TpobnemM y TmpodeciiHiil TIsITbHOCTI,
OITIHIOBATH iXHIO €()EKTHUBHICTD.

PH 5. AnanizyBatu, apryMeHTYBaTH, MpUMUMaTH PIMICHHS
IpU  PO3B’sA3aHHI CKJIQJHMX CIHEIliaTi3oBaHUX 3a1ad 1
NPaKTUYHUX 3aBAaHb y TpodeciiiHid TIsIBbHOCTI, SKI
XapaKTepU3yIOThCsl ~ KOMIUIEKCHICTIO  Ta  HEMOBHOIO
BU3HAYCHICTIO YMOB, BiJITIOBIIATH 33 MPUMHSTI PIIICHHS.
PH 6. ApnantyBatucs A0 HOBHX YMOB 1 TEXHOJIOTIH
npodeciiiHoi  AISUTBHOCTI,  MPOTHO3YyBaTH  KIHIICBUM
pe3ynbTar.

PH 7. 3acTtocoByBaTu i aganTyBaTu Teopii iHdopmarlri Ta
KOJyBaHHSI, MaTeMaTUYHOI CTaTUCTHKH, qiced,
kpunrorpadii Ta creranorpadii, oOpoOiIeHHS 1 Nepeaadi
CUTHANIB  TOIIO,  NPHUHIMIHA,  METOIAH,  HOHATTS
KibepOe3nmekn Ta 3axucTy iHGoOpMarlii y HaBYaHHI Ta
npodeciiiHii isTTBHOCTI.

PH 8. 3acTocoByBaTu 3HaHHS il PO3yMIHHSI MAaTEeMAaTHKHU Ta
¢bi3uku B mpodeciiiHiil MisTIbHOCTI, opMaltizyBaTH 3aaadi
npeaMeTHOI rairy3i KibepOesneku Ta 3axucty iHdopmariii,
dbopMynoBaTH X MareMaTWUYHy TMOCTAaHOBKY Ta oOupaTH
parioHaJIbHUN METO/I BUPIIIICHHSI.

PHO. 3naTtu Ta 3acTOCOBYBaTH 3aKOHOJABCTBO YKpaiHU Ta
MIKHAPOJHI BHMOTH, TPAKTUKA 1 CTaHAAPTH 3 METOIO
3aificHeHHa — mpodeciiHOi  mISIBHOCTI B ranmysi
KibepOe3neKku Ta 3aXucTy iHpopMarii.

PH10. BuxopucroByBaTM  cy4yacHi  iH(opMaiiiHi
TEXHOJIOT1i, MEeTomu 1 Mojem KibepOe3nekn Ta CHUCTEM
3axucty iHpopmamii s 3niicHeHHS — mpodeciitHoi




ISIBHOCTI.

PH11. [IlnmanyBaTtu miArOoTOBKY Ta  3a0e3reuyyBaTu
HENEPEPBHICTh O13HEC-TIPOLIECIB B OPraHi3alisX 3rigHo 31
BCTAHOBJICHOIO TMOJIITHKOIO KiOEpOe3NeKn 3 ypaxyBaHHS
BHUMOT JI0 3aXHUCTY 1H(pOpMAIIii.

PH12. 3actocoByBaTM MeToAM  Ta 3aco0M 3aXUCTy
iHpopmanii B iHpoOpMamiHMX Ta  1HpOpPMaLIWHO-
KOMYHIKAIlIHHUX CUCTEMax BIAMOBIAHO J0 BCTAHOBJIEHOL
HOJIITUKH 1HPOpMaLIiHOT O€3MeKH.

PH13. Bnposamxysary, HaJIAllITOBYBATH,
CYNpOBO/KYBaTH Ta MIATPUMYBAaTH (YHKIIOHYBAHHS
OpPOrpaMHUX 1 MPOrpaMHO-anapaTHUX KOMIUIEKCIB 1
cUCTeM Ki0epOe3neku Ta 3aXxucTy 1Hpopmallii ik HeoOX1aH1
npouenypu ans  (QyHKIIOHYyBaHHS 1HGoOpMaiiHuUX ¥
1H(pOpMaLITHO-KOMYHIKallIHHUX CHUCTEM ta\abo
1H(pacTpyKTypu opraHizalii B IIIIOMY.

PH14. BupimyBaTu 3a7audi yOpPaBIiHHS —TPOLIECAMU
BIJIHOBJICHHSI IITATHOTO (DYHKIIOHYBaHHS 1H(QOpMAaIITHUX
Ta 1H(pOpMaLIITHO-KOMYHIKAIIHHUX CHCTEM 3
BUKOPDHUCTAaHHSIM  TIPOIEAYyp  PE3EpPBYBAaHHS  3TiJHO
BCTAHOBJICHOI TOJITUKKA Oe3meku 1 3abe3nedyBaTH
GyHKIIIOHYBaHHS CIeIIaJIbHOTO IPOrpamMHOTO
3a0e3neyeHHs 010 3aXUCTY Ta BIIHOBJICHH: 1H(pOpMAIIii.
PH15. 306upatu, o00poOmsiTu, 30epiraTd, aHaTI3yBaTH
KpUTUYHI JaHl JyUisl J0Ka3y peanizaiii kibep3arpos,
MPOBOJUTH aHAI3 Ta JOCHIKEHHS KiOEpIHIUIAEHTY 3
METOI0 ONEpPAaTUBHOIO BITHOBJICHHA (YHKI[IOHYBAHHS
1H(opMaIiifHOT cCHCTeMU.

PH16. BupimyBaru 3agadi BOIPOBaHKEHHS Ta CYyHpPOBOY
KOMIIEKCHUX ~ CHCTeM  3axucTy  iHdopmarii B
iH(popMalIfHIX cHUCTeMaX.

PH17. 3abe3neuyBaTé  (YHKIIOHYBaHHS  CHCTEMH
yopaBiaiHHA KibepOesnmekoro 1 3axuctoM iH(opmarlii
opraHizarii, BKJIIOYAalOYd TIEPCOHAI Ta yIpPaBIIHHSA
HacJiKaMH peamizamii 3arpo3 iHdopMmamiiHiii Oe3meri B
KPU30BUX CHUTYyallisiX, HA OCHOBI 3/IMCHEHHS MPOUEAYP
KUTBKICHOI 1 SIKICHOT OITIHKHM PU3HKIB.

PH18. AmnanizyBatm, 3acTOCOBYBaTH METOJM Ta 3acolu
KpunrorpadgigyHoro 3axucty iHdopmamii Ha 00’€ekTax
1H(MOpMaIITHOT JiSTHHOCTI.

PH19. BupimyBaru 3amadi moj0 oprasizaiiii Ta KOHTPOJIIO
CTaHy KpunrorpadiuHoro 3axucTy iHdopMailii, 30Kpema
BIJIMTOB1THO JIO BUMOT HOPMaTHBHHUX JIOKYMEHTIB.

PH20. Busnauatu 3arpo3u CTBOPEHHS TEXHIYHMX KaHAIIiB
BUTOKY iH(QopMmamii Ha o0’ekrax  iHpoOpMaliiHOT
JISUTBHOCTI; BIIPOBADKYBAaTH 3acO0M 1 3aXOIU TEXHIYHOTO
3axucTy iH(OpMamlii Bil BUTOKY TEXHIYHUMH KaHaJaMH,
MPOBOJUTH OOCITYTOBYBaHHS 1 KOHTPOJIb CTaHy amapaTHUX
3ac00iB 3axuCTy iHQoOpMaIli Ta KOMIUIEKCIB TEXHIYHOTO




3aXUCTy 1HpOpMaIli.

PH21. BukoHyBaTH BHOpPOBAJKE€HHA, MIATPUMKY, aHaII3
€(EeKTUBHOCTI CHUCTEM BHUSBJICHHS HECAHKI[IOHOBAHOTO
JocTyiy, i 3 iHgopMailiero B iH(OpMaliiHiil cuctemi,
Bpa3IMBOCTEN, MOXJIMBUX 3arpo3 1HpopMauiiHOMY
IPOCTOPY 51 1H(pOopMaLITHUM pecypcam Ta
BUKOPUCTOBYBAaTH KOMIUIEKCH 3aXMCTy JUIsl 3a0e3MeueHHs
HEOOX1ZIHOrO  PIiBHA  3axuIIeHocTi  iHdopmamii B
1H(pOpMaLIHUX cUCTEMAaX.

PH 22. Po3pobmsatu Monem IITydHOTO IHTENEKTy Ta
QITOPUTMHU JUISI CTBOPEHHS I1HTENEKTYaJbHUX CHUCTEM Y
ki0epOe3mnerti.

PH 23. BnpoBamxyBaTu Ta HaJalllTOBYBaTH aJalTHUBHI
IHTEJNEeKTyallbHI CUCTEMH Uil BUSIBIIEHHS BpPa3JIMBOCTEH,
pO3Mi3HaBaHHS aHOMAJIbHUX aKTUBHOCTEH Ta e(PeKTUBHOTO
pearyBaHHs Ha Kideparaku; po3po0IsTH Ta
BIOCKOHAJIIOBATH MOJEJI MAIIMHHOTO HaBYaHHS, SKI
CIIPUSIOTH I1ABUIICHHIO piBHS Ki0epOe3neku,
3a0e3neuyrour HaAIMHUA 3aXHCT IUPPOBUX CUCTEM Ta
JAHUX BiJl TOTEHIIMHUX 3arpo3.

PH 24. TlpoekTyBaTH cCHCTeMH [JIsi aaMIHICTPYBaHHS
KiOepOe3MmeKol0 Ha OCHOBI BHUKOPUCTAHHSA CyYacHHUX

MPUHIMITB, CIOCOOIB Ta METOMIB Teopil 3axHIIeHUX
CHUCTEM.

8 — PecypcHe 3a0e3neueHHs peaJtizailii mporpamu

Kanpose 3a0e3ne4enns

Kanpose 3abesneuenns OIIIl ¢popmyeThcsi, B OCHOBHOMY
32  paxyHOK Kadeapwm MEHEIKMEHTY Ta Oe3leKu
iHpopMmarniiftauX cucteM. Jlo BUKIAaJaHHS JUCIUTLIIH
3aJIy4aroThCsl TaKOX TMPOBIJHI BUKJIAAadl 1HIIHUX Kadeap
yHIBepcUTeTy. BuKnamanpkuii ckiajn, sSKAld 3a0e3mnedye
peamizamito OIIIl, BiamoBimae BuUMOTraMm, BH3HAYCHUM
JlieH3iiHUMH ~ yMOBaMH  TIPOBADKCHHS  OCBITHBOL
JISIBHOCTI.

MarepiajibHO-TeXHIYHE
3a0e3meyeHHsI

MarepialibHO-TEXHIUHE 3a0e31eYeHH BIJIIIOB1Ia€
BuMoraM JIMEH31MHUX YMOB TMPOBAKEHHS OCBITHBHOI
TiSTBHOCTI, B TOMY 4YHCHII BKIOYae B cebe cydacHi
naboparopii Llentpy iHpOpMaIiiHUX TEXHOJOTIH Ta
3axyucty iH(dopMmarllii, 30KpemMa KOMIT'IOTepHI KJacu
MmepexeBoi akagemii Cisco Ta IT Akanemii Microsoft,
HaykoBo-nmocninny m1abopatopito  TEXHIYHOTO 3aXUCTY
iH(hopMmarii.

Indopmaniiine Ta
HABYAJbHO-METOIHYHE
3a0e3me4eHHs

Bxrouae B ceGe pecypcu HayKOBO-TEXHIUHOI 0i10M0TEKH,
CUCTeMy MIATPUMKH  OCBITHbOTO  mpouecy  JetlQ,
€JIEKTPOHHI HaBuYaibHi pecypcu, cadt BHTY ta caiir
Kadeapu, Ha AKUX PO3MiIIeHa OCHOBHA 1H(OpMaLis 100
OCBITHBOI mistabHOCTI 32 OITII.




9 — AkageMiuHa MOOLJIBHICTD

HauionaabHa kpeauTHa
MOOLIBLHICTH

3IACHIOEThCA Ha MIJACTaBl YKIaJE€HHS YTO Ipo
criBpoOiTHULITBO Mk BHTY Ta 3aknagamu BUIOT OCBITH
Ykpainu.

MixkHapoaHa KpeaAuTHA
MOOIJIBHICTH

3niiCHIOEThCS Ha MiACTaBl ykiaaaeHHs yroa Mk BHTY Tta
IpyIoI0 3aKIaiB BUIOI OCBITH PI3HUX KpaiH 3a
Y3rOJKEHUMHU Ta 3aTBEPIKEHUMH Y BCTAHOBIICHOMY
HNOPAJKY 1HAMBIAYaTbHUMHU HaBYAJIbHUMH IIJIaHAMHU
3100yBaviB Ta MporpaMaMu HaBYAIbHUX AUCIUILTIH, a
TaKOX B paMKaxX MDKYPSAJOBUX YTOJ PO CIIBPOOITHUIITBO
B rajly3i OCBITH, MIXKHAPOJHUX MPOEKTIB, B sikux BHTY
Oepe y4yacTh, TPaHTIB Ta 1H.

HaByaHnHud iHO3eMHHX
3100yBa4iB BUIIOI OCBITH

3a 1aHOI0 OCBITHBOIO MPOTPAMOIO HE Mepe0aueHO
HABYaHHsI 1HO3EMHHMX 3/100yBayviB BUIIOi OCBITH




2. MEPEJIK KOMIIOHEHTIB OCBITHbO-IIPO®ECIMHOI ITPOT'PAMHA
TA IX JOT'TYHA MMOCJIIOBHICTD

2.1 Ilepenik KOMIOHEHTIB OCBITHBLO-NPOdeciiiHoi mporpamu

Kon Kommnonentu OIIII KinbkicTb dopma
OK KPEIUTIB | MiICYyMKOBOTO
KOHTPOJIIO
OBOB’A3KOBI KOMITOHEHTU
3aranpHi
1.1 Ictopist Ta KynpTypa YKpainu 3,0 3aJiK
1.2 dinocodis 3,0 3aJIK
1.3 [Tonitonorist 3,0 3aJiK
1.4 VYkpaiHcbKa MOBa 3a MPOQECIiHUM CIPSIMYBAHHSIM 3,0 3aJiK
1.5 [HO3eMHa MOBa 3a MPoQeCiiHUM CIPSIMYBAHHSIM 8,0 3aJiK
1.6 Buiia maremartuka 12,0 1CITUT
1.7 ®di3uka 5,0 1CIIUT
[Tpodeciiini
1.8 OCHOBUM KOMI'TOTEPHOI TEXHIKU 3,0 1ICIIUT
1.9 [ndopmarriiini TexHoJor1i 3,0 3aJiK
1.10 OcHoBu 0Oe3nieku Internet-rexaosorii 4.0 1CIIUT
1.11 | TeopeTrnuHi OCHOBH MPOIIECIB Y KibepOe3nerri 12,0 1CIIUAT
1.12 CxeMOTexHIKa 4.0 3aIIK
1.13 | MarematnuHi OCHOBH KpunTorpadii 4,0 1CIIAT
1.14 OCHOBM HayKOBHUX JOCIIKEHb, aHANI3y Ta CHHTE3Y 4.0 1CIIUT
iHpopmarrii
1.15 VYrpaBiiHHS pU3UKaMU Ta OI[IHIOBAHHS 3aXHUIICHOCTI 7,0 1CIIUT
iHpopmMmarii
1.16 | OcHOBH TEXHIYHOTO 3aXHCTY 1HPOpMAIIii 8,0 1CIIAT
1.17 | KoM’ roTepHi Mepexi 5,0 1CIIAT
1.18 | ExoHomMika Ta 6i3Hec-mporiecu B [T-ramys3i 3,0 3aJTiK
1.19 YrpaBiiHHS IHITUACHTAMU 1HPOPMAIiitHOT O€3MeKn 3,0 1CIIUT
1.20 | TexHoJsorii MITYYHOTO IHTEIEKTY B KiOepOe3nerti 3,0 3aJTiK
1.21 | OcuoBu indopmariiitnoi 0e3nexu (BCTym 10 (axy) 3,0 3aJTiK
1.22 | OcHoBHu porpamMmyBaHHs 3aXHUIIEHUX 13,0 3aJliK, ICITUT
iHopMaIiifHIX cucTeM (B T.4. KypcoBa poOoTa)
1.23 BBenenHs B ITy4HU 1HTEIIEKT 3,0 1CIIUT
1.24 | ba3u ganux i1 3HaHb (B T.4. KypcoBa poboTa) 6,0 iCIIUT
1.25 | OcHoBu kpunrorpadivyHoro 3axucty iHpopmarii (B 8,0 3aJIiK, ICIIUT
T.4. KypcoBa poboTa)
1.26 | I[IpoexTyBaHHS CHCTEM yIpaBIiHHS iH()OpMaIliitHOO 10,0 3aJIiK, ICIIUT
0€e31eKo0 (B T.4. KypPCOBHI POEKT)
1.27 | AnminicTpyBaHHs KibepOe3neku 7,0 3aJiK, ICIIHUT
1.28 | IlpaBoBe Ta opranizauiiine 3abe3neyeHHS 1H(YOPM- 3,0 icnut
Ta KibepOesneku
1.29 | BupobHuya npakTuka 9,0 3aJiK




1.30 [lepenaumiomMnaa npakTuka 4.5 3aIIK
1.31 bakanaBpcpka kBamidikariiiina podora 10,5
3arajJbHuii 00cAr 000B’A3KOBHX KOMIIOHEHTIB 177
BUBIPKOBI KOMIIOHEHTH
3aranbHi
2.1 OcsitHili kommoneHT 1 3 b3/IBB 3,0 3aJTiK
2.2 OcsitHi# komnoHeHT 2 3 b3/IBB 3,0 3aJIiK
2.3 OcsitHi# komnoHenT 3 3 b3/IBB 3,0 3aJIiK
2.4 OcsitHi# komnoHeHT 4 3 b3/IBB 3,0 3aJIiK
2.5 OcgiTHii koMmoHeHT 5 3 b3/IBB 3,0 3aITK
2.6 OcgiTHi# kKoMmnoHeHT 6 3 B3/IBB** 3,0 3aITK
[Tpodeciiini
2.7 OcgitHi#t komnoneHT 1 3 BIT1/IBB 5,0 3aJliK
2.8 OcgitHi#t komnoneHT 2 3 bI1/IBB 5,0 3aJTiK
2.9 OcaiTHi#t komnoneHT 3 3 bI1/IBB 5,0 3aJTiK
2.10 OcgitHi#t komnoHeHT 4 3 bI1/IBB 5,0 3aJTiK
2.11 OcgiTHi#t komnoHneHT 5 3 bI1/IBB 5,0 3aJTiK
2.12 OcgiTHi#t komnoHeHT 6 3 bBI1/IBB 5,0 3aJTiK
2.13 OcgitHi#t komnoneHt 7 3 bI1/IBB 5,0 3aJTiK
2.14 OcgitHi#t komnoHeHT & 3 bI1/IBB 5,0 3aJTiK
2.15 OcsiTHiit komnoHeHT 9 3 BIT/IBB 5,0 3aIIK
3arajgbHuii 00csAT BUOIPKOBMX KOMIIOHEHTIB 63
3ATAJIBHUM OBCST 3A IINIAHOM 240
2.6 TeopernuHa miaAroroBka 6a3oBoi 3,0
3araJibHOB1HCHKOBOI IMATOTOBKH *
[IpakTrdna miaAroToBKa 6230BO1 3araJIbHOBIHCHKOBOT 7,0

M ITOTOBKU*

*

- € OOOBS3KOBMMH BIIMOBITHO N0 3aKOHY YKpaiHM Mpo BIHCHKOBUN OOOB'S30K 1

BIMCHKOBY clIyk0y Ta BuBYaeThes y [lopsiaky 3arBepmkenoMy [locranoBoro KMY Ne734
Bix 21.06.2024 p.

**

- BHOUpaeThcs ocobaMu, IO HE MIAMAJAIOTh il BUMOTH 3aKOHYy YKpaiHU Tpo

BICHKOBHI OOOB'SI30K 1 BIMCHKOBY Ciyk0y Ta Ilopsiaky 3arBepmkeHomy IlocTtaHoBOIO
KMY Ne734 Bin 21.06.2024 p.




2.2. CTpyKTYpHO-JIOTiYHA cXeMa OCBITHbO-podeciiiHoi mporpamu
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3. ®OPMU ATECTAIII 3J0BYBAUYIB BUILIIOI OCBITH

®opmu aTtectanii 3100yBaviB BUILOI OCBIiTH

ATecrallis 3IHCHIOETHCA Y POPMI €IMHOTO JEPKABHOTO KBATI(PIKAIIHOTO ICTIUTY
Ta MyOJIIYHOIO 3aXUCTY KBaNi(ikauiiHOT pOOOTH.

Jlo arecrariii H0MycKarOThCA 3700yBayl BUIOI OCBITH, SIKI BUKOHAIM BCl BUMOTH
MPOrpaMH MiJArOTOBKH.

€nuHuil nep>xaBHUM KBami(iKaliiHUN ICIUT Tiepeadayae OliHIOBaHHS JOCSITHEHb
pe3yJIbTaTiB HABYAHHS, BU3HAYEHUX CTaHIaPTOM Ta OCBITHBOIO MPOIPaMoIo.

Bumorn no xBamigikaiiitHoi poOOTH/IPOEKTY

Kpamidikamiitna poboTta/mpoekT Mae mependadaTd po3B’s30K CIEIiaTi30BaHOTO
3aB/JIaHHA TEOPETUYHOro ab0 NPAKTHUYHOIO CHpPSMYBaHHA B Traiy3i KiOepOesneku Ta
3axXUCTy 1HQOpMaIi.

KBanidikauiiina pobota/mpoekT Mae OyTH NepeBipeHa Ha Iuiariar.

KBanmidikauiiina po6ora nmoBuHHa OyTH omyOJiikoBaHa Ha cailTi BiHHHIIBKOTO
HaIlIOHAJILHOTO TEXHIYHOTO YHIBEPCUTETY.

4. BUMOI'M 1O HAABHOCTI CUCTEMMU BHYTPIIIHBOI'O
3ABE3NEYEHHS SIKOCTI BUILIOI OCBITH

Y BHTY dynkiionye cucrtema 3abe3medeHHs SKOCTI OCBITHBOI AISUTBHOCTI Ta
SIKOCT1 BWIIOi OCBITH (CHCTEMa BHYTPIIIHBOTO 3a0€3MEUCHHs SKOCTi), sSKa mependavae
3MIMCHEHHS TaKUX MPOIEAYP 1 3aXO/iB:

1) BU3HAaUCHHS MPUHIIMIIIB Ta MPOIEAYp 3a0e3MeUeHHS SKOCT1 BUIO1 OCBITH;

2) 3A1iiCHEHHSI MOHITOPUHTY Ta MEPI0UIHOTO MEPETIISATy OCBITHIX TIpOrpam;

3) mopivyHe OIlIHIOBaHHs 3700yBayiB BHUIIOi OCBITH, HAYKOBO-TICAArOTiYHHUX 1
nenarorivaux mnpamiBHUKiB BHTY Ta perynspHe ONpuiIrOAHEHHS pe3ysIbTaTiB TaKUX
OIliHIOBaHb Ha odimiitHomMy BeO-caiiTi BHTY ta B Oyap-skuii iHIIHi Crocio;

4) 3abe3nedyeHHs MiABUINEHHS KBamidikalli megaroriyHuX, HayKOBUX 1 HAyKOBO-
NearoriYHuX MpaliBHUKIB;

5) 3abe3nedyeHHsT HAsIBHOCTI HEOOXITHHMX peCcypciB JUIsl opraHizarlii OCBITHHOTO
Mporecy, y TOMY YHCJII caMOCTIiiHOT poOoTH 3700yBadiB BHUIIOI OCBITH, 32 KOXKHOIO
OCBITHBOIO TIPOTPAMOIO;

6) 3a0e3redeHHS HasABHOCTI IHQOpMAIMHUX CHUCTEM I e(PEKTHUBHOTO
yIPaBIIiHHS OCBITHIM IIPOIIECOM;

7) 3abe3nedeHHs MyOMuHOCTI 1H(pOPMAITii TPO OCBITHI MPOTrpaMu, CTYIMEHI BUIIOI
OCBITH Ta KBaji(ikarii,

8) 3abe3meueHHsT ePEKTHBHOI CHCTEMH 3aro0iraHHs Ta BUSBJICHHS aKaJIEMiYHOTO
riariaty y HaykoBux npaisix npaiiBaukis BHTY 13100yBauiB Buioi ocBity;

9) iHmWX mpouemyp i 3axX0iB, sKi 320€3MeUyr0Th HAIC)KHUIN PIBEHD SKOCT1 BUIIOT
OCBITH.

Cucrema 3a0e3ledeHHs SIKOCTI OCBITHBOI MISUIBHOCTI Ta SKOCTI BHIIOI OCBITH

(cucrema BHYTpINIHBOTO 3ale3nedyeHHs sKocTi) 3a mnomanHaM BHTY owmiHoerbes
HarioHanbHUM areHTCTBOM 13 3a0e3MeUeHHs IKOCT1 BUINOI OCBITH 200 aKpeIUuTOBAHUMU



HUM HE3aJIeKHUMHU YCTaHOBAMU OI[IHIOBAHHS Ta 3a0€3MeUeHHS SKOCTI BHINOI OCBITH Ha
MpeAMET ii BiIMOBIIHOCTI BUMOTaM JI0 CUCTEMHU 3a0€3MeUeHHs SKOCT1 BUILO1 OCBITH, 1110
3aTBEpKYI0ThCcsl HallloHalbHUM areHTCTBOM 13 3a0€3MeueHHs SIKOCTI BUIOI OCBITH, Ta
MDKHApOJHUM CTaHJIapTaM 1 peKOMEHIAIlISM 111010 3a0€3MeUeHHsI IKOCT1 BUIIIO1 OCBITH.

5. HIEPEJIIK HOPMATHUBHUX JOKYMEHTIB, HA AKUX BA3YETbHCAA
OCBITHAA ITPOT'PAMA

1. 3akon VYkpainm «IIpo Bumry ocsity» 01.07.2014 Nel556-VII - [Pexum
nocrymy: http://zakon4.rada.gov.ua/laws/show/1556-18];

2. 3akon VYkpainm «IIpo 3axumct inpopmamii B  iHdopmariiitHo-
TEJIEKOMYHIKAI[IHHUX CHUCTEMAaxX» [Pexxum JIOCTYIY:
https://zakon2.rada.gov.ua/laws/show/80/94-sp];

3. 3Bakon VYkpainm «IIpo ocHOBHI 3acaam 3a0esmedeHHs KibepOe3meKu
VYkpaian» - Bimomocti BepxoBuoi Pagu (BBP), 2017, Ne45, c1.403;

4. TlocranoBa Kab6inery MinictpiB Ykpainu Bix 30.12.2015p. .Nel187 «IIpo
3aTBepkeHHs JIIeH31MHUX yMOB TPOBAKEHHS OCBITHBOI MISUTBHOCTI» [Pexkum
nocrymy: http://zakon4.rada.gov.ua/laws/show/1187-2015-n/page];

5. TlocranoBa KabGinery MinictpiB Ykpainu «IIpo 3aTBepmKeHHs MEPEiKy
rajxy3eil 3HaHb 1 CHeIialbHOCTEH, 32 SKUMH 3JIMCHIOETHCS MIATOTOBKA 3700yBadviB
BUILIO1 OCBITH» BIJ 29.04.2015 p-Ne266. [Pexum JOCTYIY:
http://zakon.rada.gov.ua/laws/show/266-2015-1];

6. Hamionaneumii kmacudikarop VYkpainu: "Knacudikatop mpodeciiiy K
003:2010;

/. Haxaz MOH VYkpainu Nel547 «IIpo BHECEHHS 3MiH [0 CTaHAApTy BHUIIOI
ocBiTH 31 crenianbHOCTI 125 «KibepOesneka» ms mepiioro (6akaaaBpChbKOTO) piBHS
BUIIOT OCBITH» Bix 29.10.2024 p.;

8. «JloxTpuHa iHdopMaliifHoi Oe3mekn VYKpaiHW», 3aTBEPKEHO YKa3oM
[Ipesunenta Ykpainu Big 25 mororo 2017 poky Ne47/2017. [Pexum nocrtymy:
https://www.president.qgov.ua/documents/472017-21374];

9. Pimenns Pagu HarionaasHo1 6e3meku i o6oponn Ykpainu «IIpo crparerito
kibepOesnekn Ykpaimm» Big 14 TtpaBHa 2021 poky [Pexum gocrymy:
https://zakon.rada.gov.ua/laws/show/447/2021#Text];

10. TTomoxkeHHst Tpo TexHiuHMI 3axucT iH(OpMaIii B YKpaiHi, 3aTBepUKEHE
VYkazom [Ipesunenta Ykpainu Big 27 BepecHs 1999 p. Nel1229;

11. TTonoxeHHss PO TOPSAOK 3MIUCHEHHS KPUOTOrPadiuHOro  3aXHCTY
iHpopmanii B Ykpainu, 3aTBepmkeHe Yka3zom [lpesunenta Ykpainu Bim 22 TpaBHS
1998 p. Ne505;

12. TlpaBuna  3abe3meuenHss 3axucty iHdopmamii B iHpOpMaIiiiHUX,
TEJIEKOMYHIKAIIMHUX Ta 1H(POpPMAaIiHO-TETeKOMYHIKallIHHUX CHCTEMaX, 3aTBEPIKEHI
nocranoBoto Kabinery MinictpiB Ykpainu Bin 29 Gepesns 2006 p. Ne373.


http://zakon4.rada.gov.ua/laws/show/1556-18
http://zakon4.rada.gov.ua/laws/show/1187-2015-%C3%90%C2%BF/page%5d%3B
http://zakon4.rada.gov.ua/laws/show/1341-2011-%C3%90%C2%BF%5d
http://zakon4.rada.gov.ua/laws/show/1341-2011-%C3%90%C2%BF%5d
https://www.president.gov.ua/documents/472017-21374
https://www.president.gov.ua/documents/472017-21374
https://www.president.gov.ua/documents/2422016-20141
https://www.president.gov.ua/documents/2422016-20141

MNOACHIOBAJIBHA 3AIIMCKA

OcaiTHBO-TIpO(bECiiiHA TMporpamMa MICTUTh HPOrpaMHI KOMIIETEHTHOCTI, IO
BHU3HAYaIOTh CHENU(IKYy MIArOTOBKU OakanaBpiB 31 cnemianbHocTi F5 «KibepOesneka
Ta 3aXUCT 1H(pOpMalii» Ta MPOrpaMHi pe3yabTaTH HaBYaHHS, sIKI BUPAXalOTh TeE, 1110
CTYJIEHT NOBUHEH 3HATH, pPO3yMITH Ta OyTH 3aTHUM BHUKOHYBATH MICJIS YCIIIIHOTO
3aBEpIICHHSI OCBITHROI mporpamu. B Tabmuisax 1, 2 HaBeAeH! MaTpulll BiAMOBITHOCTI
BU3HAUYEHUX OCBITHBOIO IMPOTpamMol0 pe3yJibTaTiB HaBYaHHS (KOMIETEHTHOCTEH) Ta
OCBITHIX KOMITOHEHTIB.



Honatox A
Ta6auus 1. MaTpuus 3a0e3nedyeHHs NPOrPaMHMX pe3yJIbTaTiB HABYAHHS 000B’I3KOBMMM OCBITHIMH KOMIIOHEHTAMM

OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK| OK | OK

112|3(4|5|6 |7 |(8|9]|1 |11 |12 |13 | 14 | 15 | 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31
PH 1 + + + +
PH2 +
PH3 | +| +| +
PH 4 + + + + + + + + +
PH 5 + + | + + + + + + + + + + + + +
PH 6 + + + + + + + + +
PH7 + + + +
PH 8 + |+
PH 9 + + + + + + + +
PH 10 + + + + + + + + + +
PH 11 + + + +
PH 12 + + + + + + + +
PH 13 + | + + + + + +
PH 14 + + + +
PH 15 + + + + +
PH 16 + + + +
PH 17 + + + +
PH 18 + +
PH 19 + +
PH 20 + +
PH 21 + + +
PH 22 + + + +
PH 23 + + + +
PH + + +
24




Taboauus 2. MaTpuus BiinoBiIHOCTI KOMIIETEHTHOCTEH 000B’I3KOBMM OCBiTHIM KOMIIOHEHTAM
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CK3

CK 4

CK 5

CK 6

CK7
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CK9

CK 10
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CK 13




Jlonatok b

TABJIAIIA 3. 3BEJIEHA TABJIAISI ®AXOBUX KOMIIETEHTHOCTEM TA
INPOI'PAMHUX PE3YJIbTATIB HABUAHHSA

daxoBi KOMIIETEHTHOCTI

Pe3yﬂbTaTH HaBYaHHSA

CK1. 3patHicTh 3aCTOCOBYBaTHU
3aKOHOJIaBYy Ta  HOPMATHBHO-
MpaBoBY 0a3y, a TakoX Jep>KaBHI
Ta MDKHApPOJHI BUMOTH, MPAKTUKH
1 CTaHAApTH 3 METOK 3AIMCHEHHS
npodeciiHoi JISIBHOCTI B Tally3i

PHY9. Bwmitu 3acTocoByBaTH 3aKOHOJABYY Ta
HOPMATHBHO-I[PaBOBY 0asy, a TaKOX IepiKaBHI Ta
Ml)KHapOI[Hl BUMOTIH, MPAKTUKM 1 CTaHIApTH 3
METOI0 3AiiiCHEHHS mnpodeciiiHol AISUIBHOCTI B
rajny3i KibepOe3neku Ta 3aXucTy iHpopMarii

Ki0epbOe3neku Ta 3aXUCTY

1Hdopmarii

CK2. 3partnicte 10 Bukopuctanns | PH10. Bwmitu BUKOPHUCTOBYBATH CydYacHi

1H(popMaLITHIX TEXHOJIOrH, | 1H(opMaliiiHi TeXHOJOorii, MeToau 1 MOoJel

CyyacHUX METONIB 1 Mojenei | KibepOe3neku Ta CUCTEM 3axXUCTy iHpopMmauii amis

KiOepOe3neKkn Ta CUCTeM 3axXUCTy | 3AiiicHeHHs npodeciiHOol AisTTBHOCTI.

iHdopmarrii.

CK3. 3parnicts 3a6e3neuyBatu | PHI11. IlnanyBaTtu miarotoBky Ta 3a0e3neuyyBaTu

HEeMepepBHICTh  Oi3HEC-MPOLECIB | HEMEepepBHICTh MPOIECIB B OpraHizallisix 3riJiHo

3TiTHO BCTAHOBJICHOI TOJITHKH | BCTAHOBJICHOI TOMITUKM  KiOepOe3meku Ta 3

KibepOe3nekn Ta 3aXHUCTy | ypaxyBaHHs BUMOT JI0 3aXHCTy iH(popMarrii.

iHdopmarrii.

CK4. 3paruicts 3abesnedyBatn | PHI2. 3actocoByBaTn METOIM 3aXUCTY 1H(1)opMau11

3aXUCT iH(popMarii B | B IHQOpPMAIIfHUX CHCTEMax 3TiIHO BCTAaHOBICHOI

iHopMaIlIMHUX CcHUCTeMaX 3TIHO | TOJITUKH 1H()OpMaIliifHOI Oe3MeKH.

BCTaHOBJICHOL nomituku | PHI13. Brposakysary, HaJallTOBYBATH,

KibepOe3nexku Ta 3aXUCTY | CYINPOBOJKYBATH Ta HiATPUMYBATU

1H(popmarii GYHKIIOHYBaHHS MPOrpaMHUX Ta MPOTpaMHO-
amapaTHUX KOMILJIEKCIB 1 cHCTeM KibepOesneku Ta
3axucTy 1H(opMalii sIK HeOOXiIHI MPOIEAYPH IS
GyHKITIOHYBaHHS lH(l)OpMaHlI/IHI/IX cucreM Ta\abo
1HGpaCTPyKTypHU opraHizaiii B IJIOMY.;

CK5. 3parnicts BimHoBmoBatu | PH14. BupimryBatu 3amadi ynpaBiiHHS MPOIECaMU

yHKIiOHYBaHHS lH(bOpMaHlI/IHI/IX BiJTHOBJICHHS HITaTHOTO (byHKIIIOHYBaHHS

CUCTEM TiCis peanizaimii 3arpo3, | iHPOpMaliHHUX  CHCTEeM 3  BHUKOPUCTaHHIM

3niicHeHHs1 KkiOepaTtak, 300iB Ta | HpoOLEAyp pe3epBYBaHHS 3TiTHO BCTAHOBJIECHOI

BI/IMOB  pI3HUX  KJaciB  Ta | TOJITHKH Oe3reKu Ta 3abe3neuyBaTu

MTOXO/>KEHHSI. (GYHKIIIOHYBaHHS  CHEMIAJIbHOTO  MPOrPaMHOTO
3a0e3reueHHs, IIOA0 3aXHCTy Ta BiJHOBIICHHS
iHpopmarrii;
PHI15. 30upaty, 06p06J'I$ITI/I 36epiraTH

aHaJi3yBaTH KPUTHUYHI JaH1 JUISL T0Ka3y pean13au11
Kibep3arpo3, MPOBOAWTH aHAII3 Ta JOCITIKEHHS

KIOepIHIUACHTY 3 METOIO OTIepPaTUBHOTO
BiTHOBJICHHS] ~ (PyHKIIOHyBaHHsA  1H(OpMAIiiHOT
CHCTEMU.
CK6. 3narnicts BripoBamkyBaTu Ta | PH16. BupinryBatu 3amadi  BOpPOBa/DKEHHS Ta
3abe3nedyBaTH  (PYHKLIOHYBaHHS | CYNpPOBOAY  KOMIUIEKCHMX  CHCTEM  3aXHUCTY
KOMIUIEKCHUX  CHCTEeM 3axHcTy | iHdopmarlii B iHpopMaiifHUX cucTeMax.
iHpopMmarrii (xomIuIeKCH

HOPMATHBHO-IIPABOBHX,
OpraHizamiiHuX  Ta
3ac00iB 1 METOMIB,

TEXHIYHUX
nponcayp,




MPaKTUYHUX MPUIOMIB TOLIO)

CK7. 3parnicte  3piiicHioBatu | PH17. 3abe3neuyBaTtu (yHKIIOHYBaHHS CUCTEMH

npogeciiiHy IISIBHICTP HAa OCHOB1 | yNpaBiiHHSA  KiOepOe3lnekor  Ta  3aXHCTOM

BIIPOBAKEHO]T cuctemMu | iH(popmamii oprasizanii, BKIOYAOYM HEPCOHAN Ta

YIpaBIiHHS 1HQOPMAUIMHOI Ta | YNpPaBIIHHA  HACHIAKAMH  peamisamii  3arpo3

K10epOe3neKoro 1H(1)0pMau11/1H11/1 besrieryi B KPU30BHX chyaumx Ha
OCHOBI 3/ICHEHHS MpOLEayp KIIbKICHOI 1 SIKICHOI
OITIHKH PHU3HKIB.

CK8. 3parnicts 3actocoByBaru | PH18. AmnamizyBaTu, 3acTOCOBYBaTM METOAM Ta

METOIU Ta 3acobu | 3acobu KpunTorpadiqyHoro 3axucty iHpopmailii Ha

KpUNTOrpagiyHoro 3axucTy | 00’ekTax iH(pOpMaIiitHOI IiSIBHOCTI.

1H(popmarii Ha o0’extax | PH19. BupimyBatu 3amaui miogo oprasizamii Ta

1H(pOopMaLIHOT JISTBHOCTI

KOHTPOJIO CTaHy KpuUNTOrpadiyHoro
iHopmMarii, 30kpeMa BIAMOBIIHO JO
HOPMAaTHUBHUX JOKYMEHTIB.

3aXHUCTY
BHAMOT

CK9. 3paTHICTP 3acTOCOBYBaTH
METOOM Ta 3aco0M TEXHIYHOTO
3aXUCTY 1H(1)0pMau11 Ha 00’€eKTax
1H(OpMaIiHHOT TISITBHOCTI.

PH20. Bu3nauaTu 3arpo3u CTBOPEHHS TEXHIYHHMX
KaHAmiB ~ BUTOKY  iHdopmaumii Ha  00’eKrax
iH(opMaLiiHOT JISUTBHOCTI; BIIPOBA/DKYBATH 33C00H
1 3aX0AM TEXHIYHOTO 3axUCTy 1HQopMmalii BiA
BUTOKY  TEXHIYHUMH  KaHAJaMH, TPOBOJHUTH
00CIyroByBaHHsI Ta KOHTPOJb CTaHy anapaTHUX
3aco0iB  3axuCTy iHdopMarlii Ta KOMIUICKCIB
TEXHIYHOTO 3aXUCTy iHDopMaIrii.

CK10. 3paTHicTh  BUKOHYBaTH
MOHITOPUHT iH(OopMaLIfHIX
MPOLECIB, aHaTI3yBaTH, BUSBISTU
Ta OLIIHIOBaTH MO>KJTUBI
BPa3IMBOCTI Ta 3arpo3u
iHQopMaliifHOMY  MPOCTOPY  Ta
iH(opMaLiifHIM pecypcam 3TiTHO 3
BCTaHOBJICHOIO MOJIITUKOIO
iH(hOopMaIliifHOT Oe3MeKH.

PH21. BuxoHyBatu BHpPOBa)KCHHS, MiITPUMKY,
aHaJi3 e(heKTUBHOCTI CHCTEM BHUSBJICHHS
HECaHKI[IOHOBAHOTO JIOCTYMy, Il 3 iHhOopMaIli€o B
iH(opMaliifHIl cucTeMi, Bpa3IuBOCTEH, MOXKIUBUX

3arpo3 1HpopMaIiitHOMyY POCTOPY Ta
iHpopMaLIfHIM pecypcaM Ta BUKOPHUCTOBYBATH
KOMILIEKCH 3aXUCTY VISt 3a0e3MeYeHHS

HEOOXITHOTO PIBHSA 3aXUIIEHOCTI 1H(OpMaIli B
iH(hOpMaIIHHUX CHCTEeMaX.




Martpuus BianoBignocti BusHayeHnX CTaHIapPTOM KOMIETEHTHOCTEMH
aeckpunropam HPK

Kuacudikanis 3HaHHA Yminna KomyHnikauis BinnoBigaabHicTh TA
KOMIIETEHTHOCTEMH 3ul VYwml. Iormubneni K1. Jlonecenns no aBTOHOMisl
(pe3yJbTaTiB KonnenryamnbHi KOTHITHBHI Ta ¢axiBuiB i HedaxiBuiB | AB1. Ynpasninas
Hapuyanus) 3a HPK HAYKOBI Ta MPAKTHYHI | MPaKTUYHI iH(popMartii, e, CKJIaTHOIO TEXHIKOIO
3HAHHS. YMiHHSI/HABUYKH, po0JIeM, PillicHb, abo npodeciiiHo
3n2 Kpuruune MaHCTepHICTh Ta BJIACHOTO JOCBIY Ta TUSUTBHICTIO Y1
OCMHCIIEHHS TEOpii, IHHOBaLiHHICTh Ha aprymeHTarii. MIPOEKTAMH.
TIPUHLMUIIB, METOMIB 1 | piBHI, HEOOXiJHOMY K2. 36ip, AB2. CripoMOXHICT
TIOHATH y cepi JUIS PO3BSI3aHHSA IHTepIIpeTanis Ta HECTHU
npodeciiHol CKIIJIHUX 3aCTOCYBAaHHS JaHUX. | BiJIMOBINANBHICTH 32
JUSUTBHOCTI Ta/abo CICIIiaTi30BaHUX K3. ChinkyBaHHs 3 BHUPOOJICHHS Ta
HaBYaHHSI. 3a/1a4 1 MpakTHYHHUX npoeciifHIX MUTaHb, | YXBaJEHHS PillIeHb Y
npodieM y chepi Yy TOMY YHCIT HerepenoayyBaHuX
npodeciiHoi 1HO3EMHOI0 MOBOIO, pobounx Ta/abo
IsIBHOCTI 200 YCHO Ta IIHCHEMOBO. HaBYaJILHUX
HaBYaHHSI. KOHTEKCTaX.
AB3. ®opmyBaHHs
CYJKEHb, 1110
BPaxOBYIOTh
COIliabHi, HAYKOBI Ta
CTHYHI aCTICKTH.
AB4. Opranizauis Ta
KEpiBHUIITBO
npodeciitHum
PO3BUTKOM 0Ci0 Ta
rpyI.
ABS5. 31atHicTh
MPOJIOBXKYBATH
HaBYaHHS 13 3HAYHUM
CTYIEHEM aBTOHOMIl.
3K1 3u2 Yml
3K2 3u2 Yml K1
3K3 K1, K3
3K4 K1, K3
3K5 3ul, 3u2 Yml K2 AB3
3K6 3ul K1 AB2, AB3, AB4
3K7 K1 AB2
3K8 3u2 K2 AB3
CK1 3u2 Yml K2
CK2 3ul, 3u2 Yml K2
CK3 Yml ABI1
CK4 Yml AB1
CK5 Yml K2 AB1, AB2
CKo6 Yml K1 AB1
CK7 Yml K1 AB1
CKS8 3u2 Yml
CK9 3u2 Yml
CK10 Yml K2 AB2




JUCTOK PEECTPAILIIL 3MIH

Howmep BBenenus B niro [o 3MiHMIOCS Konu BcTynarots
3MIHH B IO
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