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JIMCT IIOT'OKEHH A
OIIII be3neka ingopManiiHuX i KOMyHiKANIHHUX CHCTEM

PiBeHb BUIIOT OCBiTH  JApyruid (MaricTepchbKuii)

CrieniaabpHICTB F5 KiGepOe3neka Ta 3axucT iHpopmariii
I"apanT OIIII
K.T.H., JOIICHT, JAoueHT kKadenpu 31 Osecst BOMTOBUY

Hupekrop LlenTpy 3a0e3nedeHHs
axocti ocBitu BHTY Cranicnas TYXKAHCHKUIA

OcBiTHBO-TIpOdECIiHY MpOrpaMy PO3IIITHYTO Ta CXBAJICHO Ha 3acijaHH1 Kadeapu 3aXucTy
1H(hopMmaii;

npoTokoa No  Bif

3aB. xkadenpu Bonoxumup JIYKEIBKUIA

OIIII po3risHyTO MicIis HaIXOKEHHS BCIX 3ayBa)K€Hb Ta MPOIIO3UIIIN Ta CXBAJEHO HAa:

3acimanHi BueHoi pamu ¢akynapTeTy 1HPOPMAIMHUX TEXHOJOTIM Ta KOMI IOTEPHOI
THXEHEPIT;

npoTokoa No_ Bif
I'omoBa Csitnana KUPMNJIAIIIYK
3acimanfi Paau 3 sikocti ocBitu BHTY, npoTtokon Ne  Bix

l'onoBa
Onexcanap IIETPOB



IHPEAMBYJIA
OIIII be3neka ingopManiiHuX i KOMyHIiKANIHHUX CHCTEM

PiBenb BUIIOT OCBITH  JIpyrHil (MaricTrepchbKuii)
CrieniaJabHICTB F5 KiGepOesneka Ta 3axuct iHpopmarii

OcaiTHRO-TIpodeciitHa mporpamMa po3podiieHa Ha OCHOBI CTaHIAPTY BHUIIOI OCBITH 31 cHeriaibHOCTI 125
KibepOesneka 3arBepmxeHoro HakazoM MOH VYkpainm Bim 18.03.2021 Ne 332 i 3ampoBamxkeHa s
MPOJOBKEHHSI OCBITHBOI MAISNIBHOCTI 32 OCBITHBOIO mporpamoro be3nmeka iHdopmauniinux i
KOMYHikamiiHux cucrem 31 crnemianbHocTi 125 KibGepbesneka Ta 3axuct iHopmarii, y 3B’S3Ky 13
3MIHaMH JI0 TIEPENTiKy Taly3eil 3HaHb 1 CIeliaJbHOCTEH, 32 SKUMHU 31HCHIOETHCS TIATOTOBKA 3/100yBaviB
BHIIIOI OCBITH BiAnoBigHO 10 moctanoBu KMY Bin 30 cepriast 2024 poky Ne 1021 «IIpo BHeceHHs 3MiH
710 TIEPEITiKy Tray3ei 3HaHb 1 CIeliaTbHOCTEH, 3a SKUMH 3IHCHIOETHCS MIATOTOBKA 3100yBadiB BUIIIOI Ta
(haxoBOT MEpeIBHUINOT OCBITH» (31 3MIHAMM).

PO3POBHUKU
[apant OIIIL, monent kadeapu 3axucty iHopmarii, 5
K.T.H., JOLEHT Oneca BOUTOBUY
3aB. xadenpu 3axucty iHpopMmaIlii, _
I.T.H., podecop Bonoaumup JIYKELHBKMI

Houent kadenpu 3axucty iHpopmarii,
K.T.H., JOIIEHT Opiit BAPUIIIEB

Houent kadenpu 3axucty iHpopmarii,
K.T.H., IOLIEHT Biranii JIVKIHOB

OcBiTHBO-TIpOdECiiiHY Mporpamy po3IJIIHYTO Ta CXBaJleHO Ha 3acigaHHi CTyIeHTChKOI paau
bakynpTeTy iHGOpPMAIITHUX TEXHOJIOTIN Ta KOMII FOTEPHO1 1HXKEeHepif,

IIPOTOKOJI ['onoBa

PELEH3II-BIIT'YKU POGOTO/IABIIIB

Ha ocBiTHBO-TIpO(eciitHy mporpamy Hajdicianu peueHsii Ta BIATYKU



1 Ipogine ocBiTHLO-IPOdeciiiHOl mporpamMu

1 — 3araabHa indopmanis

IloBHa Ha3Ba 3akJany Binaumbpkuil Hal[lOHATIBHUN TEXHIYHUNA YHIBEPCUTET,
BHUII[OI OCBITH Ta kadenpa 3axucty iHbopmarii

CTPYKTYPHOIO MiAPO31iay

PiBeHb BUIIIOI OCBITH Jpyruii (MaricTepcbKuii)

®opmu 3100yTTS OCBITH JlenHa

KBagidikauisa B runiiomi Cryninp BUIIOL OCBITH — Marictp
CrnemianpHicTh — F5 KibepOesneka Ta 3axuct iHpopmarrii
OcaiTHs iporpama — besneka iHpopMamitHuX 1 KOMyHIKAIIHHUX

CHUCTEM
Odiniiina naszsa OIl besneka indopMaliiiHIX 1 KOMYHIKaIHIX CHCTEM
Tun guniiomy Ta odcsr Jumiom marictpa, oqununuanii, 90 kpeautis €EKTC, Tepmin
OCBITHBOI IPOrpaMu HaBuaHHS — | pik 4 micsii

15 xpenutiB €KTC npusnadeHo 1uist MpaKTHKH.
Huxi/piBeHb 7 pieeab HPK VYkpainu, npyruii nuxn FQ-EHEA,

7 piBenbp EQF-LLL
IlepexymoBH OcsitHiii ctyninb «bakanaBp»

[Iporpama ¢axoBHX BCTYMHUX BUIPOOYBaHb AJisi 0ci0, 1110 3700yIu
MOTICPEIHIH piBEHb BHIO1 OCBITH 32 1HIIMMHU CIEI[IAIbHOCTIMHI
nepenbaydae nepeBipky HaOyTTS 0COO00 KOMIIETEHTHOCTEH Ta
pe3yJIbTaTiB HABYaHHS, [I[0 BU3HAYCHI CTaHapTOM BHUIIOi OCBITH 31
cnenianpHocTi 125 KiGepoesmneka ais nepiroro (6akaaaBpChKOro)
piBHS BHIIOi OCBITH.

Moga (1) BUKJIaJaHHS VYkpaiHchbka, 32 moTpeOu 0JIH a0 JEKITbKA OCBITHIX
KOMITOHEHTIB MOKYTh BUKJIQAATHUCS aHTIIIHCHKOK MOBOIO
Axkpenutauis CepTudikar npo akpeauTallito OcBiTHbO1 mporpamu besneka

iH(hOpMaIIITHUX 1 KOMYHIKAIIHHUX CUCTEM 31 cremiaibHOCTi 125
Kibepbe3neka ta 3axuct iHpopMalii Jpyroro (MaricTepcbKkoro)
piBHsa 9352 Bix 28.11.2024. Ctpok aii g0 01.07.2030.

InTepHeT-aapeca https://jetig.vntu.edu.ua/edu_progs/ep_list.php
NMOCTIHHOTO PO3MillIEeHHS
onucy OII

2 — Merta ocBiTHBOI MpOrpamMu

[linroToBKa BHCOKOKBaTI(hIKOBAHUX, KOHKYPEHTOCIPOMOXKHUX (axiBIliB, IO BOJOMIIOThH
3arajJlbHUMH Ta TMPOQPECIHHUMHU KOMIIETEHTHOCTSIMU HEOOXITHUMU JJIsi PO3B’SA3aHHS CKJIQJHUX
3a/1a4d 1 mpobiem y ramysi iHdopmalliiiHoi Ta/abo kibepOesneku, 1Mo nepeadadae MpoBEACHHS
JIOCJIIPKeHb Ta/a00 3/11HCHEHHS 1HHOBAIIIM Ta XapaKTepU3y€eThCsl HEBU3HAYEHICTIO YMOB 1 BUMOT,
3aa7s 3370BOJIEHHS MOTped BiHHUIBKOrO perioHy, YKpaiHu Ta CBITY; (OpMyBaHHS TBOPUOl
0CcOOMCTOCTI HOBOTO TMOKOJIHHS, 3AaTHOI YCHIIIHO peaizoByBaTh HaOyTi cyudacHi mpodeciiini
KOMIIETEHTHOCTI 3 Oe3neku iHGOpMAIiiHMX 1 KOMYHIKAIIMHUX CHUCTEM, IHTEIEKTyalbHUN
MOTEHI[1aJ]l, HABUKHA MPAKTUYHOTO JOCBIAY Ta 1HHOBAIIWHOI AISUTBHOCTI B raiy3i iHGOpMaIiiHuX
TEXHOJIOT1H, a TaKOoX COLIaIbHO-MATPIOTUYHI Ta MOPAJIBbHO-ETHYHI I[IHHOCTI y TJI00aJIbHOMY
CYCHUIHbHO-€KOHOMIYHOMY IIPOCTOPI.

3 — XapakTepucTHKA OCBITHBLOI IpOrpaMu

I'aay3b 3HAHD F Tndopmartiiini TexHoaorii

CneniaabHicTh F5 KibepOe3neka Ta 3axuct iHpopmarrii

Tun ocBitHboi mporpamu | OcBiTHRO-TIpO(deciiiHa



https://iq.vntu.edu.ua/fm/fdb/1110/akkr/cert_mag/m_125_BIKS_Cert_9352_2030.pdf

IIpenmeTrna odJiacTh

00’€KkTH BUBYCHHS:

— CYYacHI TpOLECH JOCTI/DKEHHS, aHaji3y, CTBOPEHHA Ta
3abe3neueHHs (PyHKIIOHYBaHHS 1H(QOpMalmiHUX CHCTEM 1
TEXHOJIOT1H, 1HIMX Oi3HEeC-omepaliifHuX MpoIeciB Ha 00’ €KTax
1H(pOpMaLIMHOI JISJIBHOCTI Ta KPUTUYHUX 1HQPACTPYKTYp
cthepu iHpopMatiitHoi Oe3neku Ta/abo kibepOe3neky;

— iHdopMamiitHi  cuctemMu  (iHGOpMAIIHHO-KOMYHIKAITIHHI,
1H(opMaIiifHO-TeIeKOMYHIKaIliiHI, aBTOMAaTH30BaHi) Ta
TEXHOJIOT'1I;

— 1H(ppacTpykTypa 00’€KTiB 1H(GOpPMAaLIMHOI ISJIBHOCTI Ta
KPUTUYHUX 1HOPACTPYKTYD;

— CHCTEeMH Ta KOMIUIEKCHM CTBOpEHHs, 0OpoOKu, mepexaaui,
30epiraHHs, 3HUILECHHS, 3aXHUCTy Ta BIOJOOpPaKEHHS JaHUX
(i opmariiHiX MOTOKIB);

— iHdopMaIiitHi pecypcu pi3HHX KiaciB (B T.4. JepiKaBHI
iH(hopMarliifHi pecypcu);

— TporpaMHEe Ta IporpaMHoO-amnapatHe 3a0e3neudeHHs (3aco0u)
Ki0ep3axucry;

— CHCTeMH yHpaBliHHA iH(poOpMaIiitHO Oe3nekor Ta/abo
Ki0epOe3neKoro;

— TEXHOJIOT1i, METOAM, MOJenl Ta 3acobu i1HdopMaIiiHOl
Oe3neku Ta/abo KibepOe3neKH.

i naBuyanusa. IligroroBka (axiBIiB, 37aTHUX PO3B’sA3yBaTH
3a/1a4i  JTOCTIAHUIIBKOTO Ta/a00 I1HHOBAIIMHOTO XapakTepy y
ctepi iHPopMmaiiitHoi Ta/abo KibepOe3neKH.

Teoperuunuii 3micT npeamMeTHoi odaacTti. TeopeTuyuni 3acaau
HAyKOEMHHUX TEXHOJIOT1H, Qi3uyHi 1 MaTeMaTH4HI
(yHIaMeHTaIbH1 3HaHHA, Teopli 1IeHTU(IKALIT Ta TPUITHATTS
pillieHb, CHCTEMHOT'0 aHaJli3y, CKJIaJIHUX CUCTEM, MOJICTIOBaHHS
Ta ONTHMI3aIlil IPOIECIB, TEOPiss MATEMATUYHOI CTATUCTHKH,
KpUNTOrpadgivHOro Ta TEXHIYHOTO 3aXHCTy iH(OopMaIlii, Teopii
PHU3HKIB Ta IHIIUX MDKAUCHMILTIHAPHUX TEOPIN 1 MPAKTUK Y
ranysi indopmartiitHoi 6e3neku Ta/abo KibepOe3nexu.

MeToan, METOAMKH TAa TEXHOJIOrii. MeToau, Moei,
METOJIMKH Ta TEXHOJIOT1i CTBOPEHHS, 00pOOKH, nepeadi,
pUMaHHS, 3HUIIICHHS, BIIOOPaXKCHHS, 3aXUCTY
(xibep3axucty) iHPOpMaIIHHUX pecypciB y KibepnpocTopi, a
TaK0X METOAM Ta MOJIEJl PO3POOKHU Ta BUKOPUCTAHHS
MPUKJIAJHOTO 1 CHeliali30BaHOr0 MPOrpaMHOro 3abe3neueHHs
U1 BUpilIeHHs mpodeciifHuX 3a1a4 B ramy3i iHhopMariitHoi
Oe3mneku Ta/abo KibepOe3neKH.

TexHoMOT11, METOIU Ta MOJEII TOCTIHPKSHHS, aHATI3Y,
yIIpaBIiHHA Ta 3a0e3meueHHs Oi3Hec/onepaliitHiux Npouecis i3
3aCTOCYBAaHHSIM CYKYITHOCTI HOPMAaTHBHO-TIPABOBHUX Ta
OpraHizarifHO-TEXHIYHIUX METO/IIB 1 3aC001B 3aXUCTY
1H(hOpMaLIHUX pecypciB y KIOepmpocTopi.

IncTpymenTH Ta 00J1agHaHHA. 3ac00U, IPUCTPOI, MEPEIKHE
yCTaTKyBaHHs Ta CEpPEIOBHUILE, MPUKIIAJHE Ta CIIeliali30BaHe




mporpaMHe 3a0e3MedeHHs, aBTOMaTHU30BaH1 CUCTEMH Ta
KOMIUIEKCH TTPOEKTYBaHHS, MOJICITIOBAHHS, €KCILTyaTaIlil,
KOHTPOJII0, MOHITOPUHTY, 00pOOKH, BiTOOpaKEHHS Ta 3aXUCTY
naHux (iHGopMaIliHfHUX MTOTOKIB), a TAKOX METOAM 1 MOIei
TeOopli pU3UKIB Ta YIpaBIiHHS iHPOPMALIHHUMHU pecypcamMu Npu
JIOCJTIDKEHHI 1 CYTIPOBOKeHH1 00’ €KTiB iH()OopMaIiifHOT
TUSTBHOCTI y Tamy3i iHpopMalliitHo1 6e3meku Ta/abo
K10epOe3neKu.

OcobauBoCTI MporpamMu

OIIII cnpsimoBaHa Ha OTPUMAHHS MTOTJIMOJIEHUX 3HAHB 13
3abe3rneueHHs 0e3neky IHPOpMAIITHUX 1 KOMYHIKAIIHHUX
CHUCTEM LUBUIBHOI Ta KPUTUYHOI 1HPACTPYKTYpHU, 30KpemMa
MPOCKTYBAHHS, PO3POOKH, BIPOBAKEHHS CUCTEMHU
3abe3mneueHHs iHpopMarliitHoi Ta / abo kibepOe3neku, ayauTy
KibepOe3neku, 3 ypaxyBaHHSM MOTPeO perioHy Ta CyCIiIbCTBa B
L1JIOMY.

4 — HpH}IaTHiCTb Bl/ll'lyCKHl/IKiB A0 MpaleBJAIITYBAHHA TA NOJAJBIIIOI0 HABYAHHSA

HpuaarHicTs 10
npaneBJalITYBaHHS

[Ipodeciitna misbHICTH 3a TaKUMH HazBamMu poOiT: 2149.2
[Ipodecionan 13 opranizaiii 3axucty iHpopMauii 3 0OMeKEeHUM
nocrynom; 2149.2 Tlpodecionan i3 opranizaiuii iHpopMaiiiHO1
6e3neku; 2149.2 daxisens (cdepa 3axucry iHpopmaii); 2139.2
Anamituk 3 Oe3neku  iH(pOpMaLIHHO-TEIEKOMYHIKAIMHUX
cuctem; 2139.2 AnMmiHICTpaTOp MEPEX 1 CUCTEM.

2310.2 AcuctenT; Bukiagay BUIIOTO HABYAJILHOTO 3aKJIany.
[IpaBa BUITYCKHUKIB Ha MpaleBIalITyBaHHI HE 0OMEKYIOThCS.

IHogannie HaBYaAHHSA

MaroTb npaBo Ha MPOJOBKEHHS OCBITH 3a TPETIM (OCBITHBO-
HAyKOBHMM) PIBHEM BHIIIOT OCBITH ISl OTPUMAaHHS CTYTICHS
nokTopa ¢inocodii. HabyTTs momaTkoBux KBamidikallii B
CUCTEMI HICISAUIUIOMHOI OCBITH.

5 — BukJjaJaHHA Ta OLIHIOBAHHSA

BI/IK.]Ia[[aHHSI Ta HABYAaHHA

Jlexii, mpakTU4HI 3aHATTS, BAKOHAHHS KypCOBO1 poOOTH,
n1abopaTopHi poOOTH, CaMOCTiiHa poOOTa HA OCHOBI HABYAJIBHUX
MOCIOHUKIB, KOHCIICKTIB JIEKI[1H, CJIEKTPOHHHUX JIXKEPEII,
KOHCYJbTAIIli 13 BUKJIalayaMu, CEMiHApH, €JIEMEHTU
JTUCTAHIIMHOTO (OHJIAlH, €JICKTPOHHOTO) HAaBYaHHS,
MIPOXOJKEHHS IPAKTUKY HA MPOQIILHUX MIAMPUEMCTBAX YU
CTPYKTYPHHUX BiJIlJIaX, B HAYKOBO-JOCITHUX YCTaHOBAX,
IiArOTOBKa KBamiQikariiHoi poOoTH.

OuiHOBaHHSA

CemMecTpoBHIl KOHTPOJb: €K3aMEHH, 3aJlIKH, 3aXHCTH KYpCOBUX
poOIT 1 IPOEKTIB, 3aXUCT 3BITY 3 MIPAKTUKH.

[ToTouHuit KOHTPOIB: 3aXKUCT JA0OPATOPHHUX 1 MPAKTUYHHUX POOIT,
TECTYBaHHsI, MPE3EHTallii, 3BITH, MOJIYJbHI KOHTPOJbHI POOOTH,
aHaJIi3 TEKCTIB 200 JaHUX TOIIO.

6 — IlporpaMHi KOMIIETEHTHOCTI

InTerpanbua
KOMIIETEHTHICTH

31aTHICTh 0COOM PO3B’A3yBaTH 3aj1aul JOCIITHUIILKOTO Ta/abo
1HHOBAIITHOTO XapakTepy y chepi iHpopmariiiiHoi Oe3nexu
Ta/abo KibepOe3neKH.

3arajbHi KOMIETEeHTHOCTI
(K3)

K31. 3aatHicTh 3aCTOCOBYBATH 3HAHHS y MPAKTUYHUX
CUTYallisIX.




K32. 3aaTtHicTh MPOBOAUTH AOCITIIKEHHS HA BiIITOBITHOMY

piBHI.

K33. 3natHicTh 10 aOCTPaKTHOTO MUCIICHHS, aHAJTI3Y Ta

CUHTE3Y.

K34. 3natHicTh o1iHIOBaTH Ta 3a0€3Me4yBaTH SIKICTh
BUKOHYBaHUX POOIT.

K35. 3pmarHicTh CHIIKYBaTHCS 3 MPEACTaBHUKAMH  1HIITHX
npodeciiHuX Tpyn pi3HOro piBHA (3 €KCIepTaMH 3 1HIIHX
rajxyseil 3HaHb / BUAIB €KOHOMIYHOI JISJTBHOCTI).

K36. 31aTHICTh CIUIKYBaTUCS 1HO3EMHOIO MOBOIO Y TIpodeciiiHii
cdepi K YCHO, TaK 1 MICHMOBO.

PaxoBi KOMIIETEHTHOCTI
(K®)

K®1. 3naTHIiCTh OOIPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBATH,
pO3pOoOJIATH Ta YAOCKOHAIIOBATH CydacH1 iHpopMaIriitHi
TEXHOJIOT'11, (I3MYHI Ta MaTEMaTUYHI MOJIEN, a TAKOK TEXHOJIOT1]
CTBOPEHHS Ta BUKOPUCTAHHS MPUKJIIATHOTO 1 CIIEL1a1130BaHOTO
MPOrpaMHOro 3a0e3neueHHs Uil BUpIIEHHS NpodeciiHuX 3a1a4
y cepi indopmariiitHoi Oe3neku Ta/abo kibGepOe3nexu.

K®2. 3naTHicTh po3p0o0asTH, BOPOBAI)KYBATH Ta aHAII3yBaTH
HOPMAaTHUBHI IOKYMEHTH, MMOJIOKEHHS, IHCTPYKLIi i BUMOTH
TEXHIYHOTO Ta OPTaHi3aIlifHOrO CTIPSIMYyBaHHs, a TAKOXK
IHTErpyBaTH, aHAII3yBaTH 1 BAKOPHCTOBYBATH KpaIlli CBITOBI
MIPaKTUKH, CTAHAAPTH Y IpodeciifHiil TiaabpHOCTI B cepi
1H(popMaiiitHOi 6e3neku Ta/abo KibepOe3nexu.

K®3. 3naTHicTh HOCHIIKYBATH, PO3POOISATH 1 CYIIPOBOKYBATH
MeTo/iU Ta 3acobu 1HpopmarliitHoi Oe3neku Ta/abo KibepOe3neku
Ha 00’ ekTax 1HPOPMAIIHHOT AISITBHOCTI Ta KPUTUIHOT
iH}pacTpyKTypH.

K®4. 3naTHicTh aHanmizyBaTu, po3po0IIsTH 1 CyPOBOIKYBATH
CUCTEMY yNpaBJliHHA 1HQOpMaLiiiHOIO Oe31eK0r0 Ta/abo
Ki0epOe3neKkoro opraHizaiii, popMyBaTH CTpaTerito 1 MOMITUKU
iH(pOopMaIIiifHOT Oe31eKH 3 ypaxyBaHHSM BITUM3HIHUX 1
MIKHApPOJHUX CTAHJApTIB Ta BUMOT.

K®5. 3natHicTh A0 1OCTIKEHHS, CACTEMHOTO aHaJi3y Ta
3a0e3neueHHs Oe3rmepepBHOCTI Oi3HEC/onepaliiftHIX MPOIECIB 3
METO0 BU3HAYEHHS BPA3IMBOCTEH iH(QOpMAIITHUX cCUCTEM Ta
pecypciB, aHATI3y PU3UKIB Ta BU3HAYEHHS OIIHKH iX BIUIUBY y
BIJIMTOBITHOCTI JIO BCTAHOBJICHOT CTPATETIi 1 MOJITUKH
iH(popMaliiftHoi Oe3neku Ta/abo KibepOe3neKku opraxizarii.

K®6. 3natHicTs aHanizyBaTH, KOHTPOIIOBATH Ta 3a0€3MeuyBaTH
CUCTEMY YMPaBIIHHA JOCTYIIOM JI0 iHPOpMaIIHHUX pecypciB
3TiHO BCTAHOBJIEHOI CTpATerii 1 MOMITHKH iH(pOpMaLiiHOT
6e3nexu Ta/abo kidepOe3neku oprasizarii.

K®7. 3naTHICTh HOCHIIKYBATH, pO3POOIISITH Ta BIPOBAIKYBAaTH
METOJIY 1 3aX0/Id IPOTU/IIT KiOepiHIIUACHTaM, 3/1IIICHIOBATH
MIPOLIEAYPHU YIIPABIIHHS, KOHTPOIIO Ta PO3CIIiyBaHHS, a TAKOX
Ha/laBaTH PEKOMEH/AIlii 1010 TONIEPEHKCHHS Ta aHai3y
KiOEpIHIIUICHTIB B ILIIJIOMY.

K®8. 3naTHicTh J0CTiKYBaTH, PO3POOIISITH, BIPOBAIKYBATH Ta




CYIIPOBO/IKYBATH METOIH 1 3ac00M KpunTorpadiyHoro Ta
TEXHIYHOTO 3aXHCTy iHpopMamii Ha 00’ ekTax iHpopMamiiHOT
TISITBHOCTI Ta KpUTUYHOT 1HQPACTPYKTYpH, B iHGOpMAITIHHUX
CHUCTEMaXx, a TaKOX 3JIaTHICTh OIIHIOBAaTH €(PEKTHBHICTD iX
BUKOPHUCTAHHS, 3T1/IHO BCTAHOBJIEHOI CTpATErii 1 HOJITUKU
iHdopmartiifHoi 6e3neku Ta/abo kibepOes3neku opraxizaitii.
K®9. 3natHicTh aHaIi3yBaTH, pO3POOIIATH 1 CYIIPOBOKYBATH
CUCTEMY ayJUTy Ta MOHITOPUHTY €(DeKTUBHOCTI
(yHKIIOHYBaHHS 1HPOPMALIHHUX CUCTEM 1 TEXHOJIOTIH,
O13Hec/omepaliifHIX MPOIECIB B Tally31 iHPOpMaIliitHOT 6e3MeKn
Ta/ab0 KibepOe3neKu opraHizallii B JIOMY.

K®10. 3natHicTh NpoBaAUTH HAYKOBO-TIEIATOT14YHY JISTIbHICTD,
IUTAHYBaTH HaBYaHHS, KOHTPOJIIOBATH 1 CYIIPOBOKYBATH POOOTY
3 IEPCOHAJIOM, a TAaKOX MpUMaTH e(eKTUBHI PIICHHS 3 TUTaHb
1H(popMaiiitHOi 6e3neku Ta/abo KibepOe3nexu.

K®11. 3naTHicTh MPOEKTYBATH CUCTEMU 3a0€3MEeUEHHS
KiOepOe3neky B iHPpOpMaIIHHUX 1 KOMYHIKAI[IHHUX CUCTEMAX 3
ypaxyBaHHSM IOTpeO PETioHy Ta TII00AIBHUX CBITOBUX
TEHIECHIIH.

K®12. 3naTHICTh KOOPAMHYBATH JISUTbHICTH 13 3a0€3MeUCHHS
Oe3rexu iHGOopMaIifHO-KOMYHIKAIIMHIX CHCTEM.

7/ — IlporpamMHi pe3yJibTATH HABYaHHS

PHI. BinpHO CHiIKYBaTUCH JI€P’KaBHOIO Ta IHO3EMHOIO MOBaMH, YCHO 1 MUCbMOBO ISl
MpEeACTaBJICHHS 1 00TOBOPEHHS PE3Y/IbTaTIB IOCTIIKEHB Ta IHHOBAIIIH, 3a0e3MeueHHS
Oi3Hec\omepaliitHuX MPOIECiB Ta MATaHb MPOQECiiHOT AISUTFHOCTI B Taily3i iHpopMamiiHOi
0e3neku Ta/abo kidbepOe3neKu.

PH2. InterpyBaTu pyHAaMeHTaNIbHI Ta CIIeLialbHI 3HaHHS JJIs pO3B’3yBaHHS CKJIAHUX 3aja4
1H(popMaliitHOi 6e3neku Ta/abo KibepOe3neku y MUPOKUX ad0 MyJIbTUIUCIUILUTIHAPHUX
KOHTEKCTax.

PH3. IlpoBaguTy nociiaHUILIBKY Ta/ab0 IHHOBAILIWHY AisUIbHICTH B cepi iHdopmartiitHoi
6e3neku Ta/abo kibepOe3neku, a TaKoX B chepi TEXHIYHOTO Ta KPUMTOTPadiuHOTO 3aXUCTY
iH(popmatii y kibepnpocTopi.

PH4. 3acTocoByBatu, iHTErpyBaTH, po3po0JIATH, BIPOBAKYBATH Ta YAOCKOHAIIOBATH Cy4acHI
iH(hopMaIIiitHi TeXHOIIOT11, Pi3uYHI Ta MaTeMaTU4YHI METO U 1 MoJieni B cdepi iHpopMaIiiHol
0e3neku Ta/abo kidbepOe3neKu.

PHS. Kputuuno ocmuciaroBatu npobsiemu iHdopmaliiiHoi 6e3neku 1a/abo kibepOe3neku, y ToMmy
YHCITl HA MIXKTaTy3eBOMY Ta MIKJIUCIHUILTIHAPHOMY PiBHi, 30KpeMa Ha OCHOB1 pO3yMiHHSI HOBUX
pe3yNbTaTiB IHKEHEPHUX 1 (PI3UKO-MAaTEeMAaTHUYHUX HAYK, & TAKOX PO3BUTKY TEXHOJIOT1H
CTBOPCHHSI Ta BUKOPUCTAHHSI CIIEIiaTli30BAHOTO MPOTPAMHOTO 3a0€3TeueHHS.

PH6. AnanizyBaTu Ta OILIHIOBAaTH 3aXHUIIEHICTh CUCTEM, KOMIUIEKCIB Ta 3aC001B KiOep3axucTy,
TEXHOJIOT1i CTBOPEHHSI Ta BUKOPUCTAHHS CIIEI1aTi30BaHOTO MPOTPAMHOTO 3a0€3MeUeHHS.

PH7. O0GrpyHTOBYBaTH BUKOPUCTAHHS, BIPOBA)KYBAaTH Ta aHAJI3yBaTH Kpallli CBITOBI
CTaHJAPTH, MPAKTUKU 3 METOIO PO3B’sSI3aHHS CKJIQJHUX 3a/1a4 nMpodeciifHo1 MisITbHOCTI B ramy3i
iH(popMaIliitHoi 6e3nexu Ta/abo KidepOe3neKu.

PHS. locnimxyBatu, po3po0isTH 1 CypOBOHKYBATH CUCTEMH Ta 3aco0u 1HPOpMAIiifHOT
0e3neku Ta/abo kibepoesneku Ha 00’ ekTax iHPOPMALIHHOT AISUTBHOCTI Ta KPUTUYHOT
1H(PaCTPYKTYpH.

PHO. AnanizyBatu, po3po0JsiTH i CyIpOBOKYBAaTH CUCTEMY YIPaBIiHHA 1H()OPMAIiTHOIO




Oe3mekoro Ta/abo KibepOe3nexoro opraHizaiii Ha 0a3i cTpaTerii 1 HOMITHKY 1HPOpPMAaLiiHHOT
Oe3neKH.

PH10. 3a6e3neuyBaTu 6e3mepepBHICTh Oi3HEC/ONepaIiiHuX MPOIIECiB, a TAKOXK BUSBISITH
ypa3auBOCTI 1H(POPMALITHUX CHCTEM Ta peCcypcCiB, aHaJII3yBaTH Ta OIIHIOBATH PU3UKH JIJIs
1H(popMaiiiftHOi 6e3neku Ta/abo KibepOe3neKku oprasizari.

PH11. AnanizyBatu, KOHTpOIIOBATH Ta 3a0e3meuyBaT epeKkTuBHE (PYHKITIOHYBAHHS CUCTEMHU
YIOpPaBIIHHS JOCTYIIOM JI0 1HGOPMAIIHHUX PECYPCIB BIAMOBIIHO A0 BCTAHOBJICHUX CTpaTerii 1
HOJIITUKM 1HQOpMaLiiiHO1 Oe3neku Ta/abo kibepOe3neku opraHizaiii.

PH12. HocaipxyBatu, po3poOisTH Ta BIPOBAIKyBaTh METOIU 1 3aX011 POTUAILT
KiOepiHIMACHTaM, 31HCHIOBATH MPOIICAYPH YIIPABIIHHS, KOHTPOJIIO Ta PO3CIIiIyBaHHs, a TAKOX
HaJaBaTH PEKOMEH/IAIII1 1010 TIOTIEPE/KEHHS Ta aHaJli3y KIOEPIHIIUEHTIB B IIJIOMY.

PH13. docaigxyBatu, po3poOisiTH, BOPOBA)KYBATH Ta BUKOPUCTOBYBAaTH METOM Ta 3aco0u
KPUINITOTpadigHOr0 Ta TEXHIYHOTO 3aXUCTy iHpOopMaIlii 6i13Hec/onepaiitHuX MpoIieciB, a TAKOXK
aHaATI3yBaTH 1 HaJlaBaTH OIIHKY €()eKTUBHOCTI iX BUKOPUCTAHHS B IHPOpMAILIIHUX CHCTEMax, Ha
00’exTax 1HPOpPMaIIHHOI AISUIBHOCTI Ta KPUTUYHOT IHPPACTPYKTYpPH.

PH14. AnanizyBatu, po3poOisTH 1 CyIpOBO)KYBATH CUCTEMY aYAUTY T4 MOHITOPUHTY
eheKTUBHOCTI (YHKIIOHYBaHHS 1H)OPMAIIIMHUX CUCTEM 1 TEXHOJIOT1H, Oi3Hec\orepaliiHux
nporieciB y cdepi iHpopmarriiinoi Ta\ado kibepOe3neKu B IIJIOMY.

PH15. 3po3ymii0 1 HEABO3HAYHO JOHOCUTH BJIACHI BUCHOBKH 3 Ipo0OJieM 1H(pOopMaIiiiHoi
Oe3neku Ta/abo kibepOe3rneku, a TAKOK 3HAHHSI Ta MOSICHEHHS, 110 X OOTPYHTOBYIOTH 10
MepCOHAITY, TapTHEPIB Ta 1HIIUX OCiO.

PH16. [TpuitmaTt 0OrpyHTOBaHI pillIEHHS 3 OpraHi3aliifHO-TEXHIYHUX MUTaHb 1H(QOpMaIiitHO1
0e3neku Ta/abo kibepOe3nekn y CKIaIHUX 1 Henepeg0auyBaHuX YMOBaX, Y TOMY UUCII 13
3aCTOCYBAHHSIM Cy4aCHUX METO/IIB Ta 3aC001B ONTHUMI3allii, TPOTrHO3YBaHHS Ta MPUHHATTS
pIIICHB.

PH17. MaTtu HaBUYKH aBTOHOMHOTO 1 CAaMOCTIHHOTO HaB4YaHH: y cepi iHpopmaIiiHoi Oe3neKn
Ta/abo kibepOe3neku i JOTUYHUX raixy3ei 3HaHb, aHaJlI3yBaTH BIACHI OCBITHI MOTpeOu Ta
00’€KTUBHO OLIIHIOBATH PE3yJIbTaTH HABYAHHSI.

PH18. [InanyBaTu HaBYaHHS, a TAKOXK CYIPOBOJXKYBATU Ta KOHTPOJIFOBATH POOOTY 3
MIePCOHAJIOM Y HampsaMmy iHdopMalliiiHoi 6e3nexu Ta/abo kibepOes3neKu.

PH19. O6uparu, ananizyBaTu 1 po3poOisTH MpUIATHI TUIIOB1 aHATITUYHI, PO3PAXyHKOBI Ta
eKCIIePUMEHTANIbHI METOIHM KiOep3axXuCTy, po3po0IIATH, Peali30BYBaTH Ta CYNPOBOIKYBATH
MIPOEKTH 3 3aXUCTY 1HPopMaIlil y KiIOepIpocTopi, IHHOBAIIHHOI JISJIBHOCTI Ta 3aXUCTY
IHTEJIEKTYaTbHOI BIIACHOCTI.

PH20. CtaBuTH Ta BHUpilTyBaTH CKJIAJIHI IHKEHEPHO-TIPUKIIA/IHI Ta HAYKOBI 3aja4i
1H(popmaiiftHOi 6e3neku Ta/abo KibepOe3nekH 3 ypaxyBaHHSIM BUMOT BITUM3HSHUX Ta CBITOBHX
CTaHJAPTIB Ta KPAITUX MPAKTHK.

PH21. BukopuctoByBaTH METOIU HATYPHOTO, (DI3UYHOTO 1 KOMIT IOTEPHOTO MOJICIIIOBAHHS IS
JOCITIJKEHHSI TIPOIIECB, sIKI CTOCYIOThCS iHpopMaIliitHoi 6e3neku Ta/abo kibepoe3neku.

PH22. [InanyBatu Ta BUKOHYBaTH €KCIIEPUMEHTAIbHI 1 TEOPETUYHI TOCHIIKEHHS, BUCYBATH 1
MIEPEBIPSITH TIMOTE3HU, OOUPATH IS IbOTO MPHUIATHI METOIU Ta THCTPYMEHTH, 3A1HCHIOBATH
CTAaTUCTHYHY OOpOOKY JIaHUX, OI[IHIOBATH JIOCTOBIPHICTh PE3YJIBTATIB JIOCIIIKEHb,
apryMEHTYBAaTH BUCHOBKH.

PH23. O6rpynToByBaTH BUOIp MpOrpaMHOT0 3a0€3MeYeHHs, yCTaTKyBaHHs Ta IHCTPYMEHTIB,
IH)KEHEPHHUX TEXHOJIOTIH 1 MPOLECiB, a TAKOXK 0OMEXEeHb 100 HUX B raiy3i iHpopmaiifHoi
Oe3neku Ta/abo KibepOe3nekn Ha OCHOBI CydyaCHUX 3HAHb Y CYMDKHHUX Tally3siX, HAyKOBO,
TEXHIYHO1 Ta JI0BIKOBOI1 JIITEpaTypH Ta 1HILOT JOCTYMHOI iH(opmarlii.

PH24. TIpoektyBaTH, po3po0iIsiTH, TECTYBaTH CUCTEMH 3a0e3neyeHHs KibepOe3neku B
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iH(QOpMAaIITHIX 1 KOMYHIKAIlIMHUX CHCTEMaX BiJIITOBITHO JI0 3aBJaHb Ta 3arpo3, 0 BUHUKAIOTh
Ha Cy9aCHOMY €TaIli PO3BUTKY iH(OpMAIitHIX TEXHOJIOTIH.

PH25. 3naTHIiCTh KOHTPOIIOBATH MPOIIEC BCTAHOBJICHHS, BIIPOBAPKCHHS Ta HATAIITYBaHHS
KOMIIOHEHTIB CHCTEMH IIIO/I0 3aXUCTY 1H(hOopMaIrii.

PH26. 3narHicTs HaJjaBaTH PEKOMEH/1allil OO JIaHIB aBapiifHOTO BITHOBJICHHS,
Herepea0auyeHX BUIAIKIB Ta 3a0e3meueHHsT Oe3MepepBHOCTI OIepalii.

8 — PecypcHe 3a0e3neueHHsl peaJiizailii nporpamMmu

Kanpose 3a6e3neuyeHHsn Kanpoge 3a6e3neuenns OIIII ¢popmyeTbes, B OCHOBHOMY 3a
paxyHoK kadeapu 3axucty iHpopmairii. Jlo BUKIaaHHSA
JUCITUTIIIH 3JTy9al0ThCs TAaKOXK 1HII Kadeapu yHIBEpCUTETY,
30KpeMa Kadenpa MEHEIKMEHTY Ta 0e3MeKH 1HPOopMaLiiHUX
cucteM. Buknaganpkuit ckiaj, sikuii 3a0e3neuye peanizaliio
OI1I1, BigmoBigae BUMoraM, BU3HaueHuM JIileH31HHUMHA
YMOBAaMH NPOBAYKEHHS OCBITHBO1 AISUIBHOCTI.

MarepiajibHO-TeXHIYHE MarepiaabHO-TEXHIUHE 3a0€3MIEUCHHSI BIMIOBIIa€ BUMOTaM
3a0e3ne4eHHs JlineH31iHUX YMOB MIPOBAKEHHS OCBITHBOI JIISITBHOCTI, B TOMY
YHUCIT BKIIIOYA€E B cebe criermiani3oBaHi Jadopatopii (3axucTty
MPOrpaMHOro 3a0e3MeueHHs, TEXHIYHOTO 3aXHUCTy iH(popmallii,
3aXUCTy KOMIT FOTEPHUX MEPEXK), HallpaBJIeH] Ha 3100y TTs
crerianbHuX ((paxoBUX) KOMIETEHTHOCTEH, OBOJIOIHHS
MPaKTUYHUM HaBUYKAMU 3a0e3neueHHs KibepOe3neKu, 30KkpemMa
6e3neky IHpopMaIiiHUX 1 KOMYHIKalIHHUX CUCTEM

Indopmaniiine Ta Bxurouae B cebe 010:110TeYH1 pecypcu, CUCTEMY MIATPUMKH
HABYAJIbHO-METOAUYHE OCBITHBOTO Tipotiecy JetlQ, enekTpoHH1 HaBYaJIbHI PECYpPCH, CAUT
3a0e3nmeyeHHs BHTY Ta caiit xadeapu, Ha IKUX pO3MillleHa OCHOBHA

iH(opMaIlis moa0 oCcBITHROI AisutbHOCTI 3a OIIII.

9 — AkageMiuHa MOOIIBbHICTH
Maxkcumansauii 00csT kpenutiB EKTC, mo Moxe OyTH miepe3apaxoBaHuii, CTAHOBUTH 25% Bif
3araJibHOro o0CsTy OCBITHBOI porpamu (22,5 KpeauTn).

HaunionaabHa kpeauTHA 3M1MCHIOETHCS Ha MIACTaBl YKIAJAEHHS YTOJl TIPO

MOOLIbHICTH ciiBpoOiTHUIITBO Mi>k BHTY Ta 3aknagamu BUIOT OCBITH
YkpaiHu.

MikHapoaHa KpeauTHA 3nicCHIOEThCS Ha MijAcTaBl ykaagaeHHs yrog Mk BHTY Ta

MOOUIBHICTH TPYIOI0 3aKJIaiB BUIIOT OCBITH Pi3HUX KpaiH 3a y3TOKEHUMHU Ta

3aTBEP/KCHUMH Y BCTAHOBJICHOMY MOPSAKY 1HIUBITyaTbHUMHU
HaBYAIBHUMH IIaHAMU 3]100yBaviB Ta MporpaMaMy HaBYaIbHHX
JTUCITUILTIH, @ TAKOXK B paMKax MDKYPSJOBHX yroJ IPo
CHiBPOOITHUIITBO B Tally31 OCBITH, MI>KHAPOJIHUX MPOEKTIB, B
skux BHTY npuiimae yuacTs, rpadTiB Ta iH.

HaBuanHs iHO3eMHHX 3a OCBITHBOIO TPOTPaAMOIO MepeadayeHO HaBYAHHS 1HO3EMHHUX
3100yBa4iB BUIIIOI OCBITH 3100yBaviB BHIIO1 OCBITH.




MOCJITOBHICTH

2.1 Ilepenik KOMIOHEHTIB OCBITHBO-TIPO(ECIfHOT porpaMu

2 Ilepesik KOMIIOHEHTIB OCBITHbO-NIPO(eCciiiHOI MPOorpamMM Ta ix JIOriYHA

Kon KommoneHnTH ocBiTHROI TporpaMu (HaBYaNbHi AUCIMILTIHY, Kinbkicts ®dopma
KypCOBi IPOEKTH (pOoOOTH), MPaKTHKH, KBai(ikaliiiHa podoTa) KpPEIUTIB | MiJCYMKOBOTO
KOHTPOJIO
OBOB’S3KOBI KOMITIOHEHTH (OK)
3araybHi
OK1l.1 JlinoBa iHO3eMHA MOBa 3,0 3aJTiK
OK1.2 [HHOBAIIIHI TA ICUXOJIOTIYHI ACTIEKTH CY4acHOI OCBITH 3,0 3aIIK
[Tpodeciiini
CydJacHi cucteMu, TEXHOJIOTIi Ta 3aco0u iHhopmaIiiHol icruT
OK1.3 . 3,0
Oe3nekn Ta Kibepoesneku
OK1.4 MeTOI[onorig Ta OpraHizailisi HAyKOBUX JIOCIII)KCHb B 3.0 1ICIIAT
kibepOe3nerni
OK1.5 Kibepbesneka 10,0 icuT
OK1.6 Kibepbe3neka 00'ekTiB KpUTHUHOI iIHPPACTPYKTYPH 4,0 icruT
OK1.7 [IpoektyBaHHs cuctem KibepOesneku (B T.4. KypcoBa 6.0 icnut
poboTa)
OK1.8 MOHITOPHHT Ta ayIuT KidbepOe3meku 5,0 icuT
OK1.9 [TepegmumioMHa nmpakTuka 15,0 3aIIK
OKI1.10 | Maricrepchka kBati¢ikaniiiHa podora 15,0 3aXUCT
3arajbHuii 06CAT 000B’I3KOBMX KOMIIOHEHTIB 67
BUBIPKOBI KOMIIOHEHTH (BK)
BK2.1 OcgitHit komnoneHT 1 3 B3/IBB 3,0 3aITiK
BK2.2 OcsiTHii koMioHeHT 2 3 BIT/IBB 5,0 3aIIK
BK2.3 OcgitHiit komnoneHT 3 3 BI1J/[BB 5,0 3aITiK
BK2.4 OcsiTHii koMioHeHT 4 3 BIT1/IBB 5,0 3aIK
BK2.5 OcsiTHi# kommoHneHT 1 3 BIT/IBB 5,0 3aIK
3arajabHuii 00csir BUOIpKOBHX KOMIIOHEHTIB 23
3ATAJIbHUM OBCSIT 3A INIAHOM 90

11
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2.2. CTpyKTYypHO-JIOT14HA CXeMa OCBITHBO-TIPO(DECIHOI TporpamMu

Ve

\.

OK 1.1. JlimoBa iHO3eMHa MOBa

~N

Ve

.

OK 1.2. IgHOBaIIi}iHI Ta ICUXOJIOTIYHI aCHEKTH
Cy4acHOI OCBITH

Ve

\.

OK 1.3 CyuacHi cuctemMu, TEXHOJIOTII Ta 3acoou
iH(popMariitHOT 6e3mexn Ta KibepOesneku

Ve

.

OK 1.4. Merozonoris Ta oprafi3aiisi HAyKOBUX
JOCTIIKeHb y KibepOesmerri

Ve

.

OK 1.5 Kibep6e3smeka

Ve

G

OK 1.6 KibepOe3meka 00'€KTiB KpUTHIHOT
1HpacTpyKTYpH

Ve

.

OK 1.7 IIpoexTyBaHHS cucTeM KiGepOe3neKku

f OK 1.7 TlpoextyBanHs cucTeM

Ve

OK 1.8 MoHniTopuHT Ta aynuT KibepOesneku

'L ki0ep6e3nexu (KP)

a[

OK 1.9 IlepepmumoMHa IpakTHKA

\4

ﬂ[

OK 1.10 Maricrepcbka
KBamidikariiina podora
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3 ®opmu aTecrauii 3100yBa4iB BUILIOI OCBIiTH

®opmu arecraiii 3100yBaviB BUILOI OCBITH

ATtecTaltis 3A1HCHIOETBCS Y hopMi ITyOJIIYHOTO 3aXUCTy KBami(iKaIiiHOI poOOTH.

Bumoru no kBaJgigikaniiinoi podoru

Kpamidikamiitna poGoTta Mae po3B’sa3yBaTh CKJIaAHY 3adady 1HGOpMaIiiHOI
Oesmeku Ta/abo KiOepOesneku 1 mependavaTd TPOBEACHHS JOCHIKeHb Ta/abo
3I1HCHEHHS 1HHOBAIIIA.

KBamnidikarriitna po0oTa He TOBHHHA MICTUTH aKaJIeMIuHOTO IJiariary, padpukarii,
danbcudikari.

KBamidikarmiitna pob6ora Mae OyTtu po3mimieHa Ha odimiiiHomy caiti BHTY
(pemosutapii) y cuctemi JetlQ. Onprmmonaenns kBamidikaiiHux poOiT 3 0OMeKeHUM
JOCTYIIOM 3ICHIOETBCS BIATIOBITHO IO BUMOT 3aKOHOIaBCTBA.

4 BUMOIr" 10 HAABHOCTI CHCTEeMH BHYTPIlIHbOI0 3a0e3Me4eHHs SIKOCTi
BHIIOI OCBITH

Y BHTY ¢yskiionye cucrema 3a0e3lEeUeHHS SKOCTI OCBITHBOI MISUIBHOCTI Ta
SAKOCT1 BHUIIOI OCBITH (CHCT€Ma BHYTPIIIHHOTO 3a0€3MEUEHHs SIKOCTI), sika mepeadayae
3IMCHEHHS TaKUX MPOIEAYP 1 3aXO0/IIB:

1) BU3HAYEHHS NPUHLIMITIB Ta NpOoUEAYyp 3a0€3MeUeHHs IKOCTI BULIO1 OCBITH;

2) 311iICHEHHSI MOHITOPUHTY Ta MEPI0UYHOTO MEPETIISIY OCBITHIX MPOTrpaM;

3) mopiyHe OIliHIOBAaHHS 3/100yBayiB BHUIIOi OCBITH, HAYKOBO-TIEJAroriyHUX 1
nenaroriyanx npauiBHukiB BHTY Tta perynspHe onpuitOIHEHHsS pe3yJbTaTIB TaKUX
OLIIHIOBaHb Ha o(iuiitHoMy BeO-caiiTi BHTY abo B Oyab-skuii 1HIIKK croCi0;

4) 3a0e3nedyeHHs MiABUILECHHS KBaji(ikamii NeaaroriyHux, HAyKOBUX 1 HayKOBO-
NeJIaroriYHUX MPalliBHUKIB;

5) 3abe3neyeHHs HAABHOCTI HEOOXIAHMX PECypCiB JJiS Oprasizailii OCBITHHOTO
porecy, y TOMY YHCII CaMOCTIHHOI poOOTH 3100yBadiB BHIINOiI OCBITH, 3a KOXKHOIO
OCBITHBOIO TTPOTPAMOI0;

6) 3a0e3nedeHHs HAsIBHOCTI 1H(OpMAIIHHUX CUCTEM JIJisi €(DEKTUBHOTO yIPaBIIIHHS
OCBITHIM TPOIIECOM;

7) 3abe3nedeHHs MyOIiYHOCTI iH(OpMaIlli MPO OCBITHI MPOrpaMu, CTYMEeH1 BUIIOT
OCBITH Ta KBaJi(Pikarii;

8) 3abe3neueHHs1 e(h)eKTUBHOI CHCTEMH 3aro0iraHHs Ta BHUSBJICHHS aKaJeMiuHOTO
rariaty y HaykoBux mnpailsax npauiBaukiB BHTY 13100yBauiB BUIIOi OCBITH;

9) 1HIIUX Mpoueayp 1 3aX0/IIB.

Cucrema 3a0e3leueHHsT SIKOCTI OCBITHBOI IISUIBHOCTI Ta SKOCTI BHIIOI OCBITH
(cucteMa BHYTpIIIHBOTO 3a0e3neueHHs sikocTi) 3a mnogaHHsM BHTY  oriHoeThes
HamioHanpHUM areHTCTBOM 13 3a0€3IeUeHHS SIKOCTI BHIIO1 OCBITH 200 aKpeIUTOBAHUMU
HUM HE3aJIC)KHUMH YCTaHOBAMHM OIIIHIOBAHHS Ta 3a0€3MEUYEHHS SKOCT1 BUIIOI OCBITH Ha
IpeaMeT 11 BIAMOBIIHOCTI BUMOTaM JI0 CUCTEMH 3a0e3MeUeHHs SKOCT1 BHIIOI OCBITH, IO
3aTBEPKYIOThCA HarloHambHUM areHTCTBOM 13 3a0€3MEeUeHHS SIKOCTI BUINOT OCBITH, Ta
MDKHApOJIHUM CTaHJapTaM 1 peKOMEH IaIlisIM 11100 3a0€3MeYeHHs SKOCTI BUIIOT OCBITH.
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5 IlepeJlik HOPMATUBHUX JOKYMEHTIB, Ha IKHX 0a3yeTbes
OCBITHSI mMporpamMa

— 3aKoH YKkpainu «I1Ipo BUIILY OCBITY» - Pexum JIOCTYILY:
http://zakon4.rada.gov.ua/laws/show/1556-18 .

— 3aKoH Ykpainu «IIpo OCBITY» - Pexum JIOCTYIY:
http://zakon5.rada.gov.ua/laws/show/2145-19.

— HamionansHa pamMKa KBauTi(pikarii — Pexum JOCTYILY:

https://zakon.rada.gov.ua/laws/show/1341-2011-%D0%BF#Text.

—IlocranoBa Kabinery MinictpiB VYkpainu Big 30.12.2015p. .Nell187 «IIpo
3aTBepkeHHs JIIIEeH31MHUX YMOB TMPOBAIKEHHS OCBITHBOI MISUIBHOCTI» — Pexum
noctymy: http://zakon4.rada.gov.ua/laws/show/1187-2015-i/page;

— CranaapT BUIIOI OCBITH 31 crenianbHocTi 125 Kibepbesneka 3aTBepIKeHUN HaKa30M
MOH Ykpainu BIJI 18.03.2021 No 332. — Pexum JOCTyMYy:
https://mon.gov.ua/storage/app/media/vyshcha/standarty/2021/03/19/125%20Kiberbezpe
ka_mahistr_18 03 21 332.docx

—Ipodeciitnuit  crapgapt  2139.2  Anamituk 3  Oe3nekd  1HPOpPMAIIHO-
TeJICeKOMYHIKallIMHUX CUCTeM 3aTBepikeHni Hakaszom AnminicTpaiii [lepixcrnens3s’s3ky
25.11.2022 Ne715 — Pexum poctymy: https://register.nga.gov.ua/uploads/0/435-
profesijnij_standart_analitik_z_bezpeki_informacijno_telekomunikacijnih.pdf

— IIpodeciithuit crangapt 2139.2 AaMmiHicTpaTOp MeEpeX 1 CUCTEM 3aTBEPKEHUUN
Hakazom Anminictpauii Jlepxcnenss’sizky 25.11.2022 Ne715 — Pexum pgoctyny:
https://register.nga.gov.ua/uploads/0/434-

profesijnij_standart administrator_merez_i_sistem.pdf

— IIpodeciithuii cranpapt Ha rpymy npodeciii Buknagadi 3aknaaiB BHUIIOI OCBITH
3arBepkeHnid Hakazom MiHicTepcTBa pO3BUTKY €KOHOMIKH, TOPTiBJII Ta CLIBCHKOTO
rociogapctBa  Ykpainm  Big  23.03.2021  Ne610. —  Pexum  goctymy:
https://mon.gov.ua/storage/app/sites/1/pto/standarty/2021/03/25/Standart%20na%20hrup
u%?20profesiy Vykladachi%20zakladiv%20vyshchoyi%20osvity 25.03.pdf

— IMocranoBa KMY Big 30 cepriust 2024 poxy Ne 1021 «IIpo BHeceHHS 3MiH JI0 MEPENTIKY
rajxy3ei 3HaHb 1 CIEIAIBHOCTEH, 3a SKUMH 3/IIMCHIOEThCS T1TOTOBKA 37100yBadiB BUIIO1
Ta (axoBoOi MepeBUIIOT OCBITHY (31 3MiHAMHU).

IosicCHIOBAJILHA 3aNMUCKA

OcBiTHBO-TIpO(ECiiiHA MporpaMa MICTUTh MPOrPaMHI KOMIIETEHTHOCTI, IO
BHU3HAYAIOTh crenu(iKy MiArOTOBKUA MaricTpiB 31 cremianbHocTi F5 KibepOesneka Ta
3axucT 1H(opMmalii, Ta TporpaMHi pe3yjbTaTH HABYaHHS, SKI B1JOOpaxaroTh TE, IO
3100yBay BMILOI OCBITH MOBUHEH 3HATH, PO3YMITH Ta OyTH 31aTHUM BUKOHYBATH MICIA
YCHIITHOTO 3aBEpIIeHHSI OCBITHBOI mporpamu. B tabmuii A.1, (momatox A) HaBenmeHa
MaTpHIlS BiIMOBITHOCTI KOMIIETEHTHOCTEH / pe3yabTaTiB HaBuaHHs Aeckpuntopam HPK,.
B tabmumsx B.1, B.2 (momatox b) HaBeaeHi Marpuil BiAIMOBIIHOCTI BH3HAYCHHX
OCBITHBOIO TIPOTPAMOI0 pE3yJibTaTiB HaBUYaHHSA (KOMIETEHTHOCTEW) Ta OCBITHIX
KOMITOHEHTIB.


http://zakon4.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/1341-2011-%D0%BF#Text
https://mon.gov.ua/storage/app/media/vyshcha/standarty/2021/03/19/125%20Kiberbezpeka_mahistr_18_03_21_332.docx
https://mon.gov.ua/storage/app/media/vyshcha/standarty/2021/03/19/125%20Kiberbezpeka_mahistr_18_03_21_332.docx
https://register.nqa.gov.ua/uploads/0/435-profesijnij_standart_analitik_z_bezpeki_informacijno_telekomunikacijnih.pdf
https://register.nqa.gov.ua/uploads/0/435-profesijnij_standart_analitik_z_bezpeki_informacijno_telekomunikacijnih.pdf
https://register.nqa.gov.ua/uploads/0/434-profesijnij_standart_administrator_merez_i_sistem.pdf
https://register.nqa.gov.ua/uploads/0/434-profesijnij_standart_administrator_merez_i_sistem.pdf
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Homatox A
Taomumg A.1

Matpuus BianoBigHoCcTi Bu3HA4YeHUX CTAHAAPTOM KOMIIETEHTHOCTEH /
pe3yJbTaTiB HaBYaHHA gAeckpunropam HPK

Kuacudikanis
KOMIIeTeHTHOCTel
(pe3yabTaTiB
HaByaHHs) 3a HPK

3HaHHS

3u1 CnenianizoBani
KOHIICTITYaJIbHI
3HaHHS, 10
BKITIOYAIOTh CYJacHi
HAYKOBI 3100YTKH Y
cdepi nmpodeciitnoi
JsUTbHOCTI 200 ramysi
3HaHb 1 € OCHOBOIO JIJIS
OpHTIHAIBEHOTO
MUCJICHHS Ta
MPOBEICHHS
JIOCIIIPKEHD,
KPUTHYHE OCMHCIICHHS
npobJeM y ramysi Ta Ha
MeXi rany3eil 3HaHb

VYminnss/HaBuuku Yml
CrrertiarizoBagi
YMIHHS/HaBUYKH PO3B’I3aHHS
mpobieM, HeoOXiaHi s
TIPOBEACHHS TOCIIIKeHb
Ta/ab0 MPOBaHKEHHS
IHHOBAIIITHOT NisTTBHOCTI 3
METOIO PO3BUTKY HOBHX 3HaHb
Ta MPOUEAYP

YM2 3p1aTHICTD iHTETpyBaTH
3HaHHS Ta pO3B’SI3yBaTU
CKJIa/IHI 33124l y IHPOKUX abo
MYyJTbTHIUCIHAIUTIHAPHAX
KOHTEKCTaX

‘YMm3 3naTHICTh pO3B’A3yBaTH
mpobiemMu y HOBHX a00
HEe3HAHOMUX CepeloBHINax 3a
HAsBHOCTI HETIOBHOT 200
oOMerxeHOi iHpopmarii 3
ypaxyBaHHSM aCIICKTiB
coliaJbHOT Ta eTHYHOT

Komynikania K1
3po3ymine i
HEJBO3HAYHE
JIOHECEHHS BJIACHUX
3HaHb, BUCHOBKIB
Ta apryMeHTarlii 1o
(haxiBmiB i
HedaxiBIIiB,
30KpemMa JI0 0cio,
SIKI HAaBYAIOTHCS

BignosigajabHicTh i
aBTOoHOMinn AB1
YnpasiiHHES podounMu
a00 HaBYAIbHUMH
MpOIecaMu, Ki €
CKJIaHUMH,
Herepen0adyyBaHUMU Ta
nOTPeOYIOTh HOBUX
CTpATETIYHUX MiIXO0/IIB
AB2 BinnosigaiapHiCTh 3a
BHECOK JI0 Mpo(eciiHuX
3HaHb 1 IPaKTUKH Ta/abo
OIIiHIOBAaHHS PE3yIbTATIB
IISTTBHOCTI KOMaHJ Ta
KOJIEKTHBIB

AB3 3parHicTh
MIPOJOBXKYBATH HAaBYAHHS
3 BHCOKHM CTYIICHEM
aBTOHOMIT

Bi/INIOBITAIHOCTI
3arajbHi KOMIIETEHTHOCTI
K31 3ul, YwMml, Ym3 K1 ABI, AB2
K32 3ul, YMml, Ym2, YM3 AB2, AB3
K33 3u1 Ym2, Ym3 AB1
K34 3ul Ywm3 ABI1, AB2
K35 3ul Ym2 K1 ABI
CreuiajbHi ((paxoBi) KOMIIETEHTHOCTI
K®dl1 3ul Ym2 AB2
K®2 3ul, Ym2 AB2
K®3 3ul YMml, Ym2, YM3 K1 ABI1, AB2
Kd4 3ul, YMml, Ym2 K1 ABI, AB2
K®5 3ul, YMml, Ym2 K1 ABI, AB2
Kd6 3ul YMml, Ym2 K1 ABI
K®7 3ul Yml, YMm2 K1 ABI
K®8 3ul YMml, Ym2 K1 ABI
K®9 3ul YMml, Ym2 K1 ABI
K®10 3ul YMml, Ym2, YMm3 K1 ABI, AB2
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Honatok b

Taoauusa b.1. Marpuus 3a0e3nedyeHHsi MPOTPAMHMX Pe3yJbTATIB HABYAHHS

PH 1
PH 2
PH 3
PH 4
PH 5
PH 6
PH 7
PH 8
PH 9
PH 10
PH 11
PH 12
PH 13
PH 14
PH 15
PH 16
PH 17
PH 18
PH 19
PH 20
PH 21
PH 22
PH 23
PH 24
PH 25
PH 26

000B’A3KOBHUMM OCBITHIMM KOMIIOHEHTAMH

OK1 OK2
+
+
+
+ +
+ +
+
+

OK3 OK4
+ +
+

+
+
+
+
+
+
+
+
+
+
+
+
+

OK5 OK6

+

+

+

+

+ +

+ +

+ +

+ +

+ +

+ +

+

+ +

+

+ +
+

+ +

+ +

OK7 OKS8
+
+
+
+
+
+
+ +
+ +
+
+ +
n
+ +
n
+ +
n
n
+ +
+ +
n

OK9 OK10
+ +
+ +
+ +
+ +
+ +
+ +
+ +
+ +
+ +
+
+ +
+ +
+ +
+ +
+
+ +
+ +
+ +
+ +
+ +
+ +
+ +
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Taouuusa b.2. Marpuus BiANOBIIHOCTI KOMIIETEHTHOCTE 000B’I3KOBUM
OCBITHIM KOMIIOHEHTaAM

+
—+
+

IK + + + + + + +
K31 + + + + + +
K32 + + + + +
K33 + + + + + + 2= 2=
K34 + + + + + + +
K35 + + + 2=
K36 +
Kd1 i+ + + + +
K®2 + + + + +
K®3 + + + + + +
K®4 + + + +
K®5 + + + + + +
K®6 + + + + +
K®7 + 0 0 + +
K®8 + + + + +
K®9 + + + +
K®10 + + +
K®11 + + + + + +
K®12 + + + + +




JUCTOK PEECTPAIII 3MIH
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Howmep
3MIHH

BBenenus B niro

o 3miaUIOCS

Komu
BCTYIIalOTh B
IO




