MIHICTEPCTBO OCBITU I HAYKU YKPATHA
BIHHULIbKUM HALIIOHAJIbHUM TEXHIYHUMA YHIBEPCUTET
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OCBITHBO-ITPO®ECIMHA [TPOTPAMA

KiGep6e3neka indopmaniiiHux TeXHoJIOri# Ta CHCTEM

Cybersecurity of Information Technologies and Systems

PiBeHb BUIOT OCBITH
l"ay3p 3HaHB
CreniaJIbHICTE

OcgiTHs kBamidikanis

nepumit (6akanaBpchkumif)
F Iudopmaniiini TexHoIOTIi
F5 Ki6epOesmneka Ta 3axucT iHbopMaii

Gakanasp 3 KibGepOe3neku Ta 3aXUCTy iHpopmaii

Po3rIsHyTO Ta CXBaJCHO

Ha 3aciganHi Buenoi Paqu BHTY
ITpoToxoi Ne ﬂ_ BIiT

«IF»__ 05 2025 p.

Binnuns, 2025



JIUCT IIOT'OJKEHHA

OINII KiGep6esneka indopManifiHAX TeXHOIOriA Ta CHCTEM

PiBeHb BHIIOI OCBITH nepuuii (OakanaBpChKMii)

CrenianbHiCTh F5 Ki6ep6esneka Ta 3axucT iHdopmaii
I'apant OIIII

A.¢. (PhD), nouenr, Onsra CAJIIEBA

J01. KadeIpyu MEHEIKMEHTY Ta
6e3nexu iHGopMaLitHUX CUCTEM

Jupextop LienTpy

3a0e3MeueHHs IKOCTI OCBITU 7
BHTY &, Cranicnas TY)KAHCHKUIA

P g

OcBiTHRO-TIpodeciiiHy TmporpaMy po3risSHYTO Ta CXBAJICHO Ha 3acizaHHi
kadelpu MEHEPKMEHTY Ta Ge3eky iHpopMaliiiHiX CUCTEM;
npotokon Ne{H sin «04»__ 0A-  2025p.

3asigyBau kadenpu MBIC z Bacuins KAPIITHEID

OIIIT po3ryisHyTO IiCis HAJXOKEHHS BCIX 3ayBaXKEHb Ta MIPOTIO3UILINH Ta
CXBaJICHO Ha:

3acizanni BueHoi paau dakyIbTeTy MEHEKMEHTY Ta iHdopMauiiHoOT Oe3nexy;

npotokon Ne /_sin«4¥» 0%  2025p.

TonoBa G’ 2/‘% Anna KPAEBCBKA

7

3acimanni Pagu 3 sxocti ocBitu BHTY,

npotoxon NeJ _ Bin «40 » 443 HA 2025 p.

T'onosa Ounekcannp [IETPOB



IMPEAMBYJIA

Ol KIBEPBE3IIEKA IHOOPMALIMHAX TEXHOJIOTTIA TA CHCTEM

PiBeHs Bumoi ocitu nepumii (6akanaBpChKuif)

CneuianshicTs F5 Ki6ep6esneka Ta 3axuct indopmarii
Pospobiena Ha ocHOBI cranaapTy BrmOi OCBiTH (naka3 Ne1547 Bix «29 0BTHS 2024p.)

PO3POFHUKHA

I'apant OIIII, noueHT Kadelpy MEHEUKMEHTY Ta Omnera CAJIIEBA
Gesnexu inbopManiiHuX cucTeMm,
A.¢. (PhD), nouenr

l'onosa cexnii ynpaeninns indopmauiiinoro 6e3mnexomn

Kaenpu MeHeIKMEHTY Ta Gesneku indbopMamiiHmx > pitt APEMUYYK
CHCTEM, JI.T.H., Ipodecop

3aBinyBau Kadeapyu MEHEKMEHTY Ta Ge3nexn % Bacuns KAPITIHEL
indopmaniltHux cucTeM, K.T.H., JOLEHT

OcBiTHBO-NIpOdECiiiHy MporpamMy pOSIVITHYTO Ta CXBAJIEHO HA 3aCiaHHi CtyneHTCchKOT
pau GakynbTeTy MeHeKMEHTY Ta iHpopMaiiHOi Ge3nexu;

nporokon Nel4  siz « 26 » _cdomorn 2025 p.

T'ostoBa Q i Amnacracigs PO'OBA

PELIEH3II TA BIAT'YKH POBOTO/IABIIIB
Ha ocsitnbo-nipodeciiiny nporpamy Hamicianu penensii Ta Biaryxu:

Poit Bitani#t AnatoniiioBuy, HavaubHUK 3-ro BifiTy YmpapliHHS Jepxcnenss’s3ky y
BinHunekii o6macti

IIpoxoprer Muxaiino IBaHOBMY, JOKTOp TEXHIYHMX HAYK, 3aCTYITHHK JUpeKTopa 3
HaykoBoi poboru TOB «O6’enHaHuii meHTp 3axWcTy iHOpMAIii», 3aciyxeHui
IIpaIliBHUK OCBITH YKpaiHu

Jlykanos Makcum BceBononosud, daxisens 3 inpopmamiitaoi 6esnexu kommanii KNESS
Group, Bumycknuk cnenianpHocTi «KiGepGesmneka Ta 3axuct iHhopMarii»

Yeuemok Onekcannp BacuisoBuy, crapmmii imkeHep-nporpamict TOB "Exsin
Texnonomkis", BUMyckHuK crieniansHocTi «Kibep6esnekay



MPO®LIb OCBITHHO-IIPO®ECIMHOI IPOT'PAMM

1 —3araabHa indopmanis

IloBHa Ha3zBa 3BO Ta
CTPYKTYPHOIO MiAPO3ainy

Binnunbkuii HalllOHATbHUM TEXHIYHUNA YHIBEPCUTET,
Kadeapa MEHEPKMEHTY Ta 0e3MeKku 1HPopMalitHux
CHCTEM

PiBeHn BHIIIOI OCBiTH

[Meprmii (GakanaBpChKuii)

OcsBiTHsa KBagidikauis

bakanaBp 3 kibepOe3neku Ta 3aXUcTy iHpopManii

KBaugigikauisa B rumiomi

CryniHp BHIOI OCBITH — OaKayiaBp

CrneunianpHicth — F5 Kibepbe3neka Ta 3axuct iHpopmartii
OcaitHa nporpama — Kibepoesneka iHdpopmaiiitHux
TEXHOJIOT1M Ta CUCTEM

Odiniiina Ha3Ba OCBITHBOI
NMporpamMu

KibGepOe3neka iH(opMaliifHUX TEXHOJIOTIH Ta CUCTEM

®opMu 3100yTTH OCBIiTH

Jlenna, 3a0uHa

Tun quniiomy Ta odcsr
OCBITHBOI IPOrpamMu

Juniom GakanaBpa,

o0csr ocBiTHBOI porpamu 240 kpeautiB €EKTC (Ha ocHOBI
[13CO), repmin HaBuaHHS — 3 poku 10 MicAwiB (04Ha
(leHHa), 3a04Ha);

Ha ©0a3l 3700yTHX OCBITHIX CTYNEHIB MOJIOMAIIOTO
OakanaBpa, (axoBOoro MojoOJIIOro OakajaBpa (OCBITHBO-
kBasiikaniiHoro piBHsA Mojojmoro cneuianicra) BHTY
Mae TpaBO Tepe3apaxyBaTH He Ouibiie HixK 60 KpeauTiB
€KTC, otrpumanux B MeXax IMOMEPEAHbOT OCBITHBOI
porpamu MiAroTOBKHU (haxiBIliB.

Minimym 50% oO6csiTy OCBITHBOI IPOrpaMu CIPSIMOBAHO Ha
3a0e3neyeHHs] 3arajbHUX Ta CIelialbHuX ((paxoBUX)
KOMIETEHTHOCTEW, BU3HAUYCHUX CTAHJIAPTOM BHIIO1 OCBITH.

uka/piBeHb HPK Vkpainu — 6 piBens,
EQF-LLL — 6 piens,
FQ-EHEA — nepmmii muki
IlepenymoBu [loBHa 3aranmbHa cepeAHss oOcBiTa abo0  OCBITHBO-

KBaTiiKaIiiHUA PIBEHh «MOJIOJIINHN creriagicT (CTymiHb
«MOJIOIHU OaKasaBp»)

MoBa (1) BUKJIaJaHHSI

YKpaiHCbKa

AKpenuTanis

CepTudikar mpo akpeauTallio ocBiTHROI nmporpamu Ne5651
Bix 21.07.2023. Ctpok nmii 01.07.2028.

InTepHer-aapeca
NOCTIHHOT 0 PO3MillIEeHHS
OIHUCY OCBITHBHOL
NporpamMu

https://jetig.vntu.edu.ua/edu_progs/ep_list.php?I=1

2 — MeTta oCBiTHBOI IpOrpamMu

dopmyBaHHS TBOPUOi OCOOMCTOCTI HOBOTO TOKOIIHHS, 3/1aTHOT YCHIIIHO peaizoByBaTh
HaOyTi cydyacHi TmpodeciiHi KOMIETEHTHOCTI 3 KiOepOe3neku iHpopMariiHux
TEXHOJIOTI Ta CHUCTEM, 1HTENEKTyaJbHUI MOTEHIIal, HABUKU MPAKTUYHOTO JOCBIAY Ta
iHHOBaLIWHOI MiSNTBHOCTI B ramy3i kibepOesmeku Ta 3axucTy iH(opmarlii, a Takox
COLIATbHO-TIATPIOTUYHI Ta MOPAIbHO-€TUYHI LIHHOCTI y TJIOOATbHOMY CYyCHIJIBHO-
€KOHOMIYHOMY IPOCTODI.




3 — XapakTepHuCTHKA OCBITHbOI NPOrpamMu

I'any3b 3HaHB

F Indopmartiitai TexHoorii

ChneniajabHicTh

F5 Kibepbe3neka Ta 3axucT iHpopMallii

OpiedTanisa oCBiTHBOI
NporpamMmu

OcaitHBO-TIpO(ECIiiiHA

IIpeamerHa odJ1acTh

O0’ekTH BUBUYEHHS Ta AislJILHOCTI:

TEXHOJIOT11 KibepOe3neKku Ta 3axXucTy 1H(opMallii; mporecu
yIpaBJIiHHA Ki0epOe3neKoro Ta 3aX1UCToM 1H(opMailii;
00'exTH 1H(OPMAIIHHOT TISTBHOCTI, B TOMY YHCI1
1H(popMaliifHi Ta iHPOpMAaIITHO-KOMYHIKallIiHI CUCTEMH,
1H(popMalliiiHI pecypcH 1 TEXHOJIOTI].

ini naBuanus. [linroroBka (axiBIliB, 3M1aTHUX
BUKOPUCTOBYBATH 1 BIPOBAKYBaTH TEXHOJIOTIT
KibepOe3neku Ta 3aXucTy 1iHPopMallii Ta po3B’I3yBaTH
CKJIQJHI 3a/1a4l y Tally31 KioepOe3neKku Ta 3aXUCTy
1H(popmarii.

TeopeTnyHui 3MiCT NpeIMeTHOI 00J1aCTI:

TIPHUHIIMITHA, KOHIIEIIIIIi, TEOpii 3aXUCTY KUTTEBO BAKIMBUX
1HTepEeCIB JIFOJAWHM, CYCIIbCTBA, ACPXKABH i yac
BUKOPHUCTaHHS KiOEpIpoCTOpY, 3a AKOTO 3a0e31euyeThCs
CTaJui PO3BUTOK 1HGOPMAIIHHOTO CYCIIIBLCTBA Ta

(G pOBOro KOMYHIKaTUBHOI'O CEPEIOBHUIIA, CBOEYACHE
BUSIBJICHHS, 3aM00ITaHHs 1 HEUTpasi3allis pealbHUX 1
MOTEHIIMHMUX 3arpo3 HallloHAJIbHIN Oe3neri Ykpainu y
KibeprpocTopi.

Metoau, MeToAMKH Ta TeXHOIO0rii. MeTou, METOIUKHY Ta
TEXHOJIOT1i PO3BS3aHHS TEOPETUYHUX 1 MPAKTUYHUX 33]1a4
kibepOe3neku Ta 3axucTy iHdopmarrii.

IHcTpymeHnTH Ta 06JaaHaHHA. 3aCO0H, TPUCTPOI,
MEpEeKHE yCTaTKyBaHHS, MPUKIIAHE Ta CIeliaTi30BaHe
nporpamHe 3abe3nedeHHs, iHpopMalliitHi CHCTeMH Ta
KOMIUIEKCH MPOEKTYBaHHsI, MOJICTIOBAHHS, KOHTPOJTIO,
MOHITOPHHTY, 30epiranas, oOpoOKu, BiT0OpaKeHHS Ta
3aXHUCTy JaHuX (1HGOpMAaIliiHUX TTOTOKIB).

OcobsmBocTI mporpamMu

dopmyBaHHS BIAMOBIIHUX KOMIIETEHTHOCTEH y cepi
iH(opMaIiifHOT Ta KIOEpHETHYHOI O€3MeKH, HacaMIIepe/I,
aJMiHICTpYBaHHsI Ta IITYYHOTO 1HTEIEKTY y KibepOe3merli, B
yMOBaX HECTaOUIbHOCTI iH(OPMAIIIIfTHOTO CepeloBHUIIa Ha
OCHOBI MPUHITUIIIB IHHOBAIIIHHOTO PO3BUTKY Ta Cy4aCHUX
1H(OPMAIITHIX TEXHOJIOTH, MOEIHYIOUN IPYHTOBHY
dbyHIaMeHTaIbHYy MiATOTOBKY 13 CydacHOI0 podeciitHoo
MirOTOBKOI0, BUKOPUCTOBYIOUH MPHU IIbOMY BECh HAYKOBO-
TEeXHIYHUN MTOTEHITia)I YHIBEPCUTETY B 111 cdepi, y mepiry
4epry, 3ally4eHHs HayKOBO-TIEIarOriYHOTO MEPCOHAY,
amapaTypH Ta o0JaJHaHHS BiAMOBIAHUX HAYKOBO-
JOCTITHUX JabopaTopiii Ta HABYAIbHO-HAYKOBHX IIEHTPIB, Y
TOMY YHCJII THX, IO 3AIMCHIOIOTH CBOIO JiSUTHHICTH




BIJINMOB1IHO JI0 JitieH3ii JlepikaBHOT CiTy>kK0H crienialbHOro
3B’SI3Ky Ta 3aXMCTy 1H(opmarii YKpaiHu 3 HaJaHHS
HAyKOBO-TE€XHIYHUX MOCTYT T4 BUKOHAHHS HAYKOBHX-
JOCTIAHUX POOIT y ramysi KpunrorpagdiyHoro ta
TEXHIYHOT'O 3aXUCTy 1H(popMalii. BaxinBum Takox €
opienTanis OIIII Ha MikHapoAH1 MpodeciiiHi TPorpaMu,
BKJIIOUAIOYU CepTU(]PIKOBaAHI, BIJl IPOBIIHUX KOMITaH1M-
BUPOOHUKIB KOMIT' FOTEPHOTO Ta MEPEKEBOT0 001 THAHHS,
IPOrpaMHOT0 3a0e3MeYeHHs], TEXHOJIOT1H Ta pillleHb 3
KibepOe3reky, 30KkpemMa Takux KomiaHii sk Microsoft,
Cisco, IBM, HCL Technologies, Spyse Ta iH.

4 — IlpuaaTHicTh BUILYCKH

HKiB A0 IMpaneBJIallITYBAHHA Ta MOJAJIBIIOI0 HABYaAHHSA

[puaarHicTs 10
npaueBJaAIITYBAaHHS

Ha nocanu y cTpyKTypHHUX MiIpO3.iiaax
yCTaHOB/MIANPUEMCTB/OpraHi3alii, Kl nepeaoayarTh
HaAsIBHICTH BUIIOT OCBITH 31 cneriajbHoCcTI 125
KibepOesneka Ta 3axuct iHpopMaIiii.
daxiBelp 3 kKibepOe3nexku 1HpOpMaLIHHUX TEXHOJIOTIH Ta
CHUCTEM MOXKE 3aiiMaTH TakKl MEPBUHHI IMOCAIU BiIMOBIIHO
710 3aTBEP/KEHUX MPOodeciiiHUX CTaHAAPTIB, 30KpeMa:
— 2139.2 AnminicTpaTop 6€31eKHU MEpex 1 CUCTEM
— 2139.2 daxiBenp chepu 3axucty iHGopMarii
— 2139.2 ®daxiBenp 3 nuTaHb Oe3neku (iHopmariiHo-
KOMYHIKAaI[iiHI T€XHOJIOT1)
— 2132.2 KoHCTpYKTOp cucTeM KibepOe3neku
— 2139.2 daxiBelb 3 HiATPUMKA
1H(ppacTpyKTypH KiOep3axucTy
— 2139.2 @axiBenpb 3 pearyBaHHsS Ha
IHIUJICHTH KiOepOe3neku
— 2139.2 ®daxiBenp 3 KpuUOTOrpadiyHOTO 3aXUCTY
iHpopmMmarrii
— 2139.2 daxiBerp 3 TEXHIYHOTO 3aXUCTY 1HPopMaItii
— 2139.2 daxiBenpb 3 TECTYBaHHS CUCTEM 3aXHUCTY
iHpopmMmarii
— 2139.2 Ayautop iHQOpMAIIHHUX TEXHOJOTIH
(3 xibepOe3IeKn)
— 2139.2 @axiBenb 3 OIIIHKK 3aXOJlIB  3aXHCTY
iHpopmMarii (kibepOe3nekn)
[IpaBa  BUIyCKHMKIB  Ha  TMpaleBJAlITyBaHHS  HE
00OMEXYIOThCSI.

IHogaabine HABYAHHA

[IpomoBkeHHS OCBITH 3a APYTUM (MaricTepchbKUM) piBHEM
BHIIOI OCBITH. 3100yTTS a00 BIOCKOHAJICHHS OCBITH Ta
npodeciiiHOol MIATOTOBKU B CHCTEMI OCBITH JOPOCIIHX.

5

— Bukiaganusa Ta oiHIOBAaHHSA

BukiaganHsi Ta HABYAHHS

CryneHTOLEHTpOBaHE HABUAHHS, CAMOHABYAHHS,
npoOJIeMHO-OpiEHTOBAaHE HaBUaHHS, TabopaTopHa

IPaKTHKA.




Jlexuli, MpaKTU4YHI 3aHATTSA, BUKOHAHHS KypCOBUX IPOEKTIB
Ta poOiT, J1abopaTtopHi poOOTH, caMOCTiiHa poOoTa Ha
OCHOBI TMIJIPYYHUKIB, HABYAJIbHUX MOCIOHMKIB, KOHCIIEKTIB
JEeKUId, HAyKOBMX POOIT Ta IHIIMX JpKepen 1H(opmaii,
KOHCYJbTallli 13 BUKIAJauyaMd, HAayKOBI  CEMIHapH,
TEXHOJIOT1i 3MIIIAHOTO HAaBYaHHS, NMPOXOKEHHS MPAKTHKU
Ha npoUIbHUX HiANPUEMCTBAX, MIArOTOBKA
KBasTi(pikaniiHoOi poOOTH.

OuinoBanus

MeToau OLIHIOBAHHS — €K3aMCHH, 3aI1KH, TECTH,
BUKOHAHHSA Ja0OPaTOPHUX 1 MPAKTUYHHUX POOIT, KypCOBUX
IPOEKTIB, KypCOBUX poOIT, Mpe3eHTalllll, ece.

[ToTouyHMil Ta ceMecTpOBUI KOHTPOJIb: 3BITH, IPE3EHTALlI],
€K3aMEeHH, 3aJ1IKH, TECTHU, MOJIyJIbHI KOHTPOJIbHI POOOTH,
3aXUCTU KypPCOBUX POOIT 1 MPOEKTIB, 3aXUCT 3BITY 3
HPAKTUKH.

[ToToyHMIT KOHTPOJIb: TECTYBAHHS, PE3EHTAllli, 3BITH,
MOJYJIbHI KOHTPOJIBHI pOOOTH, aHAMI3 TEKCTIB a00 TaHUX,
OTJISI/L JKEpet.

[TincyMKOBHIT KOHTPOJIb: €K3aMEH, 3K, 3aXHUCT 3BITY 3
NPAKTUKHU, 3aXUCT KypCOBUX POOIT 1 TPOEKTIB.

6 — IIlporpamMHi KOMIIETEHTHOCTi

Inrerpaabna
KOMIIETEHTHICTH

IK. 3naTHicTh pO3B’sI3yBaTH CKJIa/HI CHeEIiaai3oBaHi 3a1adi
1 MpaKTUYHI 3aBIAaHHS y raigy3l KiOepOe3nmeKu Ta 3axucTy
iH(opmarii.

3arajbHi KOMIETeHTHOCTI
(GK)

3K 1. 3paTHiCTh 3aCTOCOBYBaTHM 3HAaHHS Y MPAKTHYHHUX
CUTYaITIsX.

3K 2. 3HaHHA Ta pPO3YMIHHSA TMpeaMeTHOi objacTi i
pO3yMiHHS TipodeciitHOT TISUTHHOCTI.

3K 3. 3maTHICTh CHIIKYBaTHCS JCP)KaBHOK MOBOIO SIK
YCHO, TakK 1 MUCbMOBO.

3K 4. 31aTHICTh CHIKYBaTHUCS 1HO3EMHOIO MOBOJO.

3K 5. 3marHICT, BYHMTHCS 1 OBOJIOJIBATH Cy4aCHUMU
3HAHHSIMH.

3K 6. 3naTHicTh peanizyBaTH CBOi MpaBa 1 00OB’S3KH SIK
yJicHa CYCH1IbCTBA, YCBIJIOMJTFOBATH IHHOCTI
TPOMAJITHCHKOTO (BITBHOTO JEMOKPATHUYHOTO) CYyCIIIbLCTBA
Ta HEOOXiMHICTh HWOTO CTAallOTO PO3BHUTKY, BEPXOBEHCTBA
npasa, Mpas 1 CBOOO/I IIOJIMHU 1 TPOMA/ITHUHA B YKpaiHi.
3K 7. 3paTHICT, yXBaJiOBaTH pIlIEHHS Ta JisITH
JNOTPUMYIOUUCH TPUHIIAITY HEMPHUITYCTUMOCTI KOpYIIii Ta
OyIb-sIKMX 1HIIHUX TPOSBIB HEAOOPOUYECHOCTI.

3K 8. 3marnicth 30epiratu Ta NMPUMHOKYBATH MOpPAJbHI,
KyJbTYPHi, HAYKOBI1 I[IHHOCTI 1 IOCSTHEHHS CYCHLIbCTBA HA
OCHOBI PO3yMIHHS 1CTOpIi Ta 3aKOHOMIPHOCTEH PO3BHUTKY
npenaMeTHoi 0067acTi, ii MicIs y 3araibHiil CUCTEMI 3HAHb
po MPUPOAY 1 CYCHIIBCTBO Ta y PO3BUTKY CYCIIJIbCTBA,
TEXHIKH 1 TEXHOJIOTiH, BUKOPHUCTOBYBAaTH pi3HI BUIM Ta




dbopMH pyxoBOT aKTUBHOCTI JIJIs aKTUBHOTO BIJIIMIOYMHKY Ta
BEJICHHS 3JI0POBOTr0 CIIOCO0Y JKUTTS.

CueuianabHi (paxosi)
komneTeHTHOCTI (CK)

CKl1l. 3paTHICTP  3aCTOCOBYBaTHM  3aKOHOJABUy  Ta
HOPMATHUBHO-TIPAaBOBY 0a3y, a TakoX Jep>kaBHI 1
MDKHApOAHI  BUMOTHM, TMPAaKTHUKH 1 CTaHIApTH Yy
npodeciiiHiid TiSIbHOCTI.

CK2. 3parHicTh  BUKOPUCTOBYBAaTH  1H(pOpMAaIliifHi
TEXHOJIOT1i, Cy4acHI MeToau 1 Mojenl KibepOe3neku Ta
CUCTEMHU 3axXHCTy iH(pOopMallii.

CK3. 3patnicTe 3abe3medyBaTH HENMEPEPBHICTH Ol3HEC-
MPOIIECIB 3T1THO BCTAHOBJIEHOI MOJITHKU KiOepOe3neKku Ta
3aXUCTy 1HpOpMaIli.

CK4. 3patHicTe 3abe3nedyBaTd 3axucT 1H(popmalii B
iHpopMaliiHuX  Ta  1HGOPMaLIMHO-KOMYHIKAIHHUX
CHUCTEMaXx 3T1IHO BCTAaHOBJICHOI MOJITHKU KiOepOe3neku i
3aXUCTy 1HpOpMaIlii.

CK5.  3parnicts  BiZHOBIIOBAaTH  (YHKI[IOHYBAaHHS
iHpopManiitHuX  Ta  1HGOPMAaLIHHO-KOMYHIKAIHHUX
CUCTEM TICJs peasi3alii 3arpo3, 3/A1iCHEHHs KiOeparak,
3001B 1 BIIMOB Pi3HMX KJIACIB Ta MOIIKOKEHHS.

CK6. 3parHicTh BOpPOBaIKyBaTH Ta 3a0e3ledyBaTH
(GYHKIIOHYBaHHSI ~ KOMIUIEKCHHUX  CHCTEM  3aXHUCTy
1HpopMmarrii (KOMILIEKCH HOPMAaTHUBHO-TIPABOBHUX,
OpraHizalliiHUX Ta TEXHIYHUX 3ac00iB 1 METO/IiB,
npoLeayp, MPAKTUYHUX MPUHOMIB TOIILIO).

CK7. 3paTtHicTh 3aiiicHIOBaTH TIpodeciiiHy MisUIbHICTh HA
OCHOBI BIIPOBA/IKEHOT CUCTEMU yHpaBIIiHHS
1H(opMaliifHOI Ta Ki0epOe3neKoro.

CKS8. 3pmarHiCTh 3acTOCOBYBaTM METOAM Ta 3acolu
KpunrorpadgigyHoro 3axucty iHdpopmamii Ha 00’€ekTax
1H(opMaIiifHOT TISTTBHOCTI.

CK9. 3parHIiCTh 3aCTOCOBYBaTM METOAM Ta 3acolu
TeXHIYHOTO  3axUCcTy  iHopmarmii  Ha  00’ekTax
1H(opMaIiifHOT TISITBHOCTI.

CK10. 31aTHICTh BUKOHYBaTH MOHITOPHHT
iHpopMalifHUX  TPOLIECIB,  aHAi3yBaTH, BUSBIATH,
OI[IHIOBAaTH  MOXJIMBI ~ Bpa3lMBOCTI  Ta  3arpo3u
iHpopMamiifHOMY MpocTopy W 1HGOPMAIIHHUM pecypcam
3riJHO 3 BCTAHOBJICHOIO TMOJITHKOI 1H(OpMaIliitHol
Oe3meKH.

CK11. 3gatHicTh 10 3aCTOCYBaHHS CYYacCHHMX TEXHOJIOTIH
3aXUCTY JUIsl 3a0e3nedeHHs kibepoesneku iHdopmarintHux
CHCTEM.

CK12. 3naTHicTh BUSBISATH Ta OJOKYBaTH KaHAIH BUTOKY
iHdopmarrii, METOAM HECAaHKIIOHOBAHOTO JIOCTYIYy [0
iH(popMarlii, pkepen 1 crocoOiB AecTadii3yl0uoro BILIUBY
Ha iHopMalito, 3AIMCHIOBATH TMOIIYK  3aKJIaTHUX
IIPUCTPOIB.




CK13. 3parHicTh 3aCTOCOBYBAaTH TEOPETWYHI 3HAHHS Ta
IPAKTUYHI HAaBUYKH 3 BU3HAYEHHsS 3arpo3 iHopmarii B
ABTOMAaTU30BAaHUX CUCTEMAX.

7/ — IlporpamHi pe3yJibTaTH HABYAHHS

PHI1. BinbHO choiiakyBaTUCSl JE€p’KaBHOIO MOBOIO YCHO Ta
NUCHMOBO IPU BUKOHAHHI MpodeciitHnX 000B’A3KIB.

PH2. CuoinkyBatucsi 1HO3€MHOIO MOBOIO 3  METOIO
3a0e3neueHHs eheKTUBHOCTI MPOoQeciiiHOT KOMYHIKAIi.
PH3. 3acrocoByBaTH NpUHIUIT HEMPUITYCTUMOCT1 KOPYIILIii
Ta OyIb-SKHMX IHIIMX TPOSBIB HEIOOpOUECHOCTI Y
npodeciiiHii MIsTTBHOCTI.

PH4. OpranizoByBaTu BiacHy npogeciiiHy HisUIbHICTb,
obupatu i BHKOPHCTOBYBATH ONTUMAJIbHI METOIN Ta
criocoOu po3B’sI3yBaHHS CKJIAJHUX CIEMiai30BaHUX 337134
1 MpakTUYHUX TMpobiemM y mnpodeciiiHii AisNIBHOCTI,
OLIIHIOBATH iXHIO €(DEKTUBHICTb.

PHS. AmnanizyBaru, apryMeHTyBaTH, MpUHAMAaTH pIIICHHS
Ipy  PO3B’sA3aHHI CKJIQJHUX CHEIllaTi30BaHUX 3a1ad 1
OPAKTUYHUX 3aBJaHb y MNpodeciiHiil AiSUIBbHOCTI, SKi
XapaKTEepHU3YIOThCS  KOMIUIGKCHICTIO Ta  HEMOBHOIO
BU3HAYCHICTIO YMOB, BiJIIOBiIaTH 3a HpI/II/IHSITl pilICHHS.
PHS6. A,HaHTYBaTI/ICH O HOBHUX YMOB 1 TEXHOJOTIH
npodeciiiHol  MISIBHOCTI,  MPOTHO3YBAaTH  KIHIIEBHIA
pe3ynbTar.

PH7. 3actocoByBaTu i amantyBatu Teopii iHpopmarii Ta
KOJyBaHHSI, MaTeMaTUYHOT CTaTUCTHKH, qHced,
kpunrtorpadii Ta creranorpadii, oOpoOIeHHS 1 Tepeaadi
CUTHANIB  TOWIO,  NPUHIMIH,  METOAH,  IOHATTS
KibepOesnmekn Ta 3axucTy iHoOpMaIllii y HaBYaHHI Ta
npodeciiiHii isTTbHOCTI.

PHS. 3acTtocoByBatu 3HaHHS W pO3yMiHHSI MaTEeMaTHKU Ta
¢bi3uku B podeciiiHiii aisTbHOCTI, opMarizyBaTu 3a1adi
peaMETHOI Tamy3i kibepOe3nekn Ta 3axucTy iH(opmMarii,
dbopMyntoBaTH iX MaTeMaTW4YHy TOCTAHOBKY Ta OOWpaTH
palioHaJIbHUM METO]T BUPIIIICHHS.

PH9. 3natu ta 3acTocoByBaTH 3aKOHOAABCTBO YKpaiHU Ta
Ml)KHapo,ZIHl BUMOTH, TPAKTHKHU 1 CTaH/IAPTH 3 METOI0
3niicHeHHsT — mpodeciifiHol  isUIbHOCTI B Tamysi
KibepOe3neku Ta 3axucty iHpopmairii.

PH10.  BuxopucroByBaTM  cydacHi  iHdopmarliiiHi
TEXHOJIOT1l, METOAW 1 Mojelli KiOepOe3lmeKku Ta CHCTEM
3axucTy iHQopmaii s 3AiicHeHHs mpodeciitHol
TISJIBHOCTI.

PH11. TIlnmamyBatu miAroTroBKy Ta  3a0e3ledyBaTH
HETepepBHICTh Oi3HEC-TIPOLECiB B OpraHizalisx 3rigHo 3i
BCTAHOBJICHOIO TOJITUKOIO KibepOesneku 3 ypaxyBaHHS
BHUMOT JI0 3aXUCTY iHpOpMaIii.

PH12. 3actocoByBaTM MeTOAM  Ta 3aco0M 3aXUCTy




iHpopmanii B iHpoOpMamiMHMX Ta  1HpOpMAaLIiHO-
KOMYHIKAIlIHHUX CUCTEMax BIAMOBIJAHO JO BCTaHOBJIEHOI
HOJIITUKH 1HPOpMaLIiHOT Oe3MeKu.

PH13. Bnposamxysary, HaJIAllITOBYBATH,
CYNpOBO/KYBaTH Ta MIATPUMYBAaTU (YHKI[IOHYBaHHS
OpPOrpaMHUX 1 MPOrpaMHO-alapaTHUX KOMIUIEKCIB 1
cUCTEM Ki0epOe3neku Ta 3axucTy 1HpopMalii sk HeoOXiIH1
npouenypu ans  (QyHKIIOHYyBaHHS 1HGOpMaIiiHUX U
1H(OopMaLITHO-KOMYHIKalIHHUX CHUCTEM ta\abo
1H(pacTpyKTypH opraHizaiii B I[IJIOMY.

PH14. BupimyBaTu 3afadl yOpPaBJiHHS IPOLIECAMU
BIJIHOBJICHHSI IITATHOTO (DYHKIIOHYBaHHS 1H(QOpMAIITHUX
Ta 1H(pOpMaLITHO-KOMYHIKAIIHHUX CHCTEM 3
BUKOPUCTAHHSAM  TPOICAYP  PE3CpPBYBaHHS  3TiJIHO
BCTAHOBJICHOI NOJITUKA Oe3meku 1 3abe3nedyBaTH
(GYHKIIOHYBaHHS CHeniaabHOro IIPOrpaMHOT0
3a0e3neyeHHs 010 3aXUCTY Ta BIIHOBJICHHS 1H(pOpMAIIii.
PHI15. 36uparu, o0pobnstu, 30epiratu, aHali3yBaTH
KpUTUYHI JaHl Jyisl J0Ka3y peanizaiii kibep3arpos,
MPOBOJUTH aHAII3 Ta JOCHIKEHHS KiOEpIHIUICHTY 3
METOI0 OMNEpPAaTUBHOIO BIJHOBIIEHHS (YHKI[IOHYBAHHS
1H(popMaIiifHOl cuCTeMHU.

PH16. BupimyBaru 3agadi BOPOBaPKEHHS Ta CYyHpPOBOIY
KOMIUIEKCHUX  CHCTeM  3axucTy  iHdopmarii B
iH(popMaLIfHIX cHUCTeMaX.

PH17. 3abe3neuyBaté  (YHKI[IOHYBaHHA  CHCTEMHU
yopaBiaiHHA KibepOesnmekoro 1 3axuctoM iH(opmarlii
opraHizaifii, BKJIIOYAalOYd TIEPCOHAT Ta YIPaBIIHHA
HaciKaMH peamizanii 3arpo3 iHdopMmarmiiHiii Oe3meri B
KPU30BUX CHUTYallisiX, HAa OCHOB1 3IIMCHEHHS MpPOLEAYp
KUIBKICHOI 1 IKICHOT OI[IHKHM PU3HKIB.

PH18. AmnamizyBatm, 3acTOCOBYBaTH METOAM Ta 3acolu
KpunrorpadgiyHoro 3axucty iHdopmarii Ha 00’ €eKTax
1H(opMaIiifHOT TISITBHOCTI.

PH19. BupimyBatu 3aga4i 110,10 opraHizariii Ta KOHTPOJIIO
cTaHy KpunrorpadgigyHoro 3axucty iHdopmarllii, 30kpemMa
BIJIMOB1THO JI0 BUMOT HOPMaTUBHUX JOKYMEHTIB.

PH20. Busnauatu 3arpo3u CTBOPEHHS TEXHIYHMX KaHAIIiB
BUTOKY 1H(opMmamii Ha o00’ektax  iH(popMamiiHOT
JUSTTBHOCTI; BIIPOBADKYBAaTH 3aCO0M 1 3aXOJM TEXHIYHOTO
3axUCTy iH(opmarlii BiJf BUTOKY TEXHIYHHMHU KaHaJaMH,
MIPOBOJUTH OOCITYrOBYBaHHS 1 KOHTPOJIb CTaHy amapaTHUX
3ac00iB 3axucTy iH(pOpMaIii Ta KOMIUIEKCIB TEXHIYHOTO
3axuCTy iH(opmariii.

PH21. BukonyBatu BHpOBa/KCHHS, MIATPUMKY, aHaJi3
e(PEeKTUBHOCTI CHCTEM BUSBJICHHS HECAHKI[IOHOBAHOTO
JOCTyIy, Aild 3 iHpoOpMaulielo B iHpOpMamiiHIi cucTemi,
BpPa3IMBOCTEH, MOXJIMBUX 3arpo3  iHGoOpMaiifHOMY
IPOCTOPY 17 iHpOopMaIiftHUM pecypcam Ta




BUKOPUCTOBYBATH KOMIUIEKCH 3aXMCTy JJIsl 3a0€3MEUYECHHS
HEOOX1ZIHOrO  PIiBHA  3axuIleHocTi  1Hpopmamii B
1H(pOpMaLIIHUX CUCTEMAX.

PH 22, 3abesmeuntn  HaleXHE  3aCTOCYBAHHSA
ANTOPUTMIYHUX MaTEMAaTHYHHUX acIIeKTIB
KpUOTOrpagpiqHOro 3aXUCTy 1HPOpMAIli.

PH 23. BupimyBaru 3agadi NonepeKeHHs Ta BUSBIEHHS,
1IeHTH(IKalli, aHami3y Ta pearyBaHHS Ha cCHellalbHUI
1H(OPMAaLITHO-TICUXOJIOTTYHUN BIUIUB.

PH 24. 3a0e3neuyBaTu iHpopMaliiiHe TPOTUOOPCTBO MiJ
BIUTUBOM  BHUCOKMX  (iH(opmariiiHO-KOMYyHIKallIHHX)
TEXHOJIOT1H.

8 — PecypcHe 3a0e3neueHHs peaJizailii mporpamu

Kanpose 3a0e3ne4eHHs

Kanpose 3abe3neuenns OIIIl ¢opmyeThcs, B OCHOBHOMY
32 paxyHOK Kadeapu MEHEeIKMEHTy Ta Oe3leku
iHpopmaniiftaux cucteM. Jlo BUKIANaHHS JUCIUTLIIH
3a]Ty4aloThCsl TaKOXK MPOBIJIHI BUKJIAAaul 1HIIMX Kademnp
yHiBepcUTeTy. Buknagaubkuil ckian, skuil 3a0esneuye
peamizamito OIIIl, BiamoBimae BuUMOraMm, BHU3HAYCHUM
JlineH3iiHUMU  YMOBaMU  MPOBAPKEHHS  OCBITHBOT
MISJIBHOCTI.

MarepiajibHO-TeXHIYHE
3a0e3neyeHHst

MarepianbHO-TEXHIYHE 3a0e31e4eHHs BIJIIIOB1Ia€
BuMoraM JIIEH31MHUX YMOB MPOBAKEHHS OCBITHBHOI
TISTBHOCTI, B TOMY 4YHCJl BKIIOYae B cebe cydacHi
nabopatopii llenTpy iHpOpMAIIHUX TEXHOJOTIH Ta
3axucty 1HQopMmallii, 30KpeMa KOMIT IOTepHI KJIacu
mepexeBoi akamemii Cisco ta IT Axamemii Microsoft,
HaykoBo-mocnigny mabopaTopiro TEXHIYHOTO  3aXHUCTy
iHpopmarrii.

Indopmaniiine Ta
HABYAJbHO-METOANYHE
3a0e3MmeYeHHs

Bxmrouae B cebe pecypcn HAyKOBO-TEXHIYHOI O10TI0TEKH,
CHCTeMy TIATPUMKHA  OCBITHhOTO  mporecy  JetlQ,
€JICKTPOHHI HaBuajgbHI pecypcu, cakt BHTY Ta caiir
Kadeapu, Ha SKUX po3MillleHa OCHOBHA iH(OpMaIlis MI00
OCBITHBOI IistibHOCTI 32 OIIT.

9 — AkageMiuHAa MOOLJIBHICTH

HaunionaabHa KpeauTHA
MOOLIBHICTH

3MIMCHIOETHCS HA MiACTaBl YKIAACHHS YTrOJ PO
criBpoOiTHUIITBO Mixk BHTY Ta 3aknagamu BUIO1 OCBITH
YkpaiHu.

MixHapoaHa KpeAUTHA
MOOLIBHICTH

3niACHIOEThCA Ha MiACTaBl yKiaaaeHHsa yrog mixk BHTY ta
TPYIOI0 3aKJIaiB BUIOT OCBITH Pi3HUX KpaiH 3a
Y3TOPKEHUMH Ta 3aTBEPKEHUMHU Yy BCTAHOBJIEHOMY
NOPSIKY 1HAMBIyaIbHUMH HaBUAIbHUMH TUTAHAMHU
3100yBaviB Ta MporpaMaMy HaBYAIbHUX TUCIHILIIH, a
TaKOX B paMKax MUKYPSIIOBHX yroJl PO CHiBPOOITHUIITBO
B Tally3i OCBITH, MI)KHApOJHUX MPOEKTiB, B Akux BHTY
Oepe ydJacTh, TPaHTIB Ta iH.

HaBuanHs iHO3eMHHX
3100yBa4iB BHIIIOI OCBITH

3a JaHOI OCBITHROIO TPOTPAMOID HE TependadeHo
HaBYaHHS 1HO3EMHUX 3/100yBayiB BUINOI OCBITH




1. MEPEJIK KOMIIOHEHTIB OCBITHHO-IIPO®ECIMHOI TPOT'PAMU
TA IX JOT'TYHA MMOCJIIOBHICTD
1.1 IlepeJiik KOMIIOHEHTIB OCBITHLO-NIPO(eciliHOl MporpamMu

Ko Kommnonentu OIIIT KinpkicTh dopma
I KPEJUTIB | MiJICYMKOBOT
OK OKOHTPOJIIO
OBOB’A3KOBI KOMITOHEHTHU
3aranpHi
1.1 IcTopist Ta KynpTypa YKpainu 3,0 3aJiK
1.2 dinocodis 3,0 3aJIK
1.3 [Tonitonorist 3,0 3aJiK
1.4 YkpaiHcbKa MOBa 3a NPOQeCiiHUM CHPSIMYBAHHSIM 3,0 3aJiK
1.5 [Ho3emMHa MOBa 3a MpoQeCciiHUM CHPSIMYBAHHSIM 8,0 3aJiK
1.6 Bumia marematuka 12,0 1CIIUT
1.7 ®di3uka 5,0 1CIIUT
[Tpodeciiini
1.8 OcCHOBHM KOMI'IOTEPHOI TEXHIKU 3,0 1ICIIUT
1.9 [ndopmariiini TexHoorii 3,0 3aJiK
1.10 OcHoBu 0Oe3miexu Internet-texuosorii 4.0 1CIIUT
1.11 | TeopeTruuHi OCHOBHU IpolieciB y KibepbOesneli 12,0 1ICIIUT
1.12 CxeMOTexHIKa 4.0 3aJiK, 1CITUT
1.13 | MaremaTu4Hi OCHOBHU Kpunrorpadii 4,0 1CTIAT
1.14 OCHOBHM HAyKOBUX JOCIIKEHb, aHAI3y Ta CUHTE3Yy 4.0 1CIIUT
iHpopmarrii
1.15 VYrpaBiiHHS pU3UKaMU Ta OI[IHIOBAHHS 3aXHUIIICHOCTI 7,0 1CIIUT
iHpopmarrii
1.16 | OcHOBH TEXHIYHOTO 3aXHUCTy 1HpOpMaITii 8,0 1CIIAT
1.17 | Komm’roTepHi Mepexi 5,0 1CIIAT
1.18 | ExoHomika Ta 6i3Hec-mporiecu B [T-ramysi 3,0 3aJTiK
1.19 YrpaBiiHH 1HIIMAESHTaMH 1HPOPMAIIHOT Oe3MeKn 3,0 1CIIUT
1.20 | besmneka B KiIOEpHETHYHOMY TTPOCTOPI 3,0 3aJTiK
1.21 | OcuHoBu iHpopMaIiiiHo1 6e3mexu (BCTym 1o axy) 3,0 3aJTiK
1.22 | TexHosorii mporpamyBaHHs (B T.4. KypcoBa po0oTa) 13,0 3aJliK, ICITUT
1.23 | 3axuct nporpamHoro 3abe3ne4yeHHs 3,0 1CITAT
1.24 | ba3u naHuXx 1 3HaHb (B T.4. KypcoBa poOoTa) 6,0 1CITAT
1.25 | OcuHoBu kpunrorpadiuHoro 3axucry indopmarii (B 8,0 3aJliK, ICITUT
T.4. KypcoBa poboTa)
1.26 | KommiekcHi cucremu 3axucty iHdopmarii (B T.4. 10,0 3aJiK, ICIIUT
KypPCOBHUH MPOEKT)
1.27 | TloniTuka, cTpareris Ta MEHEIDKMEHT KiOepOe3neKu 7,0 3aJiK, ICIIUT
1.28 | IlpaBoBe Ta opranizailiiine 3a0e3ned4eHHs] 1HPOPM- 3,0 icuT
Ta KibepOe3nexn
1.29 | BupobHuya npakTuka 9,0 3aJiK
1.30 [lepenaumioMHa npakTuka 4,5 3aJ1K
1.31 bakanaBpcpka kBamidikariiina podora 10,5
3arajnbHuii 00cAr 000B’A3KOBUX KOMIIOHEHTIB 177




BUBIPKOBI KOMIIOHEHTHU

3aranbHi
2.1 OcsitHilt kommnoneHT 1 3 b3/IBB 3,0 3aITiK
2.2 OcsitHi# koMmnoneHT 2 3 b3/IBB 3,0 3aJIK
2.3 OcsitHi# komnoHeHT 3 3 b3/IBB 3,0 3aJIK
2.4 OcsitHi# komnoHeHT 4 3 b3/IBB 3,0 3aJIiK
2.5 OcsiTHii koMnoueHT 5 3 b3/IBB 3,0 3aJIiK
2.6 OcsiTHi# koMnoHeHT 6 3 B3JIBB** 3,0 3aJIK
[Tpodeciiini
2.7 OcgitHi#t komnoneHt 1 3 BI1/IBB 5,0 3aJliK
2.8 OcgitHi#t komnoneHT 2 3 bI1/IBB 5,0 3aJTiK
2.9 OcgitHi#t komnoHneHT 3 3 BI1/IBB 5,0 3aJTiK
2.10 OcgitHi#t komnioHneHT 4 3 bI1/IBB 5,0 3aJliK
2.11 OcgiTHi#t komnoneHT 5 3 BI1/IBB 5,0 3aJTiK
2.12 OcgiTHi#t komnoneHT 6 3 bITI/IBB 5,0 3aJTiK
2.13 OcgitHi#t komnoneHt 7 3 bI1/IBB 5,0 3aJTiK
2.14 OcgitHi#t komnoHneHT & 3 bI1/IBB 5,0 3aJTiK
2.15 OcgitHi komnoneHT 9 3 bI1/IBB 5,0 3aJTiK
3arajnbHuii 00cAT BUOIPKOBMX KOMIIOHEHTIB 63
3ATAJIbHUM OBCHT 3A IIJIAHOM 240

2.6 TeopernuHa miaAroroBka 6a3oBoi 3,0

3araJibHOB1HCHKOBOI IMATOTOBKH *

[TpakTrdnHa miaAroToBKa 0230BO1 3araJIbHOBIHCHKOBOT 7,0

M ArOTOBKU*

* - € 00OBSI3KOBUMH BIJMOBIIHO 10 3aKOHY YKpaiHM TpPO BIMCHKOBHM OOOB'SI30K 1

BIMICHKOBY ciIy )0y Ta BuBUaeThcs y [lopsaky 3arBepmkernomy IlocranoBoro KMY No734
Bix 21.06.2024 p.

** - BUOMpaeThcss ocobamMu, 110 HE MANAAAI0Th 1] BUMOTH 3aKOHY YKpaiHH IMpo
BIMCHKOBHI OOOB'SI30K 1 BiiChKOBY ciyk0y Ta [lopsaky 3arBepmkeHomy IlocTtaHoBOIO
KMY Ne734 Bin 21.06.2024 p.



2.2. CTpyKTYpHO-JIOTiYHA cXeMa OCBIiTHbO-podeciiiHoi mporpamu
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2. ®OPMU ATECTAILII 3JOBYBAUIB BUIIIOI OCBITH

®opmu aTtecTanii 3100yBaviB BUILOI OCBIiTH

ATecrallis 3IHCHIOETHCA Y POPMI €IMHOTO JEPKABHOTO KBATI(PIKAIIHOTO ICTIUTY
Ta MyOJIIYHOIO 3aXUCTY KBaNi(ikauiiHOT pOOOTH.

Jlo arecrariii m0mMycKarOThCs 3700yBadl BUIOI OCBITH, SIKI BUKOHAM BCl BUMOTH
MPOrpaMH MiJArOTOBKH.

€nuHuil nep>xaBHUN KBami(iKalIiHUN 1CIUT Tiependayae OLIHIOBAHHS JOCATHEHb
pe3yJIbTaTiB HABYAHHS, BU3HAYEHUX CTaHAaPTOM Ta OCBITHBOIO IPOIPaMoIo.

Bumorn no xBamigikaiiitHoi poOOTH/POEKTY

Kpamidikamiitna poboTta/mpoekT Mae mependadaTd po3B’s30K CIEIiaTi30BaHOTO
3aB/JIaHHS TEOPETUYHOro ab0 NPAKTUYHOIO CHpPSMYBaHHA B Traiy3i KiOepOesneku Ta
3axXUCTy 1HQOpMaIli.

KBanidikauiiina pobota/mpoekT Mae OyTH NepeBipeHa Ha Iuiariar.

KBamidikauiiina po6ota nmoBuHHa OyTu omyOJiIKOBaHAa Ha caiTi BiHHHIIBKOTO
HaIlIOHAJILHOTO TEXHIYHOTO YHIBEPCUTETY.

3. BUMOI'N 10 HASIBHOCTI CUCTEMH BHYTPIIIHBOT' O
3ABE3NEYEHHS SIKOCTI BUILIOI OCBITH

Y BHTY dynkiionye cucrtema 3a0e3medyeHHs SKOCTI OCBITHBOI AISUTBHOCTI Ta
SIKOCT1 BWIIOi OCBITH (CHCTeéMa BHYTPIIIHBOTO 3a0e3MeueHHs SKOCTi), sKa Inepeadoadae
3MIMCHEHHS TaKUX MPOIEAYP 1 3aXO/IiB:

1) BU3HaUEHHS MPUHIIMIIIB Ta MPOIeAYyp 3a0e3MeUeHHS SKOCTI BUIIIOI OCBITH;

2) 3A1iiCHEHHSI MOHITOPUHTY Ta MEPI0UIHOTO MEPETIISATy OCBITHIX TIpOrpam;

3) mopivyHe OIlIHIOBaHHs 3700yBayiB BHINOI OCBITH, HAayKOBO-TICIAarOTiYHHUX 1
nenarorivaux mnpamiBHUKiB BHTY Ta perynspHe ONpwIIOAHEHHS pPE3yJbTATiB TaKHX
OIliHIOBaHb Ha odimiitHomMy BeO-caiiTi BHTY ta B Oyap-sikuit iHIIHi Criocio;

4) 3abe3nedyeHHs MiABUINEHHS KBamidikalli megaroriyHuX, HayKOBUX 1 HAyKOBO-
NearoriYHuX MpaliBHUKIB;

5) 3abe3nedyeHHsT HAsIBHOCTI HEOOXITHMX pEeCypciB JUIsl opraHizailii OCBITHHOTO
Mporecy, y TOMY YHCJII caMOCTIiHOT poOoTH 3700yBayiB BHUIOI OCBITH, 3a KOXKHOIO
OCBITHBOIO TIPOTPAMOIO;

6) 3a0es3reueHHs HasBHOCTI 1HQOpMamIMHMX CcHCTEM I e()EeKTHBHOTO
yIPaBIIiHHS OCBITHIM IIPOIIECOM;

7) 3abe3nedeHHs MyOIYHOCTI 1H(pOpMAIlii TPO OCBITHI MPOrpaMH, CTYIEHI BUIIOI
OCBITH Ta KBaji(ikarii,

8) 3abe3meueHHs €PEKTUBHOI CHCTEMH 3aro0iraHHs Ta BUSBJICHHS aKaJeMIYHOTO
riariaty y HaykoBux npariisix npanisaukiB BHTY 1 3m00yBauiB BUIoi ocBiTH;

9) iHmWX mpouemyp i 3aX0/IiB, sKi 320€3NeUyr0Th HAJIC)KHUHN PIBEHD SIKOCTI BHIO1
OCBITH.

Cucrema 3a0e3ledeHHsT SKOCTI OCBITHBOI MISJIBHOCTI Ta SIKOCTI BHIIOI OCBITH

(cucrema BHYTpINIHBOTO 3ale3nedyeHHs sKocTi) 3a mnomanHaM BHTY owmiHoerbes
HarioHaibHUM areHTCTBOM 13 3a0e3MeUYeHHs SIKOCT1 BHINOT OCBITH a00 aKpeIUTOBAHUMU



HUM HE3aJIeKHUMHU YCTaHOBAMU OI[IHIOBAHHS Ta 3a0€3Me4eHHs SKOCTI BHINOI OCBITH Ha
MpeAMET ii BIAMOBIIHOCTI BUMOTaM JI0 CUCTEMHU 3a0e3MEeUeHHsI SKOCT1 BHILO1 OCBITH, 11O
3aTBEPKYI0ThCcsl HallloHalbHUM areHTCTBOM 13 3a0€3MedYeHHs SIKOCTI BUIIOI OCBITH, Ta
MDKHApPOJHUM CTaHJapTaM 1 peKOMEHIAIISAM 111010 3a0€3MeUeHHS IKOCT1 BUIIIOI OCBITH.

4. TTEPEJIIK HOPMATUBHUX JJOKYMEHTIB, HA AIKUX BA3YETHCA
OCBITHSA ITPOT'PAMA

1. 3akon VYkpainm «IIpo Bumry ocsity» 01.07.2014 Nel556-VII - [Pexum
nocrymy: http://zakon4.rada.gov.ua/laws/show/1556-18];

2. 3akon VYkpainm «IIpo 3axumct inpopmarii B  iHdopmariiiHo-
TEJIEKOMYHIKAI[IHHUX CHUCTEMAaxX» [Pexxum JIOCTYIY:
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MNOACHIOBAJIBHA 3AIIUCKA

OcaiTHBO-TIpO(beCciiiHAa MporpamMa MICTUTh HPOTpaMHI KOMIIETEHTHOCTI, IO
BHU3HAYAIOTH CHENU(iKy MiAroToBKH OakanaBpiB 3i crenianbHOCTI 125 «KibepOesneka
Ta 3aXUCT 1H(pOpMalii» Ta MPOrpaMHi pe3yabTaTH HaBYaHHS, sIKI BUPAXalOTh TeE, 1110
CTYJIEHT NOBUHEH 3HATH, PO3YyMITH Ta OyTH 3JaTHUM BUKOHYBATH MICJS YCIILIIHOTO
3aBEpIICHHS! OCBITHROI mporpamu. B Tabmuisax 1, 2 HaBeAeH1 MaTpHIll BiAMOBITHOCTI
BU3HAUYEHUX OCBITHBOIO MPOTPaMoOI0 pe3yJibTaTiB HaBYaHHS (KOMIETEHTHOCTEH) Ta
OCBITHIX KOMITOHEHTIB.



Tabauns 1. MaTpuus 3a0e3ne4eHHs 1T

OrpaMHHUX pesyanaTiB HABYaHHS 000B’I3KOBHUMH OCBiTHIMHM KOMIIOHEHTAMH
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Taboauus 2. MaTpuus BiinoBiIHOCTI KOMIIETEHTHOCTEH 000B’A3KOBUM OCBiTHIM KOMIIOHEHTaM
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Jlonatok b

TABJIAIIA 3. 3BEJIEHA TABJIAISI ®AXOBUX KOMIIETEHTHOCTEM TA
INPOI'PAMHUX PE3YJIBTATIB HABYUAHHSA

daxoBi KOMIIETEHTHOCTI

Pe3yﬂbTaTH HaBYaHHSA

CK1. 3paTHicTh 3acTOCOBYBATH
3aKOHOJABYy ~Ta  HOPMATHBHO-
NpaBoBy 0a3y, a TakoX JeprKaBHi
Ta MDKHApPOJHI BHMOTH, MPaKTHKH
1 CTaHIApTH 3 METOI 3iHCHEHHS
npodeciiHoi JISTBHOCTI B Tally3i

PH9. Bwmitu 3acTocoByBaTH 3aKOHOJaBUYy Ta
HOPMATHBHO-I[PaBOBY 0a3y, a TaKOX IePiKaBHI Ta
Ml)KHapOI[Hl BUMOTH, TPAKTHKH 1 CTaHOApTH 3
METOI0 3AiiiCHeHHs mnpodeciiiHol AISUIBHOCTI B
rajny3i kibepOe3neku Ta 3aXucTy iHpopMarii

Ki0epbOe3neku Ta 3aXUCTY

iHdopmarrii

CK2. 3partHicth 110 BHKOPHCTaHHS PH10. Bwmitu BUKOPHUCTOBYBATH CydYacHi

1H(popMaLITHIX TEXHOJIOrH, | 1H(opMaliiiHi TexXHOJOorii, MeToau 1 MOoJel

CydyacHUX METONIB 1 Mojenel | KibepOe3neku Ta CUCTEM 3axXUCTy iH(popMmauii amis

Ki0epOe3neKkn Ta CUCTEM 3aXUCTy | 3AiiicHeHHs npodeciiHOol AiIsTTBHOCTI.

iHdopmarrii.

CK3. 3parmicts 3abesnedysarn | PHIL. IlmanyBaTu miarotoBky Ta 3abesmedyBatu

HENEePEPBHICTH 6i3Hec-npoueciB HenepepBHwa IpoLECiB B OpraHisalisx 3rilHo

3TiIHO  BCTAHOBJICHOI TOJITUKM | BCTAaHOBJCHOI TMOJITHKH KiOepOesmeku Ta 3

KibepOe3nexn Ta 3aXHCTy | ypaxyBaHHsI BUMOT JI0 3aXHCTy iH(opmarrii.

iHdopmarrii.

CK4. 3paricte 3abesnmedyBatn | PHI2. 3actocoByBatn METOIM 3aXUCTY 1H(1)opMau11

3aXUCT 1H(popmaii B | B IHQOpMAIIfHUX CHCTEMax 3TiIHO BCTAaHOBJICHOI

iHopMaIlIMHUX CcHUCTeMaX 3TIHO | TOJITUKH 1H()OpMaIliifHOT Oe3MeKy.

BCTaHOBJICHOL nomituku | PHI13. Brposakysary, HaJallTOBYBATH,

KibepOe3nexu Ta 3aXUCTY | CYINPOBOJIKYBATH Ta HiATPUMYBaTH

1H(popmMarii GYHKIIOHYBaHHS MPOrpaMHUX Ta MPOTPaMHO-
amapaTHUX KOMILJIEKCIB 1 cHCTeM KibepOesneku Ta
3axucTy iH(opmalii Sk HeoOXiJHI Mpouexypu s
GyHKITIOHYBaHHS lH(l)OpMaHlI/IHI/IX cucreM Ta\abo
1HGPpaCcTPYKTypHU opraHizaiii B IJIOMY.;

CK5. 3parnicts BimHoBmoBatu | PHI14. BupimyBatu 3amadi ynpaBiiHHS MpoIiecaMu

(yHKIiOHYBaHHS lH(bOpMaHlI/IHI/IX BiJTHOBJICHHS HITaTHOTO (GyHKIIIOHYBaHHS

CUCTEM Ticias peanizaimii 3arpo3, | iHPOpMAlIHHUX  CHCTEeM 3  BHUKOPHUCTaHHIM

3hilicHeHHs  KibepaTak, 300iB Ta | MpOLEIyp pPe3epBYBAHHS 3riAHO  BCTaHOBJICHOI

BIIMOB  pI3HUX  KJaciB  Ta | MOJITHUKH Oe3neku Ta 3a0e3rneyyBaTu

MTOXO/>KEHHSI. (GYHKIIIOHYBaHHSI ~ CHEIIAJIbHOTO  MPOrPaMHOTO
3a0e3reueHHs, IIO0A0 3aXHCTy Ta BiJHOBIICHHS
iHpopmarrii;
PHI15. 30upary, 06p06J'I$ITI/I 36epiraTH

aHaJi3yBaTH KPUTHUYHI JaH1 JUISL T0Ka3y pean13au11
Kibep3arpo3, MPOBOAWTH aHAII3 Ta JOCITIKEHHS

KiOepIHIMACHTY 3 METOIO0 ONEPATUBHOTO
BiTHOBJICHHSI ~ (PYHKIIOHyBaHHs  iH(MOpMAIiiHOT
CHCTEMU.
CK6. 3narnicts BrpoBamkyBaTu Ta | PH16. BupimryBatu 3amaui  BOpPOBa/DKEHHS Ta
3a0e3rieuyBaTd  (GYHKI[IOHYBAHHS | CYNPOBOJMY  KOMIUIEKCHMX  CHUCTEM  3aXHUCTY
KOMIUICKCHUX  CHCTeM  3axucTy | iHopmaiii B iHpOopMaIliiHUX CUCTEMAX;
iHpopMmarrii (xomIuIeKCH

HOPMaTHBHO-TIPABOBHUX,
OpraHizalliiHUX Ta  TEXHIYHHUX
3aC00iB 1 METOZiB, MpOLEAYP,
MPAKTUYHUX TPUHOMIB TOIIO)




CK7. 3parnicte  3piiicHioBatu | PH17. 3abe3neuyBaTtu (yHKIIOHYBaHHS CUCTEMH

npogeciiiHy IiSIbHICTP Ha OCHOBI | yNpaBiiHHSA  KiOepOe3lnekorw  Ta  3aXHCTOM

BIIPOBAKEHOT cuctemMu | iH(popmamii oprasizanii, BKIIOYAaO4YH MEPCOHAN Ta

YIpaBIiHHS 1HQOPMAUIMHOI Ta | YNpPaBIIHHA  HACHIAKAMH  peamisamii  3arpo3

K10epOe3neKoro IHqJOPMaLIlI/IHII/I Oesrieryi B KPU30BHX chyaumx Ha
OCHOBI 3/ICHEHHS MpOLEeayp KUIbKICHOI 1 SKICHOI
OIIIHKH PHU3HKIB.

CK8. 3patnicts 3actocoByBaru | PHI8. AmnamizyBaru, 3acTOCOBYBaTH METOJIU Ta

METOIU Ta 3acobu | 3acobu KpunTorpadiqHoro 3axucty iHpopmarlii Ha

KpUNTorpagpiaHoro 3axucTy | 00’ekTax iH(POpMAIIHOI ISAIBHOCTI.

1H(popmarii Ha o0’extax | PH19. BupimryBaTu 3amaui miogo oprasizamii Ta

1H(pOpMaLIHOT JISTBHOCTI

KOHTPOJIO CTaHy KpuUNTOrpadiyHOro
iHpopMarii, 30kpeMa BIAMOBITAHO O
HOPMAaTHUBHUX JOKYMEHTIB.

3aXHUCTY
BHMOT

CK9. 3paTHICTP 3acTOCOBYBaTH
METOOM Ta 3aco0M TEXHIYHOTO
3axucTy iH(opmarii Ha 00’e€KTax
1H(pOpMaLIHOI AISUTBHOCTI.

PH20. Bu3nauaTu 3arpo3u CTBOPEHHS TEXHIYHHMX
KaHAIiB ~ BUTOKY  iHdopmanmii Ha  00’eKrax
iH(opMaLIHHOT TISUTBHOCTI; BIIPOBA/PKYBATH 3aC00N
1 3aX0AM TEXHIYHOrO 3axUCTy 1HopMauii Bif
BUTOKY  TEXHIYHMMM  KaHajiamMH, MPOBOAUTHU
0o0CIyroByBaHHsI Ta KOHTPOJb CTaHy amapaTHUX

CK10. 3paTtHicTh  BUKOHYBaTH
MOHITOPHHT 1H(pOopMaLITHUX
MPOLECIB, aHaTI3yBaTH, BUSBISTU
Ta OLIIHIOBaTH MO>KJTUBI
BPa3IMBOCTI Ta 3arpo3u
iHQopMaliifHOMY  MPOCTOPY  Ta
iH(opMaLIifHIM pecypcam 3TiTHO 3
BCTaHOBJIEHOIO MOJIITUKOIO
iH(}OopMaIliifHOT Oe3MeKH.

3aco0IB  3axuCTy iHdopMarlii Ta KOMIUICKCIB
TEXHIYHOTO 3aXUCTy iH}opMaIrii.

PH21. BuxoHyBatu BHOpPOBa/DKEHHS, MiITPUMKY,
aHami3 e(heKTUBHOCTI CHUCTEM BUSIBJIICHHS

HecaHKHIOHOBaHOFO ,Z[OCTYHy, I[lI/I 3 lH(bOpMaI_I1€I-O B
1H(1)OpMaHII/IHII/I CI/ICTeMl BpaSHI/IBOCTeI/I MOKJIIMBUX

3arpo3 1H(1)opMau11/IH0My IPOCTOPY Ta
iHpopMaLIfHUM pecypcaM Ta BUKOPHUCTOBYBATH
KOMILIEKCH 3aXUCTY VISt 3a0e3MeYCHHS

HEOOXITHOTO PIBHSA 3aXHUIIEHOCTI 1H(OpMAaIli B
iHhOpMaIIHHUX CHCTEeMaX.




Martpuus BianoBignocti BusHayeHnX CTaHIAPTOM KOMIIETEHTHOCTEM
aeckpunropam HPK

Kuacudikanis 3HaHHA Yminna KomyHnikauis BinnoBigaanHicTh TA
KOMIIETEHTHOCTEMH 3ul VYwml. Iormubneni K1. Jlonecenns no aBTOHOMisl
(pe3yJbTaTiB KonnenryanbHi KOTHITHBHI Ta ¢axiBuiB i HedaxiBuiB | AB1. YnpasniHas
Hapuyanus) 3a HPK HAYKOBI Ta MPAKTHYHI | MPaKTUYHI iH(popMartii, i7eH, CKJIaTHOIO TEXHIKOIO
3HAHHS. YMiHHSI/HABUYKH, po0JIeM, PilliCHb, abo npodeciitHo
3u2 Kpurnune MaiCTepHICTh Ta BJIACHOT'O JOCBily Ta JUSUTBHICTIO YU
OCMHCIIEHHS TEOpii, IHHOBaLiHHICTh Ha aprymeHTarii. MIPOEKTAMH.
TIPUHLMIIB, METOMIB 1 | piBHI, HEOOXiJHOMY K2. 36ip, AB2. CripoMOXHICTh
HOHATH Yy cepi JUIS PO3BSI3aHHSA iHTepIIpeTalis Ta HECTU
npodeciiHol CKIIQJHUX 3aCTOCYBAaHHS JaHUX. | BiJIMOBINANBHICTH 32
JisuTBHOCTI Ta/abo CrieliaizoBaHux K3. CninkyBanHs 3 BUPOOJICHHS Ta
HaBYaHHSI. 3a/1a4 1 MpakTHYHHUX npoeciifHIX MUTaHb, | YXBaJEHHS PillIeHb Y
npobieM y chepi Yy TOMY YHCIT HerepenoayyBaHuX
npodeciitHoi 1HO3EMHOI0 MOBOIO, pobouux Ta/abo
JisIBHOCTI 200 YCHO Ta MHCbMOBO. HaBYaJIbHHUX
HaBYaHHSI. KOHTEKCTaXx.
AB3. ®opmyBaHHs
CYJKEHb, 1110
BPaxOBYIOTh
COIliaJbHi, HAYKOBI Ta
€THUYHI acIeKTH.
AB4. Opranizauisi Ta
KEpiBHUIITBO
npodeciitHum
PO3BUTKOM 0Ci0 Ta
IPYIL
ABS. 3natHicTb
MPOIOBXKYBATH
HAaBYaHHA i3 3HAYHUM
CTYIEHEM aBTOHOMIl.
3K1 3u2 Yml
3K2 3u2 Yml K1
3K3 K1, K3
3K4 K1, K3
3K5 3ul, 3n2 Yml K2 AB3
3K6 3ul K1 AB2, AB3, AB4
3K7 K1 AB?2
3K8 3u2 K2 AB3
CK1 3u2 Yml K2
CK2 3ul, 3n2 Yml K2
CK3 Yml AB1
CK4 Yml AB1
CK5 Yml K2 AB1, AB2
CKé6 Yml K1 AB1
CK7 Yml K1 AB1
CKS8 3u2 Yml
CK9 3n2 Yml
CK10 Yml K2 AB2




JUCTOK PEECTPALIILI 3MIH

Howmep BBenenus B niro [lo 3MiHMIOCS Konu BcTynarots
3MIHH B IO
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